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Editorial
Technology is the non-linear tool available to humanity, which can affect fundamental changes in the ground rules
of economic competitiveness. Science is linked to technology through applications. Technology is linked to
economy and environment through manufacture of knowledge products. Economy and Environment are linked to
Technology, which promotes prosperity to the society. Innovation should be used to generate high value-added
products. The foundation of academic research is creativity.

The Computer Science and Information Technology have already converged leading to Information and
Communication Technology (ICT). Information Technology combined with Bio-technology has led to Bioinformatics. Similarly, Photonics is grown out from the labs to converge with classical Electronics and
Microelectronics to bring in new high speed options in consumer products. Flexible and unbreakable displays using
thin layer of film on transparent polymers have emerged as new symbols of entertainment and media tools. Now,
Nanotechnology has come in. It is the field of the future that will replace microelectronics and many fields with
tremendous application potential in the areas of Medicine, Electronics and Material Science.

So this conference has been designed to stimulate the young minds including Research Scholars, Academicians,
and Practitioners to contribute their ideas, thoughts and nobility in these disciplines of engineering. It is a pleasure
to welcome all the participants, delegates and organizer to this International Conference on behalf of IOAJ family
members. This conference has received a great response from all parts of the country and abroad for the
presentation and publication in the proceedings.

I sincerely thank all the authors for their valuable contribution to this conference. I am indebted towards the
Reviewers and Board of Editors for their generous gifts of time, energy and effort.

Editor-In-Chief

Prof. (Dr.) Srikanta Patnaik
Chairman, I.I.M.T., Bhubaneswar
Interscience Campus,
At/Po.: Kantabada, Via-Janla, Dist-Khurda
Bhubaneswar, Pin:752054. Orissa, INDIA.
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Abstract- “Open source” has been accepting a great placate of buzz in recent year because of the gradual development of
Linux, Apache, mySQL and other such free product. As part of the recent year multiple requirement management tools are
developed with including the multiple advance feather sets that enable the product development sharper than it previously
have. We assess the several recent open source requirement management tools. Our aim is to present a literature survey of
requirements management tools and we assess these tools in prospective of what is currently available and where these tools
might be positioned in very near future.
Keywords- open source software; Requirement management; Requirement management tool; Requirements engineering;

I. INTRODUCTION

II. BACKGRAOUND

Requirements Management tools provide the better
software solution to the product development
organization. Better tools provide the rapid
application development. Now the era of software
development multiple licence software solutions are
available due to propriety it not able reach
widespread in the whole development community.
The open source software development has changed
the way the software is perceived, developed and
deployed [1]. Open source requirement management
tools have free of licensed. The process for acquiring
an RM tool is no different than selecting software
packages that will be part of your development effort.
First, identify requirements for the requirements tool
based on your project or company needs or standards
[2]. With the increasing complexity of software
development and products, the need is growing for
Requirement management tools integrated in product
life cycle management and application life-cycle
management
(PLM/ALM)
architectures
[3].Thoroughly investigates candidate packages for
compliance with your requirements, including
performance demonstrations. According to the survey
conducted by ESPI in 1995 that about 40-60% of all
defects found in a software project can be traced back
to errors made during the requirements stage.
According to another survey conducted by Standish
Group Study, 1994 that 13.1% projects fail due the
incomplete requirements and 8.8% projects fail due to
the rapidly changing in the requirements. In our view
the only way to kill these problems are to follow the
best practices, our research project work is based on
demonstrate the pros and cons of previously available
open source requirement engineering tool. We
extended the scope of this survey project to determine
if open source tools could be successfully used in
enterprise level.

Requirements engineering is the disciplined and
systematic approach to elicit, specify, analyze,
commit, validate, and manage requirements while
considering user, technical, economic, and businessoriented needs and objectives. It spans the entire
lifecycle, often involving distributed teams and
supply chains. Tools facilitate consistency and
efficiency in managing requirements. Finding out
which tool is suitable for given needs isn’t easy. Our
article aims to provide a brief overview on
requirements management tools. I look forward to
hearing from both readers and prospective authors
about this column and the technologies you want to
know more about [4]. Open source tool provide are
easy adoptable by the company there is a wide variety
of open source requirements management tools
available in the market place for the purpose of
requirement elicitation the tool selection is very
important task which should be carried out according
to complexity, type of the product to be developed.
Now we explaining feather set, provide the
advantage, drawback and also the competitive
approach of the tool. Open source Requirements
management tools are: Organization Modelling
Environment (OME) [5] is a general, goal-oriented
and/or agent-oriented modelling and analysis tool. It
provides users with a graphical interface to develop
models, and supports access to a powerful knowledge
base that allows for sophisticated computer-aided
analysis. This tool is intended to provide software
developers with a clear link between the
requirements, specification and architectural design
phases of development. Attention is also being placed
on this use of this tool in business process
reengineering.
The
Organization
Modelling
Environment is a general, goal-oriented and/or agentoriented modelling and analysis tool. It provides users
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with a graphical interface to develop models, and
supports access to a powerful knowledge base that
allows for sophisticated computer-aided analysis.
This tool is intended to provide software developers
with a clear link between the requirements,
specification and architectural design phases of
development; Attention is also being placed on this
use of this tool in business process reengineering.
Open OME integrates an improved version
of OME with other tools to support goal-oriented,
agent-oriented and aspect-oriented requirements
engineering in software development Eclipse [6],
conceptual modelling (Protégé) [7] and other graph
editing (Visio) environments. rmtoo [8 ] is a free and
open source requirements management tool.
rmtoo uses a different approach than most other
requirements management tools: it comes as a
command line tool which is optimized for handling
requirements. The power of rmtoo lies in the fact that
the development environment can handle the input
and output files - there is no need for a special tool set
environment. If you need to handle baselines (and
there often is), rmtoo can be configured using a
revision control system (e.g. git)[9]. The revision
control system can handle different revisions, base
lining, tagging, branching and many other things
extremely well - there is no reason to reinvent the
wheel and making it less efficient. rmtoo fits
perfectly in a development environment using text
editors and command line tools such as emacs, vi,
eclipse, make, maven. 1. Use simple text files as
input - use your favourite editor.2. Many different
output formats and artefacts are supported: PDF with links to dependent requirements, HTML - also
with links to dependent requirements, Requirements
dependency graph, Requirement count history graph,
Lists of unfinished requirements including priority
and effort estimation - e.g. for use in agile project
development. Fully integrated revision control
system: it Usages: history, statistics and baseline
handling., A topic based output handling provides a
common set of files for different types of output
(PDF, HTML),Analytics modules: Heuristics help to
evaluate the quality of requirements, Constrains:
inherited and automatic checking of constraints,
SCRUM artefacts: all artefacts which are used in
SCRUM are supported: e.g. selected for Sprint,
Assigned, Finished, Statistics, and Burn down
diagrams., Modules to support commercial biddings
based on a given set of requirements, Emacs mode
files for editing requirements and topics included,
Configurable output in XML, fully integrated with
Make file handling of all artefacts, modular design:
additional output requires minimal effort, During
parsing most common problems are detected: all
syntax errors and also many semantic errors,
completely automated test environment - tests about
95% of the code and is shipped with rmtoo packages
to check for possible problems in different
environments. Drawbacks of rmtoo are not a fully

integrated, tries-to-do-everything tool with a
colourful GUI or different database backend; one tool
for one task [10].OSRMT is the non-commercial
requirements management tools we considered for
inclusion in our evaluation, the OSRMT is perhaps
the most complex and feature-rich implementation. It
supports the full requirements engineering process,
including functions such as traceability and change
control, which most non-commercial tools lack. The
intention of the creators is obviously to challenge
their commercial counter-parts, and as such its
feature-set is very similar to most commercial tools.
Like most commercial tools, it supports traditional
requirements engineering processes so work needs to
be done to tailor it to support requirements evolution
concepts [11]. However, it is also rather heavyweight,
as it is a full-fledged J2EE application which requires
a database server (Oracle, MySQL, SQL Server), and
the JBoss application server in order to run.
Requirements, design, implementation and testing,
the product supports requirements derivation, version
control, common or custom attributes rationale,
source, risk, effort, and much more. Offered in two
flavours, a Java Swing-based fat client or web client,
the fat client appears to be the more robust of the
offerings. Unfortunately for the user community, the
OSRMT project does not appear to in active
development any longer. With user forums still
showing activity, this situation very much presents
itself as a business dilemma [12]. What should these
users do with their valuable data, processes and
reports which are now housed in this legacy
application? Well, ideaStub is hoping to ease these
concerns with our open source product offering,
aNimble Platform™ is designed to be the v2.0 to
OSRMT's v1.5. The architecture will change slightly
(moving to a Grails-based solution) and will
transition to being an entirely web-based client, but
the driving force behind aNimble Platform™ is to
retain and satisfy the OSRMT user base. To that
accord, here are some things for current OSRMT
users to keep in mind for the move to aNimble
Platform™: OSRMT is released in Jun.2006,
Requirements management tool designed to achieve
full SDLC traceability for features, requirements,
design, and implementation and testing. Many new
features for software engineering design control.
OSRMT 1.2 released in Aug.2006, Version 1.2
supplements the Swing/J2ee with a web client to
browse and edit artefacts in the tree of requirements,
features, design and any other artefacts. PostgresSQL
is added to the suite of databases supported. An open
source report writer is bundled to create custom
reports. Finally the additions make customizing forms
and controls by user position even easier. OSRMT
v1.3 released in Oct,2006 Version 1.3 of the Open
Source Requirements Management Tool adds a
traceability tree to ease auditing and tracing artefacts,
a change management module and numerous other
improvements.
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OSRMT is a platform independent multi-user tool for
design control throughout the software development
life cycle. Analysts, developers, product managers,
testers can all collaborate with this secure, even
multi-lingual system. OSRMT 1.4 released in Dec,
2006 OSRMT is a platform independent requirements
management tool used to document features,
requirements, design, implementation and testing
throughout the software development lifecycle. The
tool provides full traceability, versioning, hierarchal
organization, custom reports and a change control
module. Version 1.4 brings significant performance
improvements for managing large numbers of
artefacts as well as custom reports using XML direct
from business services. OSRMT 1.5released OSRMT
is a platform independent requirements management
tool for developers, analysts, testers and all users, of
any language, involved in the software development
cycle to collaborate and organize software
requirements.

reporting framework, Jasper Reports, will be in place.
Of course aNimble Platform™ will launch with a
more up-to-date version of Jasper , but OSRMT
support teams should be able migrate their former
OSRMT reports to aNimble Platform™ with
relatively little effort, The build scripts employed by
aNimble Platform™ v1.0 will have two basic
flavours. One will be a standard install which
assumes you are a new user with no legacy data. The
second will be specifically geared toward current
OSRMT users who have legacy data, and will
accommodate the upgrade from OSRMT v1.5 to
aNimble Platform™ v1.0, designed to be v2.0 to
OSRMT's v1.5. The architecture will change (Grails)
and move to being entirely web-based, but the driving
force behind it is to retain and satisfy OSRMT users,
it have powerful, extendable architecture built on the
feature-rich Grails and DOJO technologies, aNimble
platform™ easily accommodates custom extensions
and enhancements. Highlights include, Leverages
robust Grails framework, Uses DOJO AJAX libraries,
DAP/AD support and Single Sign-On, Support for
Microsoft SQL Server and MySQL, Fully Web-based
GUI, Dec 2008 enhanced the new feather with the
experience of aNimble Platform™, ideaStub launches
an online store including a new reporting package.
The new reporting package provides easy access to
critical reporting detail such as All Projects, All
Artefacts, Artefact Detail, Backlog Detail, All
Backlog Items, and All Backlog Items w/ Tasks, All
Releases, Release Detail, All Sprints, Sprint Detail,
All Reference Data, All Users, and All View
Controls. In Dec 2009, ideaStub launches version 0.3
of aNimble Platform™, an open source requirements
and life-cycle management tool, hosted by
SourceForge.net. Building on the prior release, new
features and functionality include, Added Releases to
Projects, Added History (Create, Read, Compare,
Rollback) to Artefacts, Dependencies to Artefacts,
Reports to Projects, Reports to Artefacts, drag and
drop feature to allow moving Artefacts to other
folders, setting to allow Artefact Tree to stay
expanded after save and update, Adjusted Database
Upgrade scripts to more logical naming conventions
custom reference lists in Artefact View, filtering to
View Controls, Also fixed Artefact, Sprint, Release
and Reference Data lists, Bug Fix: Correct missing
primary keys in tables for MySQL and SQL Server.
Bug Fix: Correct Firefox menu wrap issue. In Feb.
2010 release the new to further assist clients; both old
and new, ideaStub has launched a revised more
convenient web site.

Version1.5 has significant reporting improvements,
along with an enhanced web client. This release adds
user defined fields along with tools to customize the
data entry form for features, requirements, design,
test cases or any other type of software artefact.
Drawback of this all version it does not provide the
support of agile based project, this drawback
improved to the new version known as aNimble
Platform. Lack of UI for requirements derivation,
version control, attributes, No availability of logout
links, OSRMT can be configured to be authenticate
against LDAP.
However, there is a need for a synchronization
mechanism between LDAP and OSRMT user
database. This will allow Administrator to do user
management in LDAP and synchronize these user
accounts with OSRMT database, Not an Eclipse plugin, and porting it into an Eclipse plug-in would
potentially involve substantial effort. my be
unsuitable for an Eclipse environment as it requires a
J2EE application server and a RDBMS to installed.
aNimble Requirements management tool designed to
achieve full SDLC traceability for features,
requirements, design, implementation and testing. UI
for requirements derivation, version control,
attributes, the drawbacks of this tool, the same basic
database schema will be used. In essence the OSRMT
v1.5 schema is the Grails 1.0 schema. Minus an alter
statement here or there (the only major one involves
moving Project to its own table), OSRMT support
teams can count on already being familiar with the
data model, the same basic feature set will be in place
(plus some new ones). Likely every single feature
will not make it into v1.0 of aNimble Platform™, but
within a minor release or two, you should be back up
to full speed, enjoying all the OSRMT functionality
you were used to. In addition, you find some new
things like support for Agile-based projects, the same

Information such as product feature sets for Nimble
Platform™ and OSRMT, services like consulting and
professional services support as well as news, blogs,
user forums, company background, and contact
information will be available via the new site
[13]. ideaStub encourages your participation in the
direction of this web site. Let us know how we can be
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of further service. In Nov 2010 ideaStub launches
version 0.1 of aNimble Platform™, an open source
requirements and life-cycle management tool, hosted
by SourceForge.net.

problem: many requirements tools seem to be over
complicated providing feature rich implementations
that have become so bloated that they have lost focus
on the primary task of requirements capture:
communication. It is here that Xuse aims to make an
impression: Requirement Zero for Xuse stipulates
that "Xuse shall - above all else - focus on delivering
a toolset that allows for effective communication of
requirements between all the stakeholders”. The Xuse
project - an Open Source initiative - aims to define an
XML data model that will allow for the capture and
management of software requirements from a usecase centric perspective. The project will provide
XSLTs to create multiple views on this data model in
a variety of formats such as HTML, PDF, and SVG
etc. As all the data will be stored in XML it will also
be possible to provide different information to
different consumers: for example you may wish to
document technical issues of why a software
requirement will be difficult to implement but not
show this information to the customer who is signing
off the requirements. Additionally different people
such as QA engineers and developers may require
different views on the data - something that XSLT
facilitates. It is also hoped that users of Xuse will be
free to create their own custom views on the data
simply by providing a new XSLT [16]. The Xuse As
mentioned above, Xuse will provide XML schemas
for an integrated requirements and use-case data
model; XSLTs to provide views on this data model
and a template project to provide a starting point for
people adopting Xuse. It does not provide a GUI for
requirements data entry and editing of use-cases so it
is only suitable for people who are comfortable
editing XML documents.

Managing requirements has never been easier than
with this web-based, Ajax-enabled platform. Built on
the flexible Grails technology, and following the
principles set by the Open Source Requirements Tool,
OSRMT, each project offers the ability to capture key
requirements including custom reference data and
user detail.
Embedded Jasper Reports technology and custom
view controls allow for an advanced, customizable
experience. In Jul 2011 Platform™, an open source
requirements and life-cycle management tool,
Building on the prior release, new features and
functionality include, Added MySQL Database
support, Upgraded Grails to 1.3.5,Simplified install
by adding Grails to deployment package, Created
scripts for starting dev and prod instances, Added
Agile Projects, Agile Sprints, Agile Backlog Items,
Agile Tasks, Changed Artefact Number to be String
instead of Int, Security Authentication via Spring
Security, Security Role Authorization via Spring
Security, Refectories error handling for all services,
Refined required fields on each domain object, Placed
key elements in session memory (Current Project,
Artefact, User).Requirement Heap is a web based
requirement
management
/business
analysis
application. It allows entering requirement in rich
text, supports versioning and the management of
requirements. It also handles use cases, interviews
and test cases. It allows multiple projects.
Stakeholders and glossaries can be handled per
project or globally .This project was registered on
SourceForge.net on Dec 10, 2007[14].Is have some
feature list including, managing of projects,
subprojects, releases, test cases, stakeholders,
glossaries, supports different rights of users, rich text
requirements, tree structures, pdf export, XLS and
CSV export, short and long views of requirements,
historization, different languages support, user
defined fields per installation, diagnostics tools,
control panel, statistics. The drawback of the tools
including, although they deal well with requirements
elicitation, few of them support ReqIF to fill the gap
in effectively sharing, communicating, and
collaborating across different tools. Support to ReqIF
is needed because companies usually don’t work on
the same requirements repository or use the same RE
tools [15].xuse requirements & use case management
The requirements process is fraught with danger from
both a customer and supplier perspective: it is a
widely held view that the majority of failed IT
projects did so because of poorly conceived, badly
managed or inadequately documented requirements.
The selection of inappropriate tools to "aid" with the
requirements process only serves to compound the

III. CONCLUSION AND FUTHURE SCOPE
The RE tools market is highly changeable due to
demand of new technology. Classic open source tools
that used to dominate the market are increasingly
complex and not easy to use. Many of them, different
by their feature set and some of their performance,
ease of use. This encourages the new comers to
introduce interesting capability especially for
collaboration. Open source tools have some
deficiency like lack of user support and required
patches can’t be available on time within your project
competition, user can’t be able to evaluate the
sophistication feature on scaling level. In the future
we are try to examine the tools with the best available
features support that aimed to help the global
software development support that scope extent to the
support of all modelling and related work of
requirement management by safety specialists to
illustrate such arguments. All can be displayed by
quite simple tools, given a suitable 'tree' data structure
[17]. We recommend to examine all open source
Requirements Management tools in own working
environment and also according to complexity & size
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of product, try to explore all feature of the tools that
you examine.

[8]

flonatel GmbH & Co. KG, “ Requirements Management
Tool rmtoo”2010.

[9]

Requirements Management Tool “rmtoo”Details by flonatel
GmbH
&
Co.
KG
2010-2011
by
flonatel,
http://www.flonatel.de/projekte/rmtoo.
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Abstract-Classification is an important task in data mining and it is mainly used in many fields. The k-nearest neighbor (kNN) is a simple and fast classification algorithm to address many classification problems. In this paper, we address an
Improved Class-wise k/2 Farthest Neighbor (Ck/2FN) Classification Algorithm for the Classification of Diabetes Dataset.
We selected diabetes dataset because it contains lot of missing values and the impact of imputation is very obvious. To
measure the performance, we used Accuracy, Sensitivity and Specificity and Error rate as the metrics. The arrived results
show the significant improvement with respect to the above metrics.
Key Words: Data Mining, Classification, kNN, Imputation , Data Normalization and Scaling.

I. INTRODUCTION
K Nearest Neighbor is one of the popular and
powerful classification techniques introduced by Fix
and Hodges [2]. KNN algorithm is recognized as one
of the top 10 algorithms in data mining. The knearest neighbor (kNN) approach has been used in
different data analysis applications such as
information retrieval, database, pattern recognition,
data mining and machine learning due to its
simplicity, easy-understanding and fairly high
accuracy. Many researchers found that the
performance of KNN is very good on different data
sets.

weighting(DKNAW) by combing three improved
approaches.
In[7], Md.Rafiul Hassan, M. Maruf Hossain, James
Bailey, Kotagiri Ramamohanarao proposed ROCkNN based on the ROC characteristics of each
feature.
In[8], Shichao Zhang have incorporated KNN-CF,
the certainty factor to KNN classification that clearly
distinguishes whether the belief of the class of a
query is increased, given its k nearest neighbors.
In[9], the authors found a new algorithm called
MKNN for improving the performance of KNN
classifier. It adds a new value nmea “Validity” to
train samples which cause to more information about
the situation of training data samples in the feature
space.

Umar Sathic Ali, Dr.C.Jothi Ventakeswaran[3]
proposed an improved evidence theoretic KNN
algorithm which combines Dempster Shafer theory of
evidence and K nearest neighbouring rule with
distance metric based neighborhood with the average
accuracy of 73.57%.

The objective of this paper is to address the ways to
improve the classification accuracy of kNN algorithm
for classification of Diabetes data with imputed
missing values. We propose a Class-wise k/2 Farthest
Neighbor (Ck/2FN) Classification algorithm for the
classification of diabetes dataset for improving the
performance of the standard kNN.

In[4], Weidong Zhao, Shuanglin Tang, Weihui Dai
proposed EV-KNN algorithm to reduce the number
of training samples by the first KNN calculation with
the essential vector. Their algorithm lowers the
computation complexity and improves the prediction
accuracy distinctly com[paring with the traditional
k-NN.

II. THE DATA PREPROCESSING

In [5], the authors proposed a novel GKNN algorithm
using genetic Algorithm to improve the classification
performance of KNN. They tested the performance of
GKNN with five different medical data sets. The
results show that the proposed method improves the 
classification accuracy.


L.Jiang, D. Wang, Z,Cai, S. Jiang and X.Yan[6] 
presented a hybrid algorithm called dynamic k- 
nearest neighbor naïve Bayes with attribute

The real world data is incomplete, noisy, inconsistent
and redundant. To produce quality mining results,
data preprocessing is very important. The steps in
data preprocessing are [11]:
Data cleaning
Data integration
Data transformation
Data reduction
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Data cleaning is applied to remove noise and correct
inconsistencies in the data. Data integration combines
the data from multiple sources into a coherent data
store, such as a data warehouse or a data cube. Data
transformations such as normalization may be
applied to improve the accuracy and efficiency of
mining algorithms involving distance measurements.
Data reduction can reduce the data size by
aggregating, eliminating redundant features, or
clustering, for instance [11].

Function MeanSubstitution(D)
Begin
For i=1 to n {
ai  Ai  mi
where
ai is the column of attributes without missing values
mi is the set of missing values in Ai (missing values
denoted by a symbol)
Let i be the mean of ai
Replace all the missing elements of Ai with i
}
Finally we will have the imputed data set.
End

A. Missing Values and Imputation of Missing
Values
Many existing datasets contain missing values.
Handling missing values is an important task in data
mining. Due to the difficulty with missing values,
most of the learning algorithms are not well adapted
to some application domains because the existed
algorithms are designed with the assumption that
there are no missing values in datasets. This shows
the necessity for dealing with missing values. The
satisfactory solution to missing data is good database
design but good analysis can help to reduce the
problems [9]. Many techniques can be used to deal
missing data. Depending on the problem domain and
the goal for the data mining process, the right
technique should be selected.

D. The Simple Data Scaling Algorithm
The following algorithm explains the data scaling
method[10].
Let
D = { A1, A2, A3, ….. An }
Where
D is the set of unnormalized data
Ai – is the ith attribute column of values of
m- is the member of rows (records)
n - is the number of attributes.
Function Normalize(D)
Begin
For i=1 to n {
Maxi max(Ai)
Minimin(Ai)
For r =1 to m {
Air  Air-Mini
Air  Air/ Maxi
Where
Air is the element of Ai at row r
}
}
Finally we will have the scaled data set.
End

In literature[11], the different approaches to handle
missing values in dataset are given as:
1. Ignore the tuple
2. Fill in the missing values manually
3. Use a global constant to fill in the missing values
4. Use attribute mean to fill in the missing values
5. Use the attribute mean for all samples belonging to
the same class as the given tuple.
In this paper, we used the popular mean substitution
method to handle the missing values in the Pima
Indian Diabetes dataset and min-max normalization
technique to scale the data.

E. k-Nearest
Neighbor(knn)
Classification
Algorithm
KNN classification classifies instances based on their
similarity. It is one of the most popular algorithms for
pattern recognition. It is a type of Lazy learning
where the function is only approximated locally and
all computation is deferred until classification [10].
An object is classified by a majority of its neighbors.
K is always a positive integer. The neighbors are
selected from a set of objects for which the correct
classification is known.

B. Mean substitution
Mean substitution method is suitable only if the data
are MCAR (Missing Completely At Random). This
method creates a spiked distribution at the mean in
frequency distributions. It lowers the correlations
between the imputed variables and the other variables
and underestimates variance [10].
C. The Mean Substitution Algorithm
The following algorithm explains the very commonly
used form of mean substitution method [10]
Let
D = { A1, A2, A3, ….. An }
Where
D is the set of data with missing values
Ai – is the ith attribute column of values of D with
missing values in some or all columns
n - is the number of attributes.

F. The Pseudo Code of kNN Algorithm
Function
kNN
(train_patterns,
train_targets,
test_patterns)
Begin
Uc - a set of unique labels of train_targets;
N - size of test_patterns
for i = 1:N{
dist:=EuclideanDistance(train_patterns,
test_patterns(i))
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idxs := sort(dist)
topkClasses := train_targets(idxs(1:Knn))
c := DominatingClass (topkClasses)
test_targets(i) := c
}
end

The Accuracy, Error rate, Sensitivity and Specificity
can be defined as follows:
Accuracy = (TP+TN) / (TP + FP + TN + FN)
Error rate = (FP+FN) / (TP + FP + TN + FN)
Sensitivity = TP/(TP + FN)
Specificity = TN /(TN + FP)
Where
TP is the number of True Positives
TN is the number of True Negatives
FP is the number of False Positives
FN is the number of False Negatives
I
THE IMPLEMENTATION AND RESULTS
We used Matlab 6.5 on a Core i7 laptop with 4GB
of Ram for implementing the algorithms. We used
Pima Indians Diabetes data set with lot of missing
values from UCI data repository.

G. Proposed Ck/2FN Algorithm
The Pseudo Code of the proposed Ck/2FN Algorithm
is given below:
Function
CkNN(train_patterns,
train_targets,
test_patterns)
Begin
Uc - a set of unique labels of train_targets;
N - Size of test_patterns
C – Size of Uc (number of classes)
for i = 1:N{
for j = 1 to C {
idx= find(train_targets == Uc(j));
dist:=EuclideanDistance(train_patterns(*,idx),
test_patterns(*,i))
[d, idxs] := sort(dist)
md(c)= sum(m(Knn/2:Knn));
}
best = min(md);
test_targets(i) := Uc(best)
}
end

I. Pima Indians Diabetes Database
The Pima (or Akimel O'odham) are a group of
American Indians living in southern Arizona. The
name, "Akimel O'odham", means "river people". The
short name, "Pima" is believed to have come from the
phrase pi 'añi mac or pi mac, meaning "I don't know,"
used repeatedly in their initial meeting with
Europeans [13]. According to World Health
Organization (WHO) [12 ], a population of women
who were at least 21 years old of Pima Indian
Heritage was tested for diabetes. The data were
collected by the US National Institute of Diabetes
and Digestive and Kidney Diseases.
Number of Instances: 768

In the above algorithm, the first for loop is repeated
for N number of records in the testing set and the
inner for loop is repeated N times for each class in
the training data.

Number of Attributes: 8 (Attributes) plus 1 (class
label)
All the attributes are numeric-valued
Sl
Attribute
Explanation
No
1 pregnant Number of times pregnant
Plasma glucose concentration
2 glucose
(glucose tolerance test)
Diastolic blood pressure (mm
3 pressure
Hg)
Triceps skin fold thickness
4 triceps
(mm)
2-Hour serum insulin (mu
5 insulin
U/ml)
Body mass index (weight in
6 mass
kg/(height in m)^2)
7 pedigree Diabetes pedigree function
8 age
Age (years)
Class variable (test for
9 diabetes
diabetes)
Class Distribution: Class value 1 is interpreted as
"tested positive for diabetes"
Class Value: 0 - Number of instances - 500
Class Value: 1 - Number of instances – 268
While the UCI repository index claims that there are
no missing values, closer inspection of the data
shows several physical impossibilities, e.g., blood
pressure or body mass index of 0.They should be

For each class in the training set, the class-wise
distance with a testing data record is calculated. That
particular testing data is classified to a class label
corresponding to the lowest distance of the sum of
k/2 neighbors. This is repeated for all the records in
the testing data set.
H. Validating
the
Performance
of
the
Classification Algorithm
Classifier performance depends on the characteristics
of the data to be classified. Performance of the
selected algorithms is measured for Accuracy and
Error rate. In this study, we have selected k-fold cross
validation for evaluating the classifiers. In k-fold
cross validation, the initial data are randomly
partitioned into k mutually exclusive subset or folds
d1,d2,…,dk, each approximately equal in size. The
training and testing is performed k times. In the first
iteration, subsets d2, …, dk collectively serve as the
training set in order to obtain a first model, which is
tested on d1; the second iteration is trained in subsets
d1, d3,…, dk and tested on d2; and so no[11]. The
accuracy of the classifier refers to the ability of a
given classifier to correctly predict the class label of
new or previously unseen data [11].
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treated as missing values
classification accuracy.

to

achieve

better

significantly in the case of proposed Ck/2FN
algorithm and the sensitivity is almost equal. The
above graph clearly shows the increase in
performance. Normally, during classification, if
sensitivity is increased then it may reduce specificity;
but with the proposed Ck/2FN algorithm, the
performance is increased with respect to sensitivity,
specificity and accuracy.

The following 3D plot [10] clearly shows the
complex distribution of the positive and negative
records in the original Pima Indians Diabetes
Database which will complicate the classification
task.

The Error

30

28.16
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.

25

Error(%)
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kNN

Ck/2FN
Algorithm

Figure 1. The 3D plot of original Pima Indians Diabetes
Database

Figure 3. Comparison of Error – 10 fold Validation

J. Results of 10 Fold Validations
We chose to use the results of the 10 fold validation
in this evaluation. The following table shows the
results of 10 fold validations in terms of sensitivity,
specificity, accuracy, error and run time.

The classification error has been significantly lower
in the case of proposed Ck/2FN algorithm. The above
graph clearly shows the decrease in error.
The CPU Time

The following table shows the results of 10 fold
validations in terms of sensitivity, specificity,
accuracy, error and run time.
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Time(sec)
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Table 1. The Results 10 Fold Validations
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54.21

80.47

71.26

28.74

0.17
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60.81

87.2

77.76

22.24
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Figure 4. Comparison of CPU time –10 fold Validation

There is not much increase in CPU time in the case of
proposed Ck/2FN algorithm. The difference in CPU
time is negligible and will not have much impact on
practical applications.

Performance in terms of Sensitivity, Specificity
and Accuracy

III. THE CONCLUSION AND FUTURE WORK

87.2

90
85

79.88

We have successfully implemented and evaluated the
proposed Ck/2FN classification algorithm and
measured the average performance of the algorithm
by considering the k fold cross validation using
k=10.We compared the performance of the Ck/2FN
algorithm with standard kNN.
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.

80
71.84

Performance

75
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57.34

55
50
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Specificity
Metric

kNN
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The Performance of classification ymeasured with
respect to sensitivity, specificity and accuracy has
been increased significantly in the case of proposed
Ck/2FN algorithm. The classification error has been

Figure 2. Comparison of Performance –10 fold Validation

The Performance of classification measured with
respect to specificity and accuracy has been increased
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significantly reduced in the case of proposed Ck/2FN
algorithm. The Ck/2FN algorithm consumed almost
equal CPU time like kNN. The small difference in
CPU time is negligible and will not have much
impact on practical applications. Future works may
address hybrid classification model using kNN with
other techniques.
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Abstract- Steganography is a process that involves hiding a message in an appropriate carrier like image or audio. The word
steganography is originated from the Greek language and means "Covered or hidden writing". The carrier can be sent to a
receiver without anyone except the authenticated receiver only knows existence of the information. Steganography is an
emerging area which is used for secured data transmission over any public media. Considerable amount of work has been
carried out by different researchers on steganography. In this paper, a specific audio based steganography technique for
communicating information more securely between two locations is proposed. This paper incorporated the idea of hamming
code and genetic algorithm along with the ideas of steganography and cryptography, in order to achieve error detection and
correction.
Index Terms- cryptography, hamming code, genetic algorithm, steganography.

I. INTRODUCTION
Within the context of any application-to-application
communication, there are some specific security
requirements, including:

Steganography is the art of hiding information in
ways that avert the revealing of hiding message.
Cryptographic techniques try to obscure the contents
of a message while Steganography tries to hide the
fact that a communication even exists. Steganography
keeps the existence of messages undisclosed by
hiding them within objects, media, or other messages.
Cryptography involves converting a message text into
an unreadable cipher. On the other hand,
steganography embeds message into a cover media
and hides its existence. Both these techniques provide
some security of data neither of them alone is secure
enough for sharing information over an unsecure
communication channel and are vulnerable to intruder
attacks. Although these techniques are often
combined together to achieve higher levels of
security but still there is a need of a system to detect
the error on the transfer information over any
communication media minimizing the threat of
intrusion.









Authentication: The process of proving one's
identity. (The primary forms of host-to-host
authentication on the Internet today are namebased or address-based, both of which are
notoriously weak.)
Privacy/confidentiality: Ensuring that no one
can read the message except the intended
receiver.
Integrity: Assuring the receiver that the
received message has not been altered in any
way from the original.
Non-repudiation: A mechanism to prove that
the sender really sent this message.

Cryptography, then, not only protects data from theft
or alteration, but can also be used for user
authentication. There are, in general, three types of
cryptographic schemes typically used to accomplish
these goals: secret key (or symmetric) cryptography,
public-key (or asymmetric) cryptography, and hash
functions, each of which is described below. In all
cases, the initial unencrypted data is referred to as
plaintext. It is encrypted into cipher text, which will
in turn (usually) be decrypted into usable plaintext.

II. BASIC OVERVIEW ON CRYPTOGRAPHY
Cryptography is the science of writing in secret code
and is an ancient art; the first documented use of
cryptography in writing dates back to circa 1900 B.C.
when an Egyptian scribe used non-standard
hieroglyphs in an inscription. Some experts argue that
cryptography appeared spontaneously sometime after
writing was invented, with applications ranging from
diplomatic missives to war-time battle plans. It is no
surprise, then, that new forms of cryptography came
soon after the widespread development of computer
communications. In data and telecommunications,
cryptography is necessary when communicating over
any untrusted medium, which includes just
about any network, particularly the Internet.

III. TYPES OF CRYPTOGRAPHIC
ALGORITHMS
A large number of cryptography algorithms have
been created till date with the primary objective of
converting information into unreadable ciphers (an
encrypted piece of text).There are several ways of
classifying cryptographic algorithms, they will be
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categorized based on the number of keys that are
employed for encryption and decryption, and further
defined by their application and use.



The three types of algorithms that will be commonly
used are:





Secret Key Cryptography (SKC): Uses a single
key for both encryption and decryption
Public Key Cryptography (PKC): Uses one
key for encryption and another for decryption
Hash Functions: Uses a mathematical
transformation to irreversibly "encrypt"
information

Figure 1

IV.

in an encrypted format thus achieving a multiple
cryptographic system. The most commonly used
technique for image steganography is bit insertion
where the LSB of a pixel can be modified.
Similarly audio file can be used as a medium for
transferring the information over a channel. Audio
steganography is the technique of hiding information
inside an audio signal.

BASIC OVERVIEW ON
STEGANOGRAPHY

Steganography is the art of hiding the existence of the
communication message before sending it to the
receiver. It has been practiced since 440 B.C. in many
ways like writing information on the back of cattle in
a herd, invisible ink etc.Some relatively modern ways
include hiding the information in newspaper articles
and magazines etc.Multimedia steganography is one
of the most recent and secure forms of
steganography. It started in 1985 with the advent of
the personal computer applied to classical
steganography problems. Visual steganography is the
most widely practiced form of steganography and is
usually done using image files. It started with
concealing messages within the lowest bits of noisy
images or sound files. Images in various formats like
jpeg have wide colour spectrum and hence do not
reflect much distortion on embedding data into them.
We shall perform steganography on image files and
we shall hide the encrypted message into image files

Audio steganography:
Cover signal + Target data = Stego signal
(Transmitted)
Cryptography in steganography:
Cover signal + Encrypted data = Stego signal
Where,
Message data + Encryption Key =
Encrypted data.
V. BASIC OVERVIEW ON HAMMING CODE
Hamming code is a set of error-correction code s that
can be used to detect and correct bit errors that can
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occur when computer data is moved or stored.
Hamming code is named for R. W. Hamming of Bell
Labs.

maintained, another one would be added. To calculate
even parity, the XOR operator is used; to calculate
odd parity, the XNOR operator is used. Single bit
errors are detected when the parity count indicates
that the number of ones is incorrect, indicating that a
data bit has been flipped by noise in the line.
Hamming codes detect two bit errors by using more
than one parity bit, each of which is computed on
different combinations of bits in the data. The number
of parity bits required depends on the number of bits
in the data transmission.

Like other error-correction code, Hamming code
makes use of the concept of parity and parity bit s,
which are bits that are added to data so that the
validity of the data can be checked when it is read or
after it has been received in a data transmission.
Using more than one parity bit, an error-correction
code can not only identify a single bit error in the
data unit, but also its location in the data unit.

VI. PROPOSED METHOD
In data transmission, the ability of a receiving station
to correct errors in the received data is called forward
error
correction (FEC)
and
can
Increase
throughput on a data link when there is a lot
of noise present. To enable this, a transmitting station
must add extra data (called error correction bits ) to
the transmission. However, the correction may not
always represent a cost saving over that of simply
resending the information. Hamming codes make
FEC less expensive to implement through the use of
a block parity mechanism.

This paper suggests first encrypt text message using
DES encryption algorithm and convert the cover
audio file into bytes. Then applying LSB algorithm,
embed message bits to the audio bit stream to get a
collection of chromosomes. Now Genetic Algorithm
operators are used to get the next generation
chromosomes. Next select the best chromosome
according to the best fitness value and continue
replacement with the least significant bit. Fitness
value is a value of LSB position for which we get a
chromosome with the minimum deviation comparing
to the original host audio sample.Next apply the
hamming code and transmit the stego file. Error
checking will be done at the receiving side by the
hamming code .If error is there, can correct it using
the same code. Three stages of proposed system are
shown below.

Computing parity involves counting the number of
ones in a unit of data, and adding either a zero or a
one (called a parity bit) to make the count odd (for
odd parity) or even (for even parity). For example,
1001 is a 4-bit data unit containing two one bits; since
that is an even number, a zero would be added to
maintain even parity, or, if odd parity was being
STEGO FILE GENERATION
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ERROR CHECKING AND CORRECTION USING HAMMING CODE

EXTRACTING THE SECRET INFORMATION

VII. GENETIC ALGORITHM
1.

Choose the initial population of individuals

2.

Evaluate the fitness of each individual in
that population
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3.

Repeat on this generation until termination
(time limit, sufficient fitness achieved, etc.):
1. Select
the
best-fit
individuals
for reproduction
2. Breed new
individuals
through crossover and mutation operatio
ns to give birth to offspring
3. Evaluate the individual fitness of new
individuals
4. Replace least-fit population with new
individuals
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VIII. CONCLUSION
A new approach is proposed to address error
detection and correction in digital data transmission.
This system is to provide a good, efficient method for
hiding the data from vernal able effect of hostile
eavesdropping, theft, wiretapping etc. The proposed
method can be considered as best by producing stego
audio with minimum or zero degradation in terms of
audio quality as well as the size of the audio.
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Abstract- An ad-hoc network is a collection of mobile nodes that dynamically form a temporary network

and are infrastructure less. Networks are protected using many firewalls and encryption software’s. But
many of them are not sufficient and effective due to its limited power and mobility. So protecting the
mobile ad-hoc network from malicious attacks is very important and challenging issue. In this
paper we address the problem of packet forwarding misbehavior and propose a mechanism to detect
and remove the black hole attack using check messages. Also, we simulate the Ad hoc on Demand
Vector Routing Protocol (AODV) under black hole attack by considering different performance metric.
Keywords- MANET, AODV, Black hole attack

I. INTRODUCTION
mechanism that effectively prevents the black hole
attack and finally, we conclude the paper.

A mobile ad-hoc network [1] is a self organizing
net- work that consists of mobile nodes that are
capable of communicating with each other without
the help of fixed infrastructure. On the contrary to
traditional wired networks that use copper wire as a
communication channel, ad-hoc networks use radio
waves to transmit signals. Mobility, an advantage of
wireless communication, gives a freedom of moving
around while being connected to a network
environment. Ad-hoc networks are so flexible that
nodes can join and leave a network easily. But this
flexibility of mobile nodes results in a dynamic
topology that makes it very difficult in developing
secure ad-hoc routing protocols. Security being a
serious issue, the nature of ad-hoc networks makes
them extremely vulnerable to adversary’s malicious
attacks. First of all, the use of wireless links
renders a mobile ad-hoc network to be vulnerable to
attacks of various types - black hole attack being
one of them [2]. Unlike wired networks where an
adversary must gain a physical access to network
wires or pass through several lines of defense at
firewalls and gateways, attacks on mobile ad-hoc
network can come from all directions and target at any
node. Compared to traditional wired networks (a
network in which network traffic could be monitored
at central devices such as switches and routers),
mobile ad-hoc networks have no network
concentration points to filter traffic. The use of
wireless links, lack of fixed infrastructure and the
characteristic of dynamic topology associated with
adhoc networks make it impossible to use wired
network security mechanism as is. In the rest of this
paper, we summarizes the basic opera- tion of AODV
protocol and Black hole attack and describe some
methods that have proposed for detecting or
preventing these attacks and proposed a new -

II. AD-HOC ROUTING PROTOCOLS AND
BLACK HOLE ATTACK
An ad-hoc routing protocol [3] is a convention, or
stan- dard, that controls how nodes decide which
way to route packets between computing devices in
a mobile adhoc net- work. Being one of the category
of ad-hoc routing protocols, on-demand protocols
such as AODV (Ad-hoc On demand Distance
Vector) and DSR (Dynamic Source Routing) establish routes between nodes only when they are
required to route data packets.
AODV [4] is one of the most common ad-hoc
routing protocols
used for mobile ad-hoc
networks. As its name indicates AODV is an ondemand routing protocol that discovers a route only
when there is a demand from mobile nodes in the
network.
In an ad-hoc network that uses AODV as a routing
pro- tocol, a mobile node that wishes to communicate
with other node first broadcasts an RREQ (Route
Request) message to find a fresh route to a desired
destination node. This process is called route
discovery. Every neighbouring node that receives
RREQ broadcast first saves the path the RREQ was
transmitted along to its routing table. It subsequently
checks its routing table to see if it has a fresh
enough route to the destination node provided in the
RREQ message. The freshness of a route is indicated
by a destination sequence number that is attached to
it. If a node finds a fresh enough route, it unicasts an
RREP (Route Reply) message back along the saved
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path to the source node or it re-broadcasts the
RREQ message otherwise. The same process
continues until an RREP message from the
destination node or an intermediate node that has
fresh route to the destination node is received by the
source node.

H. Weerasinghe and H. Fu [7], introduce the use of
DRI (Routing Information) to keep track of past
routing informa- tion among mobile nodes in the
network and cross checking of RREP message from
intermediate node by source node. The
main
drawback of this technique is that mobile nodes
have to maintain an extra database of past routing
experiences in addition to a routine work of
maintaining their routing table. It is evident that
maintaining past routing experiences wastes memory
space as well as consuming a significant amount of
processing time which contributes to slow
communication.
The second drawback is over consumption of limited
bandwidth. Cross-checking of the validity of routes
con- tained in RREP message from an intermediate
node is implemented by sending a FREQ (Further
Request) message to the next-hop of the particular
intermediate node. Sending additional FREQ
messages consumes a significant amount of
bandwidth from an already limited and precious
resource. If there is not any attack in the network,
this scheme works very slowly and has a huge
overhead for checking all nodes in a route.

Figure1. Black hole attack in AODV

Route discovery is a vulnerability of on-demand adhoc routing protocols, especially AODV, which an
adversary can exploit to perform a black hole
attack on mobile ad- hoc networks. A malicious
node in the network receiving an RREQ message
replies to source nodes by sending a fake RREP
message that contains desirable parameters to be
chosen for packet delivery to destination nodes. After
promising (by sending a fake RREP to confirm it has
a path to a destination node) to source nodes that it
will forward data, a malicious node starts to drop all
the network traffic it receives from source nodes.
This deliberate dropping of packets by a malicious
node is what we call a black hole attack [5].

Kurosawa et al. [8] proposed a dynamic learning
method to detect a black hole node. In this approach,
the normal state views are updated periodically to
adapt to the frequent network changes and
clustering-based technique is adopted to identify
nodes that deviate from the normal state. It is
required to observe if the characteristic change of a
node exceeds the threshold within a period of time.
If yes, this node is judged as a black hole node,
otherwise, the data of the latest observation is added
into dataset for dynamic updating purposes.
However, it does not involve a detection mode, such
as revising the AODV protocol or deploying IDS
nodes, thus, it does not isolate black hole nodes.
Here adopted anomaly-based detection technique;
detecting any deviation from the established normal
profile. This technique suffers from a high falsealarm rate especially when the normal behaviour
definitions are still unclear and non- standard in
wireless ad hoc networks.

A malicious node sends RREP messages without
checking its routing table for a fresh route to a
destination. As shown in Fig. 1 above, source node 0
broadcasts an RREQ message to discover a route for
sending packets to destination node 2. An RREQ
broadcast from node 0 is received by neighboring
nodes 1, 3 and 4. However, malicious node 4
sends an RREP message immediately without even
having a route to destination node 2.
An RREP message from a malicious node [6] is
the first to arrive at a source node. Hence, a
source node updates its routing table for the new
route to the particular destination node and discards
any RREP message from other neighboring nodes
even from an actual destination node. Once a
source node saves a route, it starts sending buffered
data packets to a malicious node hoping they will be
forwarded to a destination node. Nevertheless, a
malicious node (performing a black hole attack)
drops all data packets rather than forwarding them.

P. Raj and P. Swadas [9], proposed an adequate
solution by checking RREP messages from
intermediate nodes for possible intrusion activities.
This technique is successful based on the assumption
of cooperation between nodes. If a mobile node
discovers a possible attack by an intruder, the
discovering node notifies all other nodes the
presence of an attack by broadcasting an ALARM
message. This process takes a considerable amount
of time to notify all nodes for a large network in
addition to the network overhead that can be caused
by ALARM broadcast. This method may also make
mistake when a node is not malicious, but according

III. LITERATURE SURVEY
Researchers have proposed various techniques to
prevent black hole attack in mobile ad-hoc networks.
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to its higher sequence number may be entered into
blocked list. In [10] authors Alem, Y. F et al.
proposed technique intrusion detection using
anomaly detection (IDAD) use host base scheme.
Network based intrusion detection schema cannot
be engaged to MANET where there is no central
device that monitor traffic flow, network based
intrusion detection system lying on data centric
point of a network such as router and switches but
host based intrusion detection system are installed on
hosts so that they can oversee the activities of a
host and users on the hosts. IDAD assumes
every activity of a user or a system can be
recognized from normal activities. IDAD needs to
be provided with a pre collected set of anomaly
activities, called audit data. IDAD system capable to
compare every activity of a host with the audit data,
if any activity of a host match the activity listed in
the audit data, the IDAD system separate the
particular node from the network. The drawback of
this technique is that, here needs the extra memory
to make IDAD system.

level, the nearby IDS broadcasted a block message
with id of IDS, the identified black hole node and the
time of identification will place the malicious nodes
on their blacklists to isolate the malicious node in the
network cooperatively. The advantage of this method
is that it can be able to detect cooperative black
hole nodes in the MANETs. The main drawback of
this technique is that mobile nodes have to maintain
an extra database for training data and its updations, in
addition to the maintenance of their routing table.
This system needs some active and constant nodes
that always monitor the network. So, these features
may make it not very applicable for all MANETs. To
defend against the black hole attack and to overcome
the disadvantage listed above, we proposed a new
black hole detection method based on the AODV
routing protocol to make it more secure routing
protocol.
IV. THE PROPOSED SCHEME FOR BLACK
HOLE DETECTION
This proposed system presents a mechanism that
prevents the black hole attack without using any
special intrusion detection systems. Here an
Anti-Black hole mechanism is performed in each
and every mobile nodes, i.e. each node keeps the
required information for monitoring the other
node for finding the secure route between source
and destination. Self protection principle is used
since each node is responsible for protecting
itself. The Anti- Black hole Mechanism is mainly
used to find a secure route between source and
destination using check messages. After detecting the
black hole node and the malicious node ID is added
to the Block table and sends out a BLOCK
message to whole network to isolate the malicious
node. Whenever a route reply is coming from a node,
it will check its own block table, if it finds the node
id in the table, source node will discard that RREP;
otherwise the source node stores the RREP in RR
(Request Reply) table and the process is repeated
until the time exceeds, then performs the anti-Black
hole mechanism. Thus we avoid black hole problem
& also prevents the network from further malicious
behaviour. Flowchart for the Anti-Black hole
mechanism is shown in Fig. 2.

In [11] authors Baadache et al. proposed a method to
defeat the effect of Black hole attack and this is based
on Merkle tree which requires hashing technique to
detect the malicious node in the network. For
detecting black hole attack, each node contains a
hash which is combination of nodes id and a secure
value that only the node knows. Source node has
concatenation of all hashes of one route to destination
in its memory.
Each node sends concatenation of its hash and
previous nodes in route with RREP packet from
destination to source. Source node compares this
value with prior saved hash value of this route in
its memory and if any differences found, it then
informs other nodes about maliciousness of this route.
Difference between saved value and new value shows
that one node may drops RREQ packets and does not
send packets to destination that does not have
correct value.
If a secure constant value is considered for hash,
malicious nodes in the path after a time period
can drop packets easily and do not send them to
destination, because its hash is constant and does not
have any guarantee for detecting attacks.This method
does not refer to how source node first gathers
concatenated hash value of all route values.
If calculation process of hash is performed all the
time, the huge overhead is created.In [13] Authors
Ming-Yang Su et al. discussed a mecha- nism, called
an ABM (Anti-Black hole Mechanism), which is
mainly used to estimate the suspicious value of a
node according to the amount of abnormal difference
between RREQs and RREPs transmitted from the
node. When a suspicious value exceeds a threshold

Figure 2.

Flowchart for Anti-Black hole mechanism
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AntiBlackhole Mechanism: Our scheme requires only
two types of additional control messages, and
does not entail extraneous overhead, for example,
operating in promiscuous mode. Since the malicious
node (MN) does not have to check its routing table to
reply to the route request, the reply from the malicious
node will be faster than the reply from a normal node.
After a while second RREP message come to source
node from the real destination node (DN). Source
node (SN) send an additional check message request
(CMRq) to the 2nd RREP’ed intermediate node (IN)
towards the destination to check whether the route
from the 1st RREP’ed IN to the DN exists or not.
Then, after receiving CMRq, the destination node
looks up its cache for a route to the 1st RREP’ed IN.
If it has one, it sends CREP to the source with its
route information. When the source node receives the
CheckMessageReply (CMRp) from the 2nd RREP’ed
IN, it extracts the check result from the reply packets.
If the result is yes, then there exists a valid route
between 1st RREP IN to DN, so we establish a route
to the destination and begin to send out data packets.
If the result has no route through the 1st IN, we
discard the reply packet from the 1st RREP’ed IN,
and use the new route through the 2nd RREP’ed IN to
the destination. At the same time, send out the block
message to whole network to isolate the malicious
node. Thus we avoid the black hole problem, and also
prevent the network from further malicious behavior.
The proposed solution is explained with an example
diagram shown in Fig. 3.

Figure 4. Block message broadcasting

The Fig. 4 shows the BLOCK message
broadcasting. After detecting the black hole, a block
message is broadcasted to its neighbours. Fig. 5
shows the BLOCK table, it contains the fields
Detection node i.e. the node that detects the black
hole, Malicious node id and Time of Detection.
The main benefits of proposed solution are: (1) Lower
Detection time since the black hole is detected at the
beginning stage itself and immediately removed so
that it cannot take part in further process and the
routing table and the control messages from the
malicious node, too, are not forwarded in the network.
(2) With no delay the malicious node are easily
identified. (3) Less memory overhead occurs because
only few new things are added. (4) Less expensive as
there are no special nodes used for monitoring. (5)
Continuous replies from the malicious node are
blocked, results in less Routing overhead. (6)
Generally the malicious node has the highest
Destination Sequence number and it is the first
RREP to arrive. So the anti-Black hole mechanism is
made only to the first entry in the table without
checking other entries in the RR table. (7) Even
though our protocol introduces additional control
packets (CMRq and CMRp); extra control messages
are kept minimal.

Assumptions
• First RREP message received by source node
would normally come from malicious node [14].
• An authentication mechanism exists in MANETs
[15], wherein, block messages and check messages
sent by Source or Destination node, cannot be
modified or counterfeited.
• Nodes are located within each other’s transmission
range in order to forward Block messages to each
other.

Figure 5. BLOCK Table

V. SIMULATION RESULTS
The experiments for the evaluation of the scheme
that validate the detection and isolation efficiency of
the proposed scheme against black hole nodes have
been carried out using the network simulator ns-2
with Linux back-Ground.
The simulations consist of 50 nodes evolving in a
region of (1000 m) during 100 seconds. Transmission
range is set to 250 meters. Random waypoint
movement model [16] is used and maximum
movement speed is 20m/s. Packets among the nodes
are transmitted with constant bit rate (CBR) of one

Figure 3 Solution to Black hole
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packet per second, and the size of each packet is
512 bytes.

more and more packets to time out before reaching
their destinations. This was also noticed in our
simulation as shown in the Fig. 7. The graph
concludes that there is very less packet lost percentile
in the proposed AODV as compared to the AODV.

In these simulations, we used three evaluation
metrics. Performance comparison is made on the
basis of these three following metrics between
existing AODV and proposed AODV.
A. Packet delivery ratio (PDR): PDR is the ratio of
the number of data packets received by the
destination to the number of data packets sent by the
source. This metric shows the reliability of data
packet delivery. It is clear from Fig. 6 that PDR of
AODV is heavily affected by the malicious nodes
where as the PDR of Proposed AODV is immune to
it. This graph confirms that while proposed AODV is
secure against black holes, AODV is not.
This is mainly due to the fact that our protocol
detects the attacker and allows the source nodes to
avoid it. By avoiding the attacker, our protocol finds
shortest paths, and so, delivers more packets. On the
other hand, the PDR decreases in the case of AODV
that is subject to an attack. This is due to the fact
that the number of correctly received packet is very
less than the number of transmitted packets. Indeed,
with the increase of the source nodes, the probability
of intrusion increases, and the malicious node
absorbs all the data packets passing through it.

Figure 6.

Figure 7. Packet loss Vs Time

C. Throughput: Throughput is the average rate of
successful message delivery over a communication
channel. This gives the fraction of the channel
capacity used for data transmission. The graph for
Throughput is shown in Fig. 8. It shows there is a
high throughput in the case of anti-Black hole
mechanism than normal mechanism under black
hole attack.

Packet Delivery ratio Vs Time

. Packet Loss: This metric informs us about
the amount of control packets fails to reach its
destination in a timely manner. Clearly, the
percentage of packets dropped increases as both the
speed and the number of nodes increases. As
speed increases, the position of a node will
clearly change more rapidly. A source node will
still use the last route it has for a destination (if
it didn’t expire yet), but due to the fast mobility
pattern, this route will frequently be invalid which
causes the packet to be dropped. This will cause

Figure 8. Throughput Vs Time

From the results we can measure the performance of
the secure routing protocol. As we have nullified the
effect of black hole in the network, the performance
of the network is improved. Fig. 6, 7 and 8 shows the
graphs which are generated by implementing our
solution for black hole attack in ad hoc network. The
graphs show that we have improved the packet loss,
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review of routing protocols for mobile ad hoc networks. Ad
hoc networks, 2(1):1–22, 2004.

packet delivery ratio, and throughput of the network.
As our solution generates a BLOCK message, there is
a slight increase in Normalized Routing Overhead
with almost same Delay as normal AODV.

[4]

C. Perkins and E. Royer, “Ad-hoc on-demand distance
vector routing,” in Mobile Computing Systems and
Applications, 1999. Proceedings. WMCSA’99. Second
IEEE Workshop on. IEEE, 1999, pp. 90–100.

[5]

G. Sandhu and M. Dasgupta. Impact of blackhole
attack in manet. International J. of Recent Trends in
Engineering and Technology, 3(2), 2010.

[6]

EO Ochola and MM Eloff. A review of black hole attack
on aodv routing in manet. 2011.

[7]

H. Weerasinghe and H. Fu. Preventing cooperative black
hole attacks in mobile ad hoc networks: Simulation
implementation and evaluation.
In Future generation
communication and networking (fgcn 2007), volume 2,
pages 362–367. IEEE, 2007.

VI. CONCLUSION AND FUTURE SCOPE
In this paper, we have studied the routing security
issues of MANETs, described the black hole attack
that can be mounted against a MANET, and proposed
a feasible solution for it on the top of AODV protocol
to avoid the black hole attack, and also prevented the
network form further malicious behavior. We have
simulated the proposed scheme and analyzed its
results. Our solution increases PDR, throughput with
less Packet drop and normalized Routing Overhead.

[8] H. Nakayama, S. Kurosawa, A. Jamalipour, Y. Nemoto,
and N. Kato. A dynamic anomaly detection scheme
for aodv- based mobile ad hoc networks.
Vehicular
Technology, IEEE Transactions on, 58(5):2471 –2481, jun
2009.

As future work, we intend to develop simulations to
analyze the performance of the proposed solution
based on the various security parameters like mean
delay time, packet overhead,
memory usage,
mobility, increasing number of malicious node,
increasing number of nodes and also focusing on
resolving the problem of co-operative black hole
attacks against AODV. We also plan to study the
impact of GRAY hole nodes (nodes which switch
from good nodes to black hole nodes) and techniques
for their identification.

[9]

[10] Y.F. Alem and Z.C. Xuan.
Preventing black hole
attack in mobile ad-hoc networks using anomaly
detection.
In Future Computer and Communication
(ICFCC), 2010 2nd International Conference on, volume
3, pages V3–672. IEEE, 2010.
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Abstract- Inorder to save storage space and for greater security, people increasingly depend on data storage servers to store
their data. Also as Cloud Computing is an evolving paradigm, more and more sensitive information are being centralized
into the cloud such as emails and other personal documents. Many users want to perform search on the data which is stored
on a remote server. Downloading whole database on the local machine, decrypting all its contents, and then performing the
search on the plain text would require a lot of bandwidth which in turn is inefficient to repeat for every search and therefore
not practical. The proposed searching scheme enables the user to perform fuzzy search over the encrypted data without
maintaining a predefined fuzzy keyword set in such a way that the server does not learn any unauthorized information by
performing the search. It allows searching only through efficient trapdoors of searchable keywords without decrypting entire
file contents. Fuzzy keyword search returns the matching files when users’ searching inputs exactly match the searchable
keywords or the closest possible matching files based on edit distance, when exact match fails. Thus, effective keyword
search can be realized while both file content and keyword privacy are well-preserved.
Keywords- Cloud computing; fuzzy search; searchable keyword; privacy; trapdoor

I. INTRODUCTION
search over encrypted data without decrypting it,
searchable encryption techniques have been
developed where an index for each keyword of
interest is built and associated with the files that
contain the keyword. Although allowing for
performing searches securely and effectively, the
existing searchable encryption techniques are not
suitable for cloud computing since they support only
exact keyword search. Thus, a solution allowing the
user to perform the fuzzy search over the encrypted
domain is required so that the server does not learn
any unauthorized information by performing the
search. One of the goals of the solution is to lower the
computation at the user end since he/she is paying for
the services of the server. Here, majority of the
computations is performed at the server side.

Storing data on a remote server has become common
due to the increased possibility of data loss and
insufficient memory space on local machines. Privacy
and security of this stored data is a great concern. In
such situations, a password-based protection will not
be secure enough for the user. Also, the data may not
be stored on a single server but may be spread out on
several servers, which increases the probability of an
attack. Thus, if the user wants to maintain the privacy
of the information stored on the server, the data must
be encrypted and then stored on the server. Also, as
cloud computing is an evolving paradigm, more and
more sensitive information is being centralized into
the cloud, such as emails and other personal
documents. By storing their data into the cloud, the
data owners can be relieved from the burden of data
storage and maintenance. But the cloud server may
not be fully trusted. Inorder to preserve privacy,
sensitive data is usually encrypted prior to
outsourcing. However, data encryption makes
effective data utilization a very challenging task.
Moreover, in cloud computing where data is shared,
the individual users might want to only retrieve
certain specific data files they are interested in during
a given session.

II. BACKGROUND
In [1], it is pointed out that privacy is a core issue in
all the challenges in cloud computing. By migrating
workloads to a shared infrastructure, customers’
private information faces increased risk of
unauthorized access and exposure.
Privacy
protection mechanisms must be embedded in all
security solutions. Even if existing cryptographic
techniques can be utilized for data security, privacy
protection and outsourced computation need
significant attention.

Many users want to perform search on the data which
is stored on a remote server so as to retrieve the
relevant documents from the database. One obvious
but naive solution for performing the search would be
to download the whole database on the local machine,
decrypt all its contents, and then perform the search
on the plain text which would require a lot of
bandwidth and would be inefficient to repeat for
every search and therefore not practical. To securely

In [2], it is mentioned that personal data privacy is a
complex notion that a general purpose service alone
can’t guarantee. What is also needed is a clearly
defined policy that governs how entities use, store
and transmit personal data as well as who is permitted
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to access it. Privacy-preserving sharing of sensitive
information is motivated by the increasing need for
entities (organizations or individuals) that don’t fully
trust each other to share sensitive information.

A. Implementation
For implementation of proposed scheme, the client
server model is followed where the client sends the
request for searching the keyword and the server
searches for the document where the keyword is
present. The entire computations are performed by
the server itself and the client will not be provided
any other information. This will lower the
computation at the user end since he/she is paying for
the services of the server. Here, the server would take
the majority of the work in terms of computation and
performing the search. There are mainly two
categories of users: data owner and general user.

Song et al. [4] proposed the first practical scheme for
searching on encrypt data, in which each word in the
document is encrypted independently under a special
two-layered encryption construction. Goh [5]
proposed to use Bloom filters to construct the indexes
for the data files. Boneh et al. [6] presented a public
key based searchable encryption which uses identity
based encryption instead of symmetric ciphers. All
these existing schemes perform exact keyword search
which is not suitable for cloud computing.

Data owner authenticates using a username and a
password. After successful authentication, he
encrypts his own files which have to be uploaded in
the server. This function is performed by encrypt ()
which takes file location and key as input and
generates the encrypted file. The current
implementation used XOR encryption.

Recently, a fuzzy searching method was proposed
[3]. The data owner first constructs a fuzzy keyword
set for each searchable keyword using the wildcard
based technique. Then he computes trapdoor set with
a secret key shared between data owner and
authorized users. The data owner encrypts file
identifiers. The index table and encrypted data files
are outsourced to the cloud server for storage; to
search a keyword, the authorized user computes the
trapdoor set. He then sends it to the server; upon
receiving the search request, the server compares
them with the index table and returns all the possible
encrypted file identifiers. The user decrypts the
returned results and retrieves relevant files of interest.
In their scheme, the fuzzy keyword set for every
searchable keyword have to be constructed in
advance and must be stored in a server. For
sufficiently large number of keywords, this will take
a huge amount of storage space. This problem is
solved in the new proposed method where the fuzzy
keywords are constructed only while performing
search.

After encryption, data owner select some keywords as
searchable keywords and generates trapdoor for the
keywords. Trapdoor is a one way function f : X -> Y
which allows secure search. Gentrapdoor() function
takes random numbers, key and file length as input
parameters and generates trapdoors for searchable
keywords. To improve security, random numbers are
used and they are generated by pseudorandom
number generator.
Trapdoor = (key * sum of random numbers)/file
length
To perform fuzzy keyword search, a general user
enters the keyword to be searched. For each
encrypted searchable keyword, key is computed and
the keyword is decrypted for a moment after which
fuzzysearch () is invoked. Fuzzysearch() computes
the edit distance between searched and searchable
keywords. Edit distance quantitatively measures the
string similarity. The edit distance ed(w1, w2)
between two words w1 and w2 is the number of
operations required to transform one of them into the
other. The three primitive operations are 1)
Substitution: changing one character to another in a
word; 2) Deletion: deleting one character from a
word; 3) Insertion: inserting a single character into a
word. If the computed edit distance is greater than the
predefined fuzziness value, searched value is found
and displayed.

III. PROPOSED FUZZY SEARCHING SCHEME
The proposed scheme performs fuzzy search in
encrypted domain in such a way that the server does
not learn any unauthorized information by performing
the search. When we perform the search over plain
text by decrypting the document, privacy and
confidentiality of data is compromised. Therefore,
searching functionality has to be supported without
any loss of data confidentiality. Performing a fuzzy
searching will give better results since it returns not
only the exact matches but also the closest possible
matches. The fuzzy keyword search scheme returns
the search results according to the following rules: 1)
if the user’s searching input keyword exactly matches
the searchable keyword, the server is expected to
return the files containing the keyword; 2) if there
exist spelling mistakes or format inconsistencies in
the searching input keyword, the server will return
the closest possible results.

B. Experimental results
Experiment is done on a sample database of medical
records. Medical records include the details of
various patients treated in various hospitals. It is
assumed that the medical records are stored in a
centralized server. The data owner, i.e., the hospital
authority encrypts the patient records and stored in

International Conference on Computer Science & Information Technology, 27th Jan-2013, Kanyakumari, ISBN: 978-93-82208-59-4
23

Fuzzy search over encrypted data without a pre-constructed fuzzy keyword set

the server. The hospital’s name and doctor’s name
were chosen as searchable keywords. If a user wants
access to records of patients who were treated in a
particular hospital or by a particular doctor, he has to
perform the fuzzy keyword search by providing the
hospital name or doctor name as input keyword. The
names of files which contain the searched keyword is
displayed to the user. The user can know whether the
required documents are present in the server or not. If
he wants to download and retrieve the entire file
content, he has to get authorized. Here, the entire
patient records need not be decrypted to perform the
search which in turn preserves privacy of data.

fuzzy keyword set in advance. Fuzzy keyword set is
computed only during searching which avoids
wastage of storage space. 2) A more secure trapdoor
is used which takes random numbers, key and file
length as input parameters. Random numbers are
generated by pseudrandom number generated which
improves security due to randomness. The proposed
solution is secure and privacy-preserving, while
correctly realizing the goal of fuzzy keyword search.
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IV. CONCLUSION
In this paper, a new method for performing efficient
privacy preserving fuzzy search over encrypted data
is proposed. Fuzzy searching is performed in an
encrypted domain without decrypting the entire
document and without maintaining a pre constructed
fuzzy keyword set. There are two scenarios in the
fuzzy keyword search scheme. First, if the searching
keyword exactly matches the searchable keyword, the
server is expected to return the names of files
containing the keyword. Second, if there exist
spelling mistakes or format inconsistencies in the
searching input keyword, the server will return the
closest possible results based on edit distance
computation. Experiment was done on a medical
database and search results were successful while
maintaining privacy. The main advantages of the
proposed scheme are: 1) There is no need to construct





International Conference on Computer Science & Information Technology, 27th Jan-2013, Kanyakumari, ISBN: 978-93-82208-59-4
24

ENERGY ENHANCED REAL-TIME MULTICASTING IN MANET
SREEKKUTTY S1 & ARUN ANOOP M2
1

M.tech Student, 2Asst. Prof., Department of CSE, MES College of Engineering, Kuttippuram, Kerala, India

Abstract- Since real-time communication is popular day by day improving the performance of a real-time multicasting
protocol has great concern. Among the existing energy efficient real-time multicasting protocols MCTRACE( Multicasting
through Time Reservation using Adaptive Control for Energy efficiency) has a unique position because it considering all
source of energy dissipation to provide maximum energy efficiency and also it creates a robust architecture capable of
handling complicated network dynamics. This work makes some useful alteration to the existing MC-TRACE protocol to
reduce its energy dissipation and packet delay. The improvement in performance is explored and analyzed through ns-2
simulation..
Keywords- MC-TRACE, QoS, IS, multicast routing

I. INTRODUCTION

II. RELATED WORKS

Mobile Ad-Hoc Network (MANET) is a dynamic,
multihop and autonomous network composed of light
wireless mobile nodes. Multicast has great
importance in MANET [2] due to their inherent
broadcast capability. Multicasting in wired and
wireless networks has been advantageous and used as
a vital technology in many applications such as audio/
video conferencing, corporate communications,
collaborative and groupware applications, distance
earning, stock quotes, distribution of software, news
and etc.. However, both the efficiency and the
versatility of these applications suffer seriously due to
the lack of an underlying network protocol designed
specifically for energy efficient real-time voice
communications. So a lot of studies are going on for
identifying energy-efficient real-time multicasting
protocol architecture for MANETs. Among the
various protocols we studied it is found that MCTRACE [8] is the only protocol that collectively
addresses QoS, energy dissipation and packet delay.
Although tree and mesh - based multicasting
techniques have been used separately in existing
multicasting architectures, the novelty in this
architecture is the integration and reengineering of
the tree and mesh structures to make them highly
energy efficient and robust for real- time data
multicasting in mobile ad hoc networks. We
implemented the existing MC-TRACE and modified
form of MC-TRACE through ns-2 simulations and
we show that the modified form gives a considerable
amount of improvement in energy efficiency , packet
delay and packet delivery ratio (PDR).

There are many multicast routing protocols designed
for mobile ad hoc networks and they can be
categorized into two broad categories: tree-based
approaches and mesh-based approaches. Tree-based
approaches create trees originating at the source and
terminating at multicast group members with an
objective of minimizing a cost function. Tree-based
multicast routing protocols can be further divided into
source-rooted and core-rooted schemes according to
the roots of the multicast trees. AMRoute is an
example for the source-rooted tree multicast routing
protocol for MANETs. The Shared Tree Ad-hoc
Multicast Protocol (STAMP) and the Adaptive Corebased Multicast Routing Protocol (ACMP) are corebased multicast routing protocols.
In a mesh-based multicast routing protocol, packets
are distributed along mesh structures that are a set of
interconnected nodes. The meshed- based protocols
have high robustness in comparison with the treebased protocols in the high mobility environment as
they provide redundant paths from source to
destinations while forwarding data packets. To
maintain the mesh topology however, it requires more
control messages than the tree-based approach. On
Demand Multicast Routing Protocol (ODMRP) is a
mesh based multicast routing protocol [1].
There is a wealth of studies on energy-efficient
multicasting in ad hoc networks. The RSID [3]
selects the most stable node with high residual energy
as critical node. This approach minimizes the reclustering that may generate considerable overhead
and packet losses and increase the life span of the
network. In EEMPMO [4] zone building, multicast
tree construction and multicast packet forwarding
distributed location service GLS, which effectively
reduces the overheads for route searching and shared
multicast tree maintenance. The energy efficiency in

We present related work in Section II. Section III
summarizes the core features of MC-TRACE and a
detailed description of our approach. We present
simulation results comparing the existing and
modified MC-TRACE in Section IV. Conclusions are
drawn in Section V.
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EEMPMO is obtained by reducing the control
message overhead. The PEMA is designed mainly for
large scale MANETs [5]. PEMA makes routing
decision based on its predicted energy value. In [9] an
energy efficient algorithm is used for selecting an
optimal energy efficient set of nodes for multicasting.
The nodes are selected based on their residual
energies, transmission power used and the set of
nodes covered. The MC-TRACE [8] is an energyefficient real-time data multicasting architecture for
mobile ad hoc networks. It incorporates cross layer
design [6] to improve its performance. Energy
efficiency is achieved by enabling the nodes to switch
to sleep mode frequently and by eliminating most of
the data receptions.

to retransmit data packets as they do in the initial
flooding stage. One of these nodes (see fig. 1), which
is node 3 in this scenario, replaces node-2 as a
multicast relay node and the multicast tree branch is
repaired. In this existing mechanism a packet drop is
always happening because the upstream node is
unaware of the downstream node and the packet
delay is happened if node 3 is not in the transmission
range of node 2. To avoid these problems we are
enabling a downstream node to acknowledge its
upstream node while moving away from the
transmission range of the upstream node. If an
upstream
node
getting
such
a
leaving
acknowledgement it utilizes the neighboring
information obtained during the flooding stage to
select the next available path to the destination i.e.,
towards M via node 3. This mechanism eliminates
packet loss and unwanted delay.

B
From the literature survey it is found that MCTRACE is the only protocol that jointly addresses
QoS, spatial reuse efficiency, and total energy
dissipation. This paper aiming to improve the energy
efficiency and reducing the packet delay in existing
MC-TRACE. The Simulation environment and results
obtained is shown in the preceding sections.
III. MODIFIED MC-TRACE ARCHITECTURE
This architecture consists of five building blocks.
A. Flooding for route discovery
A source node initiates a session by broadcasting
packets to its one-hop neighbors. Nodes that receive a
data packet contend for channel access, and the ones
that obtain channel access retransmit the data they
received. Eventually, the data packets are received by
all the nodes in the network, possibly multiple times.
Each retransmitting node acknowledges its upstream
node by announcing the ID of its upstream node in its
IS packet, which precedes its data packet
transmission. The IS packet consist of ID of sending
node, its up and downstream ID’s, Multicast group
ID, Multicast relay Status and Sequence number.

Fig. 1 Repair Branch Mechanism

D. Maintain Branch
This mechanism is used when a multicast group
member moves away from current topology. Suppose
node-M1 moves away from node-2s transmit range
and enters node-1s transmit range, node-2 does not
receive any ACK from node - M1, and starts to set its
downstream node ID as the null ID. When a multicast
group member node (i.e., node-M2) finds a null ID as
its downstream node ID, the multicast node (M2)
starts to acknowledge the upstream node by
announcing the ID of the upstream node (node-2) as
its upstream node in its IS packet. Thus, node-2
continues to be a multicast relay and node-M2
becomes a multicast relay after receiving a
downstream ACK from its upstream node (node-2).

B. Pruning
As result of flooding a highly redundant mesh is
obtained. Pruning is used to eliminate the
redundancies in a multicast mesh to create an
efficient multicast tree. The Pruning is performed in
two ways: firstly an ordinary node that does not
receive an ACK from a multicast relay node or
multicast group member for TRLY time stops
transmission. Secondly a multicast relay node that
does not receive any upstream or downstream ACK
for TRLY time ceases to be a multicast relay.
C. Repair Branch
This mechanism is used to fix the broken branches
due to the mobility of multicast relay node as shown
in figure. The branch is broken due to mobility of
node 2. In existing MC-trace node 2 sets its RPB bit
to one in the IS [8] that it sends. Upon receiving a
RPB indicator, all the nodes in the receive range start

Fig. 2 Maintain Branch Mechanism
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E. Branch Creation
This mechanism is activated when a complete branch
of a multicast tree is damaged. suppose the upstream
ACKs of nodes 8 and M1 are colliding and node-5
cannot receive any downstream ACK. Thus, node-5
ceases to relay packets, which eventually results in
silencing all the upstream nodes up to the source. In
current MC-TRACE architecture node M2 after a
TBR time sends a CRB Packets to its neighbors.

multicast group member. This modification will
increase the energy efficiency and decrease the
packet delay caused by current repair branch
mechanism.
IV. SIMULATIONS AND RESULTS
A. Simulation Environment
The simulation explored the QoS and energy
dissipation characteristics of MC-TRACE through ns2 [7]. We used the default energy and random
propagation model available within the ns-2. There
are 33 mobile node in this scenario and are moving
within a 1 Km X 1 Km area. The source node is
located in the center of the network. There are 7
multicast group members (M1 to M7). The nodes
transmit range 250 m, its transmit and receive power
is 2.0 mW and 1.5 mW The Idle power and sleep
power dissipation is 0.5 mW and 0.20 mW. The
initial energy of each node is set to 100. The
maximum packets in the interface queue (ifq) is set
to 500. The routing protocol used for simulation is
AODV.

Upon receiving a CRB packet, all the nodes in the
receive range of the transmitting node switch to CRB
status if their own HDTS is lower than or equal to the
HDTS of the sender (e.g., node-5, which has an
HDTS of 4, switches to CRB status; however, node10, which has an HDTS of 5, does not). When a node
switches to CRB mode, it starts to relay the data
packets if it has data packets for the desired multicast
group. If it does not have the desired data packets, it
propagates the CRB request by broadcasting a CRB
packet to its one-hop neighbors. This procedure
continues until a node with the desired data packets is
found, which is illustrated by the block arrows in
Figure 3. After this point, the establishment of the
link is similar to the initial flooding followed by
pruning mechanisms.

All the simulations are run for 700s. We used a
constant bit rate traffic generator with a UDP
transport agent to simulate a constant rate voice code.

Fig. 3 Branch Creation Mechanism

This mechanism is complex because each time it
requires the re-execution of flooding and pruning. So
the delay and energy dissipation introduced by this
mechanism is high. In a MANET like environment
packet collision is happening many times, so
execution of this mechanism frequently may consume
a considerable amount of energy and Qos of real-time
communication. Since MC-TRACE will not complete
without branch creation mechanism, we cannot
completely avoid it. But the packet collision can be
eliminated by configuring a node in such a way that it
will reject to relay a packet if the node is busy. In our
current example the node 5 reject ACK from node 8
and continues as a multicast relay for M2. Thus we
will get an uninterrupted data flow towards the

Fig. 4 Network Topology Created

B. Results Obtained
This section analyses the performance improvement
obtained in the case of modified MC-TRACE by
comparing the results for existing and proposed
works. The metrics used in this study are packet
delivery ratio (PDR), packet delay, and the average
energy.
1) Average energy: It shows the average energy of
the network after the execution of a multicast session.
The average energy of the modified architecture after
executing a multicast session is higher than that of
existing MC-TRACE (see fig. 5).
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V. CONCLUSION AND FUTURE WORK
MC-TRACE is an energy efficient voice multicasting
architecture for mobile ad hoc networks. The
modification to this existing work is aimed at
decreasing the energy dissipation, packet delay and
packet loss. The results obtained reveal that the
modified MC-TRACE gives better performance than
existing one. For simulation we assumed a perfect
channel with no errors, however, in a realistic
environment, channel errors are unavoidable. So the
evaluation of modified MC-TRACE under a realistic
channel error model can be performed in future.
Fig.5 Energy Efficiency
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Abstract- Denoising is an important step which deals with improving the quality of noisy images. Wavelet thresholding
methods are found to be very effective in suppressing the noise. But estimation of threshold value is still a challenging
problem in wavelet thresholding methods. Image denoising using Thresholding Neural Network (TNN) introduced by Zhang
is an effective method which combines both wavelet thresholding and neural network. A new method to reduce the iterations
in TNN has been proposed here. Spatial domain properties of the image are used to set the threshold and where to apply the
threshold. Partial derivative of an image is found in all directions. Topological nature of the high derivative points is found.
Based on the continuity of points the threshold value is set using the TNN concept. TNN uses a thresholding function and the
threshold values for wavelet subbands are estimated by the Least Mean Square (LMS) algorithm. This method is effective in
suppressing both Gaussian noise and Speckle noise.
Keywords- Wavelet Thresholding, TNN

I. INTRODUCTION
Image acquisition and transmission are the main
phases that degrade the quality of images. Noise in
images is due to the random variation of brightness or
color information in images. It can be produced by
the sensor and circuitry of a scanner or digital
camera. The different types of noise include Gaussian
noise, Salt and pepper noise, Speckle noise, Poisson
noise, etc. Among these noises this method
concentrates mainly on Gaussian noise and Speckle
noise. Various noise removal methods are used by the
researchers. Among them linear methods have some
side effects while removing noises. Therefore nonlinear denoising methods in wavelet domain are
developed. This method can improve the quality of
noisy images. Wavelet domain based noise removal
techniques need some threshold value to remove
small coefficients of detail subbands and preserve
large coefficients [1]. Small coefficients are usually
noisy and large coefficients contain main features of
image [1]. The main problem in denoising using
thresholding technique is to select an appropriate
threshold. If the threshold value is too small, the
recovered image will remain noisy. If this value is too
large important image details will be smoothed out.

are used to set the threshold and where to apply the
threshold. Based on the topological nature of the
points the threshold value is set. This method is
implemented using Thresholding Neural Network
(TNN) concept [2,3]. TNN introduced by Zhang is a
new concept that combines wavelet thresholding and
neural network. Thresholding neural network is used
to seek optimal threshold value and perform
thresholding in wavelet domain [2]. This method uses
a nonlinear thresholding function proposed by Nasri
and Nezamabadi for image denoising in the wavelet
domain. Shape tuning factors have been added so that
the function can be adjusted to any desired
thresholding function. In this method, the shape
tuning parameters of the thresholding function are
tuned through an LMS-based learning algorithm [2].
The different types of learning algorithms are
supervised learning and unsupervised learning. By
using TNN in the learning process the best threshold
value is obtained for the thresholding function. This
nonlinear function can tune the non-important
coefficients by a polynomial function [4]. To
determine the effectiveness of this iteration reduction
method, this method is applied to images which are
corrupted with Gaussian noise and Speckle noise of
different noise variances. This method is
implemented using Supervised and Unsupervised
learning. The effectiveness of this method is
evaluated using Peak Signal to Noise Ratio (PSNR).
The results show that this method is effective in
suppressing both Gaussian noise and speckle noise.

The estimation of the threshold value is divided into
three groups. The first group is universal threshold in
which the threshold value is the same for all wavelet
detail subbands of the noisy image. In second group
the threshold value is selected differently for each
detail subband. In the third group each detail wavelet
coefficient has its own threshold value.

This work is organized as follows: Section 2 deals
with Wavelet Thresholding methods. Section 3
includes Thresholding Neural Network concept.
Section
4
presents
the
proposed
work.

In this work, an efficient method for identifying the
probability of whether a pixel is noise or information
is proposed. Spatial domain properties of the image
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Implementation details are shown in Section 5.
Section 6 concludes the work.

Zhang proposed the TNN structure for finding the
optimum threshold value. The structure of the
Thresholding Neural Network (TNN) is shown in Fig
1. The noise samples are given as input to TNN,
which is expressed by the Eq (2).
yi = xi + ni
(2)

II. WAVELET THRESHOLDING
There has been a large amount of research on wavelet
thresholding and threshold selection for image
denoising. Wavelets are used for separating noisy
signal from the image signal. The advantage of using
wavelet transform in image denoising is that the small
coefficients that are expected to be noise can be
removed and large coefficients that are important
signal features can be preserved [1]. The noisy image
is decomposed in the wavelet domain. Each of these
wavelet coefficients are compared against the
thresholding value [4]. Soft thresholding and hard
thresholding are the commonly used thresholding
functions. Later Zhang proposed several classes of
thresholding functions with several shape tuning
parameters [4]. It was Nasri and Nezamabadi who
proposed another nonlinear thresholding function [4].
This function can tune non-important coefficients by
a polynomial function [4]. This method uses Nasri
and Nezamabadi thresholding function for denoising
in the wavelet domain. The function is defined by Eq
(1):
η(x,thr) =

Where x is the original signal and n is the noisy
signal. The structure of TNN is shown in Fig 1. The
transform is orthogonal wavelet transform. The
thresholding function mentioned in Section II is used
as the nonlinear activation function of neural
network. The inverse transform is employed to
reconstruct the signal from modified coefficients in
transform domain [4].
IV. PROPOSED WORK
A method to reduce the number of iterations in TNN
by preserving the image quality has been proposed
here. The probability of a pixel being noise or
information is determined here. Spatial domain
properties of the image are used to set the threshold
and where to apply the threshold. The partial
derivative of an image is found in all directions and is
stored in a matrix. If the derivative is greater than a
threshold, then the matrix value is stored as one. Else
it remains zero.

(1)

Where t is the threshold.

The next step is to find the topological nature of the
high derivative points. Based on continuity of the
points we set the threshold value. If the points are
continuous then that curve is assumed to be useful
information. If the points are not continuous then that
point is assumed to be noise. Now set lower threshold
value for continuous points and higher threshold
value for non-continuous points. This helps to reduce
noise and preserve information. This method can be
implemented in supervised and unsupervised learning
algorithms using the Thresholding neural network
structure.

Wavelet thresholding can be achieved in three steps
[4]. Initially the noisy image is decomposed in the
wavelet domain. The wavelet coefficients are
modified by a thresholding function by choosing a
proper threshold value. Finally the reconstructed
image is obtained by performing inverse wavelet
transform on modified coefficients.
III. THRESHOLDING NEURAL NETWORK

The noisy image is decomposed in the wavelet
domain []. In Zhang’s TNN structure a wavelet
thresholding function is used and the learning process
focuses on learning the threshold value of the
thresholding function. An optimum value of the
threshold is obtained. Finally inverse wavelet
transform yields the final denoised image.
SUPERVISED LEARNING
In Supervised learning the original noise free image is
available and is used in learning process. Least Mean
Square (LMS) algorithm is used in the learning
process [2]. This is an iterative algorithm which helps
to adjust the threshold value in each step. The
threshold value in step j for subband p is calculated
by Eq 3.
thrp(j+1) = thrp(j) + ∆thrp(j)
(3)
Where ∆thrp(j) = -α
(4)

Fig 1. The structure of Thresholding Neural Network [5]
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Where α is the learning rate and J is MSE risk. MSE
is the Mean Square Error, which is the difference
between reconstructed and original coefficients of
wavelet images. The iteration can be repeated until
the image with best Peak Signal to Noise Ratio are
obtained.

Table2. PSNR value of Speckle noise corrupted
images

UNSUPERVISED LEARNING
In Unsupervised learning the original noise free
image is not available. The estimation of the Mean
Square Error is done with respect to the reconstructed
image. Initially universal threshold proposed by
Donoho is used [7]. The Mean Square Error between
the reconstructed images is determined. Iteration can
be stopped when the MSE between the reconstructed
images are negligible.
V. IMPLEMENTATION
To determine the effectiveness of this iteration
reduction method, this method is applied to images
which are corrupted with Gaussian noise and Speckle
noise of different noise variances and compared with
the original image in case of supervised learning. In
case of unsupervised the Mean Square Error between
the reconstructed images are obtained. No assessment
parameter is available for unsupervised learning; only
visual assessment can be done. The 256*256 parrot
image is used as test image with different noise
variances. To evaluate the effectiveness of this
method, it is compared to Nasri-Nezamabadi
thresholding function with TNN using Peak Signal to
Noise Ratio (PSNR) as performance evaluation.

Fig 2. shows the result of denoised image which was
corrupted by Gaussian noise using Nasri-Nezamabadi
thresholding function using TNN and Proposed
iteration reduction method. And Fig 3. shows the
result of denoised image which was corrupted by
Speckle noise using Nasri-Nezamabadi thresholding
function using TNN and Proposed iteration reduction
method. Fig 4. shows the result of denoised image by
unsupervised method using Nasri-Nezamabadi
thresholding function using TNN and Proposed
iteration reduction method.

Fig. 2 shows the denoised images using NasriNezamabadi thresholding function with TNN and
proposed iteration reduction method with TNN. This
method is implemented using MATLAB. The PSNR
values in Table 1 are obtained by using Gaussian
noise corrupted images as input. And the PSNR
values in Table 2 are obtained by using Speckle noise
corrupted images as input. The results show that the
proposed iteration reduction method is effective in
reducing iterations while preserving image quality.
Table 1. PSNR value of Gaussian corrupted images

Fig 2: Results of denoised parrot image corrupted by Gaussian
noise
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combines both wavelet thresholding and Neural
Network is used here. Inorder to reduce the number
of iterations in Thresholding Neural Network a new
method is proposed here. This method is used to
determine the probability of a pixel being noise or
information. Spatial domain properties of the image
are used to set the threshold and where to apply the
threshold. Based on the topological nature of the
points the threshold value is set. This method is
implemented using Thresholding Neural Network
(TNN) concept. This work focussed on denoising the
image in the wavelet domain. Then modifying the
noisy wavelet coefficients using the threshold value
set. Finally Inverse Wavelet Transform yields
denoised image. This method is implemented using
Supervised and Unsupervised learning algorithms.
This work focusses on comparing the results of Nasri
and Nezamabadi method and the proposed iteration
reduction method. Results show that better PSNR
values are obtained easily with less number of
iterations in proposed method than previous method.
Both Gaussian and speckle noise is suppressed using
this method. This method is found effective in
reducing the number of iterations while preserving
the image quality.

Fig 3: Results of denoised parrot image corrupted by speckle
noise
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Abstract- A large amount of research has been carried out in order to improve microaneurysm detection in fundus images.
Microaneurysms are early signs of diabetic retinopathy, so it is essential to detect that before the mature state so that the
treatment can be less without the damage to the vision. There are different methods for diagnosis of diabetic retinopathy by
microaneurysm detection. In this work it is on the ensemble based system a unit or collection of different parts that performs
a single operation. Ensemble is a combination of microaneurysm detectors such as preprocessing methods and candidate
extractors. For this work diaretdb1 Diabetic retinopathy database is used for measuring the accuracy of microaneurysm
detectors. Ensemble based method can be evaluated for grading performance to recognize diabetic retinopathy. If there is an
absence of microaneurysm it indicates a healthy case.
Keywords- Microaneurysms detection, Diabetic retinopathy, Preprocessing methods, Candidate extractors.

I. INTRODUCTION
not provide enough results[6]. After study different
methods of diagnosis a new ensemble based system
for micro aneurysm detection to ensure high
reliability and accuracy. Ensemble system is based
on the combination of preprocessing methods and
candidate extractors. We provide an ensemble
creation framework to select the best combination by
using search algorithm and then the selected
ensemble used for for finding accuracy, sensitivity
and specificity by comparing with ground truth and
for diabetic retinopathy grading . The method is
proved to be efficient than other methods. The dataset
used in this project work for is Diaretdb1 diabetic
retinopathy database. The database is publicly
available for benchmarking diagnosis algorithms[11].
With the database and protocol, it is possible to
compare different algorithms, and correspondingly,
analyze their maturity for technology transfer from
the research laboratories to the medical practice.
Many Methods are Existing for the Detection of
Diabetic Retinopathy but it can detect it after crossing
the Nonproliferative state. But most of them needs
improvement and it cannot be used for clinical
purposes. Only Few works is on for finding this in the
initial state but their performance is not so high as in
manual grading. They are using only single approach
algorithm in the preprocessing method and candidate
extractors . In order to overcome this problem in this
work an ensemble based system so that it
performance can be increased for detecting
microaneurysm. Ensemble based system is a
collection of two or more complement to perform a
single operation. It consists of different combinations
of preprocessing and candidate extractors methods.
So that optimum combinations can be selected for
detected microaneurysm of unknown images by
different search algorithms. The performance can be

The human eye is an organ which can able to reacts to
light. As a sense organ, the eye allows vision. Rod and
cone cells in the retina allows light perception and
vision including some other uses such as color
differentiation and the perception of depth. Diabetic
retinopathy (DR) is a common retinal disease in
associated with diabetes. It is a major cause of
blindness in above average groups. It is caused by
complications of diabetes which cause blindness.
Early Treatment can be useful for prevention or to
slow down the complication. Retinopathy is a term
means damage to the retina. The retina is a thin, lightsensitive tissue in the inside surface of the eye. Nerve
cells of retina convert incoming light into electrical
impulses. These electrical impulses are carried by the
optic nerve to the brain, and interprets them as visual
images. Diabetic retinopathy occurs because of
damage to the small blood vessels that nourish tissue
and nerve cells in the retina. "Proliferative" is a
general term that means the advanced stage to grow
cells. When the term proliferative relates with diabetic
retinopathy, it describes the growth, or proliferation,
of abnormal new blood vessels in the retina. Nonproliferative indicates that this process is in the early
stage. Proliferative diabetic retinopathy affects
approximately 1 in 20 individuals with the disease. A
key feature to recognize DR is to detect
microaneurysms (MAs) in the fundus of the eye. The
importance of handling MAs are two-fold. First, they
are normally the earliest signs of DR, hence their
timely and precise detection is essential.
Therefore, several efforts have been made to diagnose
it such as computer aided systems[1] and the methods
used in [2] and [3] are close to clinical settings. The
grading performances are dependent on the
microaneurysm detection and some of the earlier did -
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further improved by adding more methods in the
ensemble system.The rest of the paper is organized as
follows: the selected preprocessing methods and
candidate extractors are presented in section II and
III, respectively. The details of the proposed
ensemble creation framework is discussed in section
IV. Finally, the conclusions is given in section V.

Dilation in gray scale enlarges brighter regions and
closes small dark regions. The erosion is necessary to
shrink the dilated objects back to their original size
and shape. The dark regions closed by dilation do not
respond to erosion. Thus, the vessels being thin dark
segments laid out on a brighter background are closed
by such a closing operation. A subtraction of the
closed images across two different scales will thus
give the blood vessel segments of the image.

II. PREPROCESSING METHODS
This section contains different preprocessing methods
that need to be applied before going to the candidate
extractors to detect microaneurysms.

D. Illumination equalization
There are many ways of generating illumination
equalized image but the information is not all
recovered by these techniques. The illumination in a
retinal image is non-uniform. During the making of
the image, the quantity of light falling on different
parts of the retina changes depending on the direction
of the illuminating flash.

A. Gray level Transformation
A dark image may have high contrast if the
background is signiﬁcantly different from the
individual objects within the image, or if separate
areas in the image have very different reﬂectance
properties. Image enhancement means, transforming
the input image f into enhanced image g using T.
Where T is the gray level transformation. The values
of pixels in images f and g are denoted by rand s,
respectively. The pixel values r and s are related by
the expression,

This preprocessing method used to reduce the
vignetting effect caused by non-uniform illumination
of retinal images. Each pixel intensity is set according
to the following formula:

F '  F  d  l

S  T (r )

where f, f’are the original and the new pixel intensity
values, respectively, µd is the desired average
intensity and µl is the local average intensity for 8-bit
image the desired average intensity is 128. After that
by using further enhancing operation an image with
high quality can be generated. MAs appearing on the
border of the retina are enhanced by this step.

where T is a transformation that is used to maps the
pixel value r into the pixel value s. This
preprocessing method aims to enhance the contrast of
fundus images by applying sigmoidal function given
by,

F '  1. / 1  exp g * c  F 
Where F and F’are original and enhanced image
respectively, g is the gain and c is cutoff. Before this
rescale the original image.

E. No Preprocessing
The no preprocessed image such as the original image
is also considered for candidate extractor method
because some images we can expect output without
preprocessing methods. The Preprocessing methods
are not limited within this specific range. We can add
some more method can leads to further improvement
in detection.

B. Contrast limited adaptive histogram equalization
CLAHE varies from normal adaptive histogram
equalization in its contrast controlling. CLAHE is
used to avoid improvement in noise that adaptive
histogram equalization can give rise to. It can be done
by controlling the contrast improvement of AHE. The
algorithm analyzes portions of the image and
computes the appropriate transformations. A level of
contrast enhancement can be set, so that it prevent the
over-saturation caused by the normal histogram
equalization. This is the most sophisticated technique.

(i)
C. Vessel Removal and Extrapolation
In this method we first need to detect the major
blood vessels and for this we can use Different
operations. For this we can set some condition if it
satisfies the condition it becomes dark and the nerve
is extract. To obtain the nerve from the original image
we use this operator to the input image so that the
image without nerve can be generated.Then fill the
area with a morphological structural.

(ii)

(iv)

(iii)

(v)

Fig 1. Output of Preprocessed methods (i)Original image (ii)
Sigmoidal Function (iii) CLAHE (iv) Illumination Adjustment
(v)Vessel Removal and Extrapolation

International Conference on Computer Science & Information Technology, 27th Jan-2013, Kanyakumari, ISBN: 978-93-82208-59-4
34

Ensemble Creation For Microaneurysm Detection In Human Retinal Images

parametric characterization of active contours, level
set methods embed them into a time dependent PDE
function. It is then possible to approximate the
evolution of active contours. Level set methods are
general purpose computational models that can be
applied to problems with any dimension. However, if
we apply them to medical image segmentation, there
is a possible advantage of the specific circumstances
for better performance.

III. CANDIDATE EXTRACTORS
Candidate extraction is a process which aims to spot
any objects in the image showing MA-like
characteristics. Candidate extraction is the effort to
reduce the number of objects in an image for further
analysis by excluding regions which do not have
similar characteristics to microaneurysms. Individual
MA detectors consider different principles to extract
MA candidates. Finally, a fine level algorithm
removes the potentially false detections based on
some assumptions about MAs. Adding new MA
candidate extractors may lead to further improvement
in the future.
F. Spencer method
From the input fundus image, the vascular map is
extracted by applying morphological top-hat
transformations with twelve rotated linear structuring
elements. In mathematical morphology and digital
image processing, top-hat transform is an operation
that displays small elements and detailed elements
from given images. There are two types of top-hat
transform: The white top-hat transform is defined as
the difference between the input image and
its opening by some structuring element; The black
top-hat transform is defined dually as the difference
between the closing and the input image. Top-hat
transforms can be used for various image processing
tasks,
such
as
image segmentation, image
enhancement, background equalization, and others.
Then, the vascular map obtained by using white tophat transform is subtracted from the input image. The
resulting image is then binarized with a fixed
threshold. Since the extracted candidates are not
precise representations of the actual lesions, a region
growing step is also applied to them.

(i)

(ii)

(iv)

(iii)

(v)

Fig 2. Candidate Extraction by Spencer method (i) CE for
Original image (ii) CE for Sigmoidal Function (iii) CE for
CLAHE (iv) CE for Illumination Adjustment (v) CE for Vessel
Removal and Extrapolation

(i)

(ii)

(iv)

(iii)

(v)

Fig 3. Candidate Extraction by Level set method (i) CE for
Original image (ii) CE for Sigmoidal Function (iii) CE for
CLAHE (iv) CE for Illumination Adjustment (v) CE for Vessel
Removal and Extrapolation

Tw( f )  f  fob
where o denotes the opening operation, b structural
element and f is the input image.

IV. ENSEMBLE BASED SYSTEM

G. Level set method
The level set method is a numerical technique for
tracking interfaces and shapes abbreviated as LSM.
The level set method makes it very easy to follow
shapes that change topology. The level-set method is
one of the computational technique for tracking a
propagating interface over time, which in many of the
problems has proven more accurate in handling
topological complexities, and in handling complexities
in the evolving interface such as entropy conditions
and weak solutions. It is a strong scheme that is
relatively easy to implement. It can be used to
efficiently address the problem of curve/surface/etc.
propagation in an implicit manner. Level set methods
utilize dynamic variational boundaries for image
segmentation. Segmenting image by means of active
contours is a well known approach, but instead of

Ensemble creation is the important methods for this
process. In this chapter ensemble based system is
explained here. Various process used for the creation
of ensemble has also been explained here.

Fig 4. Block Diagram of the System
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A unit or group of complementary parts that
contribute to a single operation ie. all the parts of
something considered together and in relation to the
whole. In this systems we consider several different
algorithm for different steps in different levels so that
we can able to compose an ensemble based
system..This system consists of several preprocessing
methods and candidate extractors for correctly
detecting the microaneurysms in the fundus image.
The input image is ensemble by the two methods
preprocessing and candidate extraction each output
from the preprocessing method is applied as input to
each of the candidate extractor method. So that
different ensemble pairs can be generated. We need
the best ensemble to detect microaneurysms of
unknown images. The best ensemble can be selected
by using different search algorithms. The final
ensemble is applied for the real detection and grading
of Diabetic Retinopathy. The final ensemble that
detect the microneurysm is obtained by fusion of
individual pairs. After this Diabetic Retinopathy
grading can be done for estimating the different
stages of the disease. So that the treatment can be
done according to the extend.
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Abstract- Classification of data objects based on a predefined knowledge of the objects is a data mining and knowledge
management technique used in grouping similar data objects together. It can be defined as supervised learning algorithms as
it assigns class labels to data objects based on the relationship between the data items with predefined class label. Also there
are many classification algorithms available in literature but decision trees are the most commonly used because of its
understand-ability and ease of implementation compared to other classification algorithms. Each classification algorithm
uses different splitting measurement to select the best attribute from the data-set. In case of categorical attribute it is not
possible to calculate average, standard deviation, sum of the values etc. for the entries. Here discussed one algorithm that can
deal with categorical attributes and also made a comparison between the results with the neural network.
Keywords - Data mining, Decision tree, Classification Algorithms.

I. INTRODUCTION
Supervised learning algorithms which try to minimize
the error in classifying observations, while
unsupervised learning algorithms don’t have such
luxuries because there are no outcomes or labels.
Unsupervised algorithms try to create clusters of data
that are inherently similar. In some cases we don’t
necessarily know what makes them similar, but the
algorithms are capable of finding these relationships
between data points and group them in significant
ways. While supervised algorithms aim to minimize
the classification error, unsupervised algorithms aim
to create groups or subsets of the data where data
points belonging to a cluster are as similar to each
other as possible, while making the difference
between the clusters as high as possible.

Data mining involves the use of sophisticated data
analysis tools to discover previously unknown, valid
patterns and relationships in large data set. These
tools can include statistical models, mathematical
algorithm and machine learning
methods.
Consequently, data mining consists of more than
collection and managing data, it also includes
analysis and prediction. Classification technique is
capable of processing a wider variety of data than any
other statistical methods and is growing in popularity.
There are several applications for Machine Learning
(ML), the most significant of which is data mining.
Machine learning algorithms are categorized by
supervised and non supervised algorithms. In
unsupervised learning, all the observations are
assumed to be caused by latent variables, that is, the
observations are assumed to Figure 1. Supervised
Learning Methods be at the end of the causal chain. In
practice, models for supervised learning often leave
the probability for inputs undefined.

Fig2. Unsupervised Learning Methods

Classification can be described as supervised learning
algorithm. It assigns class labels to data objects based
on prior knowledge of class which the data records
belong to. In classification, a given set of data records
is divided into training and test data sets. The training
data set is used in building the classification model,
while the test data record is used in validating the
model. The model is then used to classify and predict

Fig1. Supervised Learning Methods
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new unseen set of data records that is different from
both the training and test data sets.

and formulate the ID3 algorithm. The information
measure function entropy is used as the criterion
function. Arunthathi et.al [10] developed an
algorithm for demonstrating Id3 algorithm that is
shown below.

The rest of this paper summarizes the literature
survey of decision tree based machine learning
algorithms and some of the merits and demerits of
each method. Also discussed about a new approach
for classifying categorical attribute based dataset and
also compare the result with the output obtained by
neural network which is another domain used for
classification.

Step 1: The attribute with the smallest entropy is
selected after measuring the entropy H (Ai) for each
attribute Ai.
Step 2: The corresponding sub-nodes are generated
after dividing the entire object set according to their
values in attribute Ai. The sub-node is a terminal subnode if all the objects in a sub-node belong to the
same class.
Step 3: Otherwise it is a non-terminal sub node. For
each such node choose the next attribute Aj with the
smallest entropy H (Ai).

II. LITERATURE SURVEY
Decision tree algorithms
Decision making is the thought process of selecting a
logical choice from among the available options. In
order to make a good decision a person must know
the pros and cons of each option and also consider all
the alternatives available. Decision making is a great
problem in front of mankind. It will be easier for
developing an algorithm that does this work for us
more accurately taking all important attributes into
consideration without missing out on a single point.
So decision trees can be used for this purpose. A
decision tree is the most widely used tool for decision
making. The paper by Lior Maimon et.al [1] shows a
simple structure of decision tree. According to this
decision tree consist of different branches and leaves.
The tree structure is used in classifying unknown data
records. At each internal node of the tree, a decision
of best split is made using impurity measures.

Repeat Step (2) for attribute Aj :
According to this paper some of the problem faced in
ID3 algorithms are it is not suitable for large dataset.
It does not give accurate result when there is large
noise in the training dataset. It can only accept
categorical attribute in building tree model.
Utilizing data mining tasks such as classification on
spatial data is more complex than those on nonspatial data. It is because spatial data mining
algorithms have to consider not only objects of
interest itself but also neighbors of the objects in
order to extract useful and interesting patterns. One of
classification algorithms namely the ID3 algorithm
which originally designed for a non-spatial dataset
has been improved by Ima sukaet.al [6] to construct a
spatial decision tree from a spatial dataset containing
polygon features only.

It is very tasking and computationally intensive as the
training data set is traversed repeatedly. Tree pruning
is done is a bottom-up fashion. It is used to improve
the prediction and classification accuracy of the
algorithm by minimizing over-fitting). Over-fitting in
decision tree algorithm results in misclassification
error. Tree pruning is less tasking compared to the
tree growth phase as the training data set is scanned
only once [1].
III. DECISION TREE BASED
LARNING ALGORITHMS

They propose a new spatial decision tree algorithm
based on the ID3 algorithm for discrete features
represented in points, lines and polygons. As in the
ID3 algorithm that use information gain in the
attribute selection, this algorithm uses the spatial
information gain to choose the best splitting layer
from a set of explanatory layers. The new formula for
spatial information gain is proposed using spatial
measures for point, line and polygon features [6].

MACHINE

ID3 Algorithm:
Mathew et.l [4] suggest that ID3 (Iterative
Dichotomiser 3) is a supervised learning algorithm. It
is constructed in two phases; tree growth and tree
pruning. Data is sorted at every node during the tree
building phase in-order to select the best splitting
single attribute. ID3 uses information gain measure in
choosing the splitting attribute. ID3 requires that all
features be known in advance and that each feature is
well behaved. This means a given property must be a
continuous number or drawn from a set of options.
Age, height, temperature, and country of citizenship
are all well-behaved features. The information theory
and pattern recognition have been used to develop

C4.5:
Arundati et.al [10] found that ID3 has a few
limitations.
One such being, that it is overly sensitive to features
with large number of values. This limitation should
be overcome if going to use ID3 as an Internet search
agent, or any other classification which involves a
very large number of attributes or values. This is done
by using the C4.5 algorithm [7] which is an extension
to the ID3 algorithm. ID3 is sensitive to features with
large numbers of values and this is shown by the
example of Social Security numbers. Social Security
numbers are unique for every individual. Testing on
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its value will always yield low conditional entropy
values. However, this is not a useful test as Social
Security numbers do not help predict whether a future
medical patient needs surgical intervention or not. To
overcome this problem, C4.5 algorithm uses a metric
called information gain. The information gain I(Y|X)
of a given attribute X with respect to the class
attribute Y is the reduction in uncertainty about the
value of Y when we know the value of X. The
uncertainty about the value of Y is measured by its
entropy, H (Y). The uncertainty about the value of Y
when we know the value of X is given by the
conditional entropy of Y given X, H (Y|X)

towing criteria and the obtained tree is pruned by
cost-complexity pruning. When provided CART can
consider misclassification costs in the tree induction.
It also enables users to provide prior probability
distribution.

I(Y|X) = H(Y ) - H(Y|X):

In the paper by Mathew et.al [4] found that CART
uses both numeric and categorical attributes for
building the decision tree and has in-built features
that deal with missing attributes. It uses many single
variable splitting criteria like Gini index, Symgini etc
[5] in determining the best split point and data is
sorted at every node to determine the best splitting
point [4].

An important feature of CART is its ability to
generate regression trees. Regression trees are trees
where their leaves predict a real number and not a
class. In case of regression CART looks for splits that
minimize the prediction squared error. The prediction
in each leaf is determined based on the weighted
mean for node [1].

This computation does not, in itself, produce anything
new. However, it allows measuring a gain ratio. Gain
ratio, defined as
Gain Ratio (Y|X) = I(Y | X)/H(X)
Where H(X) is the entropy of the examples relative
only to the attribute X, measures the information gain
of feature X relative to the raw information of the X
distribution. By using the gain ratio instead of the
plain conditional entropy, C4.5 reduces problems
from artificially low entropy values such as Social
Security numbers. So basically the advantage of gain
ratio is that Information gain ratio biases the decision
tree against considering attributes with a large
number of distinct values. So it solves the drawback
of information gain namely, information gain applied
to attributes that can take on a large number of
distinct values might learn the training set too well.
One of the input attributes might be the customer’s
credit card number. This attribute has a high
information gain, because it uniquely identifies each
customer, but it does not want to include it in the
decision tree, deciding how to treat a customer based
on their credit card number is unlikely to generalize
to customers we haven’t seen before [10]. Rokach
et.al [1] also described about splitting criteria used in
c4.5 algorithm. They found that c4.5 is capable to
handle numeric attributes. It can induce from a
training set that incorporates missing values by using
corrected gain ratio criteria [1].

CART has some undesirable properties [3]. First, the
splitting method is biased toward variables that have
more distinct values. Second, the exponential number
of splits for categorical variables causes serious
computational difficulties when m is large and y takes
more than two values. Finally, the algorithm is also
biased toward variables with more missing values.
This is due to the impurity function depending only
on the sample proportions, not the sample sizes.
Supervised Learning in Ques (SLIQ)
SLIQ (Supervised Learning In Ques) [4] is a fast,
scalable decision tree algorithm that can be
implemented in serial and parallel pattern. It
partitions a training data set recursively using
breadth-first greedy strategy that is integrated with
pre-sorting technique during the tree building phase.
With the pre-sorting technique sorting at decision tree
nodes is eliminated and replaced with one-time sort,
with the use of list data structure for each attribute to
determine the best split point. In building a decision
tree model SLIQ handles both numeric and
categorical attributes. This paper suggest that
disadvantages of SLIQ is that it uses a class list data
structure that is memory resident thereby imposing
memory restrictions on the data. It uses Gini index as
the splitting measurement. The decision tree is
constructed by splitting one of the attributes at each
level. The basic aim is to generate a tree, which is
most accurate for prediction. With the help of the
Gini index, it is decided which attribute is to be split
and the splitting point of the attribute. The Gini index
is minimized at each split, so that the tree becomes
less diverse as we progress. A fuzzy sliq decision tree
algorithm is introduced by B.chandra et.al [3] suggest
a fuzzification procedure for the SLIQ algorithm to
generate fuzzy decision trees for datasets with

The advantage of C4.5 algorithm are it is robust in
presence of noise, avoids over fitting and deals with
continuous attributes. It also deals with missing
attributes and helps to convert trees to rules.
Sometimes iIt does not give accurate result in case of
categorical data.
Classification and Regression tree(CART):
CART stands for classification and regression trees
[4]. It is characterized by the fact it constructs binary
trees, namely each internal node has exactly two
outgoing edges. The splits are selected using the
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quantitative attributes. In a crisp decision tree, the
split point is chosen as the midpoint of successive
attribute values where the class information changes.

CA = N/NV
Here N represents the total number of cases or the
number of rows in the dataset. This value is divided by
NV that is the number of variables which reside in the
current attribute.

For each attribute, the membership value is computed
for the candidate split value of the attribute. In the
SLIQ algorithm, the Gini index is evaluated at every
successive midpoint of the attribute values. However,
it is shown that the efficiency of the SLIQ decision
tree algorithm can be improved by evaluating the
Gini index only at midpoints of attributes where the
class information changes, and by doing so, the
performance and the decision tree constructed do not
change. In this paper, the candidate split value of the
attribute is chosen to be the midpoint of the attribute
at class boundaries. The Gini index is evaluated by
using the fuzzy values associated with the attribute at
a particular split value and the fuzzy membership
values of each record in the dataset. Initially, every
record is assumed to have a membership value that is
equal to one divided by the number of classes for the
root node. Once the root node is selected, the
membership values of the records are modified by
using the membership values of the attribute chosen
as the split point.

Next step is to calculate Equal split parameter (EP).
Equal-Split Parameter is the sum of the absolute
difference between CA and NVi. NVi represents the
number of each variable of the attribute. Without
regarding the class attribute EP values give the rate to
fold the attribute into the number of variable types.
When the attribute is folded with number of the
variables, the length of the folded attribute is supposed
to be minimum in size in order to generate an efficient
decision tree which reaches the leaves through the
shortest path available. So, minimum EP value will give
us the right attribute which reduces the attribute to the

minimum length.
EP value may give us an idea to choose the right
attribute for splitting the dataset, however EP value is
something to fold the attribute only not the dataset itself.
When the class attributed is taken into account, EP value
would not be enough whereas it is for clustering. Thus,
the distribution of the class attribute over the branches is
an important parameter to determine, if the attribute
really folds the whole dataset into a minimum length.
So, over the branches we calculate the variation of the
class attribute.

Scalable parallelizable Induction of Decision Tree
Algorithm (SPRINT)
SPRINT (Scalable Parallelizable Induction of
decision Tree algorithm) [4] is a fast, scalable
decision tree classifier. It is not based on Hunts
algorithm in constructing the decision tree, rather it
partitions the training data set recursively using
breadth first greedy technique until each partition
belong to the same leaf node or class). It is an
enhancement of SLIQ as it can be implemented in
both serial and parallel pattern for good data
placement and load balancing. Like SLIQ it uses one
time sort of the data items and it has no restriction on
the input data size. Unlike SLIQ it uses two data
structures: attribute list and histogram which is not
memory resident making SPRINT suitable for large
data set, thus it removes all the data memory
restrictions on data. It handles both continuous and
categorical attributes. It also use Gini index
measurement as splitting criteria [4].

Firstly, we generate a class distribution matrix

Here i = 1,2,…,n represents the number of variable type,
and j = 1,2,…,m is the number of the classes in the
dataset.
Variation of this matrix will certainly give the
distribution of the classes regarding the variable of each
attribute.

IV. A NEW APPROACH FOR CATEGORICAL
ATTRIBUTE CLASSIFICATION
Here discussed about an algorithm that chooses the
right attribute to split the dataset into equal parts. The
algorithm has been introduced for the databases
which has categorical values. Obviously, categorical
values need special treatment since it is not possible
to calculate the average, standard deviation, sum of
the values etc. for the entries.

So, we use average of var(Vm) as the single value to
show how well balanced the classes are distributed
throughout the attribute. Finally, the equation will give
an idea about the balance of the classes (BC). Adding 1
to EP value is necessary in case of EP = 0. Considering
the minimum length, the attribute which has the
minimum BC value will relatively fold the dataset better
in comparison with the other attributes.

The first step is to determine the center of each attribute
(CA). It can be calculated by using the equation
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Table 1

Here, we give the pseudo code of the proposed
algorithm.

If Fig. 3 and Fig. 4 are examined it is clear that both
algorithm have chosen the right attribute as the root
node, because A1attribute produces a two-branch and
better balanced tree in comparison with attribute A2.
Attribute A2 not only arcs three branches but also the
branches it gives are not as balanced as A2 attribute’s
branches are.

Fig. 3 When A1 is chosen as root node

V. RESULT AND DISCUSSIONS
Fig. 4 When A2 is chosen as root node

C4.5 algorithm is one of the most frequently used
algorithms in literature, and this paper will give an
idea about classification performance of discussed
algorithm in case of dataset which contain categorical
attributes. C4.5 algorithm classifies the data more
accurately then ID3 does.

After inserting new record to the dataset, input will be
changed as Table 2.
Now, let us check the new results given by both
algorithms.
C4.5 produces gain values as follows:
Gain (A1) = 0.1665 and Gain (A2= 0.0540). Then
according to C4.5 A1 is still the root node. For the
discussed algorithm, BC (A1) = 0.93094 and BC (A2) =
0.345. Thus, A2 is the root node. With the injection of
the new record, algorithm changes the root node
however; C4.5 cannot adopt itself to the new situation of
the dataset.

Consider dataset given below. By applying C4.5
algorithm the root node will be A1 attribute with a gain
ratio of 0.1245 whereas A2 attribute will have a lower
gain ratio which is 0.0608, i.e. C4.5 will select the
attribute which has high gain ratio. When the proposed
algorithm is applied, it will result A1 attribute with BC
value of 0.3478,and A2 attribute with BC value 0.9.

International Conference on Computer Science & Information Technology, 27th Jan-2013, Kanyakumari, ISBN: 978-93-82208-59-4
41

A New Approach for Classifying Dataset which Contain Categorical Attributes

TABLE 2

editors for their valuable suggestions and comments
that helped improve the paper.
REFERENCES
[1]

L. Rokach and O. Maimon, “Top-down induction of
decision tree classifiers - a survey,” Systems, Man, and
Cybernetics, Part C: Applications and Reviews, IEEE
Transactions on, vol. 35, pp. 476 – 487, 2005.

[2]

C. Lu, X.-W. Li, and H.-B. Pan, “Application of extension
neural network for classification with incomplete survey
data,” in Innovative Computing, Information and Control,
ICICIC’ 06. First International Conference, vol. 3, 2006.

[3]

W. Loh, “Classification and regression tree methods.
in’encyclopedia of statistics in quality and reliability’, 2008.

[4]

B. Chandra and P. Varghese, “Fuzzy sliq decision tree
algorithm,” Systems, Man, and Cybernetics, Part B:
Cybernetics, IEEE Transactions on, vol. 38, pp,2008.

[5]

M. Anyanwu and S. Shiva, “Comparative analysis of serial
decision tree classification algorithms,” International
Journal of Computer Science and Security (IJCSS), vol. 3,
2009.

[6]

B. Panigrahi and V. Pandi, “Optimal feature selection for
classification of power quality disturbances using wavelet
packet-based fuzzy k-nearest neighbour algorithm,”
Generation, Transmission Distribution, IET, vol. 3, 2009.

[7]

H. Ming, N. Wenying, and L. Xu, “An improved decision
tree classification algorithm based on id3 and the
application in score analysis,” in Control and Decision
Conference, 2009.

Fig. 5 When A2 is chosen as root node (after record insertion)

Also compute the same algorithm in neural network.
It also result the same BC value for each attribute and
generate tree based on A1 attribute which has the
lowest BC value. It shows that the above mentioned
algorithm is good in classification of categorical
attributes. Sometimes in case of large dataset BC
value obtained in both methods will varies.

[8] I. Brown and C. Mues, “An experimental comparison of
classification algorithms for imbalanced credit scoring data
sets,” Expert Systems with Applications, 2011.
[9]

VI. CONCLUSION AND FUTURE SCOPE
This paper discussed about different decision tree
based classification algorithm in machine learning.
Among them C4.5 is the mostly used algorithm for
selecting best attribute to split the dataset in to equal
parts. Here made a comparison between C4.5 and
decision tree based algorithm for categorical
attributes. Also compare the result with the neural
network result which is one of the other domains
used for classification.

S.Tsang, B. Kao, K. Yip, W.-S. Ho, and S. D. Lee,
“Decision trees for uncertain data,” Knowledge and Data
Engineering, IEEE Transactions on, vol. 23, pp. 64 –78,
2011.

[10] A. Navada, A. Ansari, S. Patil, and B. Sonkamble,
“Overview of use of decision tree algorithms in machine
learning,” in Control and System Graduate Research
Colloquium (ICSGRC), 2011 IEEE, vol. 3, June 2011.
[11] R. Barros, M. Basgalupp, A. de Carvalho, and A. Freitas,
“A survey of evolutionary algorithms for decision-tree
induction,” Systems, Man, and Cybernetics, Part C:
Applications and Reviews, IEEE Transactions on, vol. 42,
pp. 291 –312, 2012.
[12] I. Sitanggang, R. Yaakob, N. Mustapha, and A. Nuruddin,
“An extended id3 decision tree algorithm for spatial data,”
in Spatial Data Mining and Geographical Knowledge
Services (ICSDM), 2011 IEEE International Conference on,
july 2011.

As for the future work it need to analyze the output of
neural network, resulted with large set of dataset and
also wish to find out the variation of BC values
obtained in both decision tree and neural network
approaches.

[13] Q. Liu, D. Hu, and Q. Yan, “Decision tree algorithm based
on average euclidean distance,” in Future Computer and
Communication (ICFCC), 2010 2nd International
Conference on, vol. 1, may 2010, pp. V1–507 –V1–511.

ACKNOWLEDGEMENTS

[14] X. Long and Y. Wu, “Application of decision tree in student
achievement evaluation,” in Computer Science and
Electronics Engineering (ICCSEE), 2012 International
Conference on, vol. 2. IEEE,2012.

The authors wish to thank the reviewers and the -



International Conference on Computer Science & Information Technology, 27th Jan-2013, Kanyakumari, ISBN: 978-93-82208-59-4
42

FORMULATING A NEW MODEL IN PRESERVING PRIVACY IN
DATA MINING
S.PASUPATHY1 & ROMINA M2
1

Asso. Professor, 2PG.Student., Dept.Of Cse, Feat, Annamalai University,Chidambaram

Abstract- The decrease in hardware costs and the increase in the quantity of information has made data mining indispensible.
While this enormous growth can be beneficial to humankind the true success of data mining not only relies on the availability
of high quality data but also in preserving person specific and sensitive information from the threat of identity disclosure.
Recent works on the available anonymization techniques like bucketization and generalization has proved that they do not
prevent membership disclosure and it is also not suitable in the case of high dimensional data. In this paper we propose a new
notion of privacy known as Slicing which partitions the data both horizontally and vertically. We also prove that slicing can be
used for attribute disclosure protection and develop an efficient algorithm for computing the sliced data that obey the Ldiversity requirement. We also propose that slicing preserves better data utility. Our experiments also demonstrates that slicing
can prevent membership disclosure.
Index Terms- privacy preservation, data anonymization, data publishing, data security.

I. INTRODUCTION
data publisher collects information from individual
record holders (e.g., Alice, Bob, Cathy, and Diego).
In the data publishing phase, a data publisher releases
the collected data to a data miner (or even to the
public) for data mining.

Many government departments and companies
employ advance data mining techniques to gain
insights into the behaviors and characteristics of the
citizens and customers. On the other hand, several
polls and surveys indicate that the public has an
increased sense of privacy intrusion due to the
increased level of security after the September 11
terrorist attacks. Since data mining is often a key
component of many homeland security systems,
monitoring and surveillance systems, and enterprise
information systems, the public has acquired a
negative impression that data mining is a technique
for privacy intrusion. The lack of trust in data mining
has become an obstacle to the advancement of the
technology For example, a potentially beneficial data
mining research project called Terrorism Information
Awareness (TIA), was terminated by the US
Congress mainly due to its controversial styles of
collecting, tracking, and analyzing data trails left by
individuals[6].

In the un-trusted model, the data publisher himself
could be an attacker who attempts to identify some
record holders and their sensitive information from
the collected data. Various cryptographic solutions
[11], anonymous communications, and statistical
methods were proposed for collecting data
anonymously from individual record holders. In the
trusted model, the data publisher is trustworthy, and
the record holders are willing to contribute their
personal information to him. For example, a record
holder is willing to provide her medical information
to a hospital in order to receive the required medical
service; however, the trust to the hospital may not be
transitive to the data miner. In this thesis, we assume
the data publisher is trustworthy and focus on the
privacy issues in the data publishing phase.

To overcome this obstacle, many techniques have
been proposed for protecting individual privacy and
sensitive information. A number of privacy
models[10] have been proposed in the literature,
including K-anonymity and L-diversity and KAnonymity. Samarati and Sweeney introduced kanonymity as the property that each record is
indistinguishable with at least k-1 other records with
respect to the quasi-identifier. In other words, kanonymity requires that each QI group contains at
least K-records. To address these limitations of kanonymity, alternative approaches have been
proposed.These include discernibility [5] L-diversity
[2].Figure 1.1 shows the data flow model in a typical
data mining system. In the data collection phase, a

Figure 1: Data Flow in a Data Mining System.
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computes the sliced table that consists of c columns
and satisfies the privacy requirement of `-diversity.
Our algorithm consists of three phases: attribute
partitioning, column generalization, and tuple
partitioning. We now describe the three phases.

II. MOTIVATION
Usually the most commonly employed privacy
protection procedure is to simply remove the explicit
identifier of the record holders before releasing the
data. Nonetheless, this so-called privacy protection
procedure is insufficient for privacy protection.
Sweeney [3] showed a real-life example of privacy
attack on William Weld, who is a former governor of
the state of Massachusetts. Sweeney could uniquely
identified Weld's name together with his medical
information like diagnosis and medication by linking
a voter list with some publicly available medical data
on some shared quasi-identifier namely zip code, date
of birth, and sex. Weld's case is not an extraordinary
incident because Sweeney further pointed out that
87% of the U.S. population had reported
characteristics that likely made them unique based on
only such quasi-identifier. This real life example
illustrates that the attacker may able to “link" a
record holder to a small number of (or even a unique)
data records in the released data through a quasiidentifier if the combination of the quasi-identifier
has a reasonably identification power. To perform
this type of linking attack, the attacker needs two
pieces of apriori knowledge:
 The record holder is (likely to be) involved
in the released data, and
 The quasi-identifier of the record holder.

Attribute Partitioning
The proposed algorithm partitions attributes so that
highly-correlated attributes are in the same column.
This is good for both utility and privacy. In terms of
data utility, grouping highly-correlated attributes
preserves the correlations among those attributes.
Two widely-used measures of association are Pearson
correlation coefficient and mean-square contingency
coefficient[4].Pearson correlation coefficient is used
for measuring correlations between two continuous
attributes while mean square contingency coefficient
is a chi-square measure of correlation between two
categorical attributes. We choose to use the meansquare contingency coefficient because most of our
attributes are categorical. In terms of privacy, the
association of uncorrelated attributes presents higher
identification risks than the association of highlycorrelated attributes because the association of
uncorrelated attribute values is much less frequent
and thus more identifiable. Therefore, it is better to
break the associations between uncorrelated
attributes, in order to protect privacy is in between 0
and 1 Two attributes that are strongly-correlated will
have a smaller distance between the corresponding
data points in our clustering space.

Often, this apriori knowledge can be obtained by
simple observation and common sense. For example,
knowing his boss was absent for staying in a hospital,
the attacker knew that his boss' medical information
would appear in the released medical data from that
hospital. For the quasi-identifier of his boss, the
attacker may able to obtain it from the Internet. For
example, Maclean’s was able to purchase months of
phone logs of Jennifer Stoddert, who is the privacy
commissioner of the federal government of Canada,
from a US data broker for US $200. The requested
information returned within several hours and it even
included an updated monthly statement which
Stoddert herself had not received yet. This work, An
enhanced model for privacy-preserving data
publishing is a study of preventing this kind of attack
when data is published. Its goal is to prevent linking
some record holder to a specific (or a small number
of) data record and sensitive information in the
released data while, at the same time, preserving the
useful information in the released data. This work
identifies a collection of privacy threats in various
real life data publishing problems, and presents a
unified Algorithm for removing these threats.

We choose the K-medoid method for the following
reasons. First, many existing clustering algorithms
(e.g., k-means) requires the calculation of the
“centroids”. But there is no notion of “centroids” in
our setting where each attribute forms a data point in
the clustering space. Second,K-medoid method is
very robust to the existence of outliers (i.e., data
points that are very far away from the rest of data
points). Third, the order in which the data points are
examined does not affect the clusters computed from
the K-medoid method.
Attribute Clustering
Having computed the correlations for each pair of
attributes, we use clustering to partition attributes into
columns. In this algorithm, each attribute is a point in
the clustering space. The distance between two
attributes in the clustering space is in between 0 and
1.
Special Attribute Partitioning
In the above procedure, all attributes (including both
QIs and SAs) are clustered into columns. The Kmedoid method ensures that the attributes are
clustered into k columns but does not have any
guarantee on the size of the sensitive column . In
some cases, we may Pre-determine the number of
attributes in the sensitive column to be α .The

III. SLICING ALGORITHM
We now present an efficient slicing algorithm [1] to
achieve l-diverse slicing. Given a Microdata [8] table
T and two parameters c and l-, the algorithm
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parameter α determines the size of the sensitive
column . We adapt the above algorithm to partition
attributes into c columns such that the sensitive
column
contains α attributes

IV. FORMALIZATION &ANALYSIS
Dataset
Adult Dataset obtained from the UCI Machine
learning laboratory is loaded as input for the process
[9]. It is a multivariate dataset with 48842 Instances
and 14 attributes like Age, Work class and education.
Extraction was done by Barry Becker from the 1994
Census database.
(a)
The original table

Column Generalization
In the second phase, tuples are generalized to satisfy
some minimal frequency requirement. We want to
point out that column generalization is not an
indispensable phase in our algorithm. As shown
bucketization provides the same level of privacy
protection as generalization, with respect to attribute
disclosure. Although column generalization is not a
required phase, it can be useful in several aspects.
First, column generalization may be required for
identity/membership disclosure protection.
If a column value is unique in a column (i.e., the
column value appears only once in the column), a
tuple with this unique column value can only have
one matching bucket. This is not good for privacy
protection,
as
in
the
case
of
generalization/bucketization where each tuple can
belong to only one equivalence class/bucket. The
main problem is that this unique column value can be
identifying. In this case, it would be useful to apply
column generalization to ensure that each column
value appears with at least some frequency. Second,
when column generalization is applied, to achieve the
same level of privacy against attribute disclosure,
bucket sizes can be smaller.

sex

zipcode

disease

22

M

47906

Flu

22

F

47906

Dysp.

52

F

47905

bron

54

M

47302

Flu

60

M

47302

Dysp.

64

F

47304

gastritis

(b)

While column generalization may result in
information loss, smaller bucket-sizes allow better
data utility

The Generalized table
age

sex

zipcode

disease

22

*

4790*

Flu

22

*

4790*

Dysp.

52

*

4790*

bron

54

*

4730*

Flu

60

*

4730*

Dysp.

64

*

4730*

gastritis

(c)

The tuple-partition algorithm
Algorithm tuple-partition(T, l)
1. Q = {T }; SB = Ø
2. while Q is not empty
3. remove the first bucket B from Q;
Q= Q−{B}.
4. split B into two buckets B1 and B2,as in Mondrian.
5. if diversity-check(T,Q ∪ {B1,B2}∪ SB, l)
6. Q = Q {B1,B2}.
7. else SB = SB
8. return SB

age

{B}.

The bucketized table
age

sex

zipcode

disease

22

M

47906

Flu

22

F

47906

Dysp.

52

F

47905

bron

54

M

47302

Flu

60

M

47302

Dysp.

64

F

47304

gastritis

(d)The Sliced Table

Algorithm diversity-check(T, ∗ , l)
1. for each tuple t∈T , L[t] = Ø
2. for each bucket B in ∗
3. record f(v) for each column value v in bucket B.
4. for each tuple t ∈ T
5. calculate p(t,B) and find D(t,B).
6. L[t] = L[t] {<p(t,B),D(t,B)>}.
7. for each tuple t∈T
8. calculate p(t, s) for each s based on L[t].
9. if p(t, s)≥ 1/l, return false.
10. return true.

Age,Sex

Zipcode,Disease

22,M
22,F
52,F

4905,bron
4906,dysp
4906,flu

54,M
60,M
64,F

47304,gast
47302,flu
47302,dysp
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table Zipcode and Disease form one column, enabling
inferences about their correlations. Attribute
correlations are important utility in data publishing.
For workloads that consider attributes in isolation,
one can simply publish two tables, one containing all
QI attributes and one containing the sensitive
attribute

Comparison with Generalization
There are several types of reordering for
generalization. The recoding that preserves the most
information is local recoding . In local recoding, one
first groups tuples into buckets and then for each
bucket, one replaces all values of one attribute with a
generalized value. Such a recoding is local because
the same attribute value may be generalized
differently when they appear in different buckets[7].
We now show that slicing preserves more
information than such a local recoding approach,
assuming that the same tuple partition is used. We
achieve this by showing that slicing is better than the
following enhancement of the local recoding
approach. Rather than using a generalized value to
replace more specific attribute values, one uses the
multiset of exact values in each bucket. We observe
that while one-attribute per-column slicing preserves
attribute distributional information, it does not
preserve attribute correlation, because each attribute
is in its own column. In slicing, one groups correlated
attributes together in one column and preserves their
correlation. For example,in the sliced table
,correlations between Age and Sex and correlations
between Zipcode and Disease are preserved. In fact,
the sliced table encodes the same amount of
information as the original data with regard to
correlations between attributes in the same column.
Another important advantage of slicing is its ability to
handle high-dimensional data. By partitioning
attributes into columns, slicing reduces the
dimensionality of the data. Each column of the table
can be viewed as a sub-table with a lower
dimensionality. Slicing is also different from the
approach of publishing multiple independent subtables are linked by the buckets in slicing.

V. CONCLUSION &FUTURE WORK
This work presents a new approach called slicing to
privacy preserving Microdata publishing. Slicing
overcomes the limitations of generalization and
bucketization and preserves better utility while
protecting against privacy threats. We illustrate how
to use slicing to prevent attribute disclosure and
membership disclosure. Our experiments show that
slicing preserves better data utility than generalization
and is more effective than bucketization in workloads
involving the sensitive attribute. The general
methodology proposed by this work is that: before
anonymizing the data, one can analyze the data
characteristics and use these characteristics in data
anonymization. The rationale is that one can design
better data anonymization techniques when we know
the data better. We show that attribute correlations
can be used for privacy attacks. slicing is a promising
technique for handling high dimensional data. By
partitioning attributes into columns, we protect
privacy by breaking the association of uncorrelated
attributes and preserve data utility by preserving the
association between highly-correlated attributes.
This work motivates several directions for future
research. First, we consider slicing where each
attribute is in exactly one column. An extension is the
notion of overlapping slicing, which duplicates an
attribute in more than one column. Finally, while a
number of anonymization techniques have been
designed, it remains an open problem on how to use
the anonymized data. In our experiments, we
randomly generate the associations between column
values of a bucket. This may lose data utility.
Another direction is to design data mining tasks using
the anonymized data computed by various
anonymization techniques.

Comparison with Bucketization
To compare slicing with bucketization, we first note
that bucketization [12] can be viewed as a special
case of slicing, where there are exactly two columns:
one column contains only the SA, and the other
contains all the QIs. The advantages of slicing over
bucketization can be understood as follows. First, by
partitioning attributes into more than two columns,
slicing can be used to prevent membership disclosure.
Our empirical evaluation on a real dataset shows that
bucketization does not prevent membership
disclosure. Second, unlike bucketization, which
requires a clear separation of QI attributes and the
sensitive attribute, slicing can be used without such a
separation. For dataset such as the census data, one
often cannot clearly separate QIs from SAs because
there is no single external public database that one
can use to determine which attributes the adversary
already knows. Slicing can be useful for such data.
Finally, by allowing a column to contain both some
QI attributes and the sensitive attribute, attribute
correlations between the sensitive attribute and the QI
attributes are preserved. For example in the Sliced
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Abstract- Recent technological advances have facilitated the widespread use of wireless sensor networks in many
applications such as battle field surveillance, environmental monitoring, biological detection and industrial diagnostics. In
wireless sensor networks, sensor nodes are typically power-constrained with limited lifetime, and thus it is necessary to
know how long the network sustains its networking operations. We can enhance the quality of monitoring in wireless sensor
networks by increasing the WSNs lifetime. At the same time WSNs are deployed for monitoring in a range of critical
domains such as military, healthcare etc. Accordingly, these WSNs are vulnerable to attacks. Now this proposed work
concentrate on maximizing the security of WSNs with the already existing approach for maximizing the lifetime of WSNs
(ACO-MNCC). This paper ensures sensed data security by providing authenticity, integrity, confidentiality. So, this
approach provides more effective and efficient way for maximizing the lifetime and security of the WSNs.

I. INTRODUCTION
morestrong verification will be done on the receiver
side(base station) to guaranty the authenticity and
integrity, confidentiality of the actual sensed data.
The rest of the paper is organized as follows. Section
2Proposed work and System Architecture. In Section
3 Security analysis of proposed work. In Section4
Experiments and Simulation Discussions.Section 5
concludes this paper

Wireless sensor networks (WSNs) are the most
important technologies which are used in variety of
applications. To impact these applications in realworld environments we need more efficient strategies
to guarantee security on the sensor readings as well as
to prolong or maximize the network lifetime. WSNs
use tiny and inexpensive sensor node devices; these
multifunctional devices perform limited and also
specific monitoring and sensing functions.The
existing approach for prolonging the lifetime of
WSNs is Ant Colony Optimization-based approach
for maximizing the number of connected covers [1].

II. PROPOSED WORK WITH SYSTEM
ARCHITECTURE
This proposed security of WSNs ensures authenticity,
confidentiality and integrity of the actual sensed data
in WSNs by providing a checking mechanism on the
receiver side. This will provide the evidence that the
packet has reached the destination without being
modified. Here, the first stage is to claim the weak
point of symmetric key, which is usually known as a
single point failure based on a single shared key. On
this basis, the symmetric key may be captured by enroute attack. Therefore, data integrity checking on
thereceiver side is needed through a hashing
operation by ensuring that the packet received was
un-altered during its transmission from a source to
destination by any intermediates. Below Figure 1 is
the proposedsecurity model.

This paper is mainly inspired by the work in where
the symmetric key (shared key) was used to ensure
the protection of actual sensed data in WSNs.
However, symmetric key can be extracted by an
attacker through a compromised node and without
checking integrity on the receiver side; this may
result on delivering a modified data to a base station
(BS). But now the aim of this paper is to
achieveauthenticity, confidentiality and integrity on
the actual sensed data. For that one-way hash
function and shared secret keys are used to ensure
security service on the sensed data.Main objective of
this paper is,
(1)Use the existing approach ACO-MNCC
constraints and Ant net routing algorithm to find
shortest path from sensor to sink formaximizing the
lifetime of WSNs.
(2) The privacy of the sensor readings will be
achievedthrough a service of anonymity which results
hidingthe source node identity along the transmission
pathand only the base station will identify the sender.
(3) On the packet delivery along the path from
source,node to base station node shared secret key
and hashfunction will defend an attack vector, and -

2.1. Sender Side
2.1.1. E(IDx|| Rn, Kbs).
Here, we apply concatenation between the source
sensor ID and random number Rn(with the same size
as the sensor identity) in order to provide protection
against brute-force search attacks and then we
encrypt them with Kbs(public Key of the base station
(receiver) to provide anonymity of the source node
against some attacks from attack vector.
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model,which can be established with the help of
hybrid key (asymmetric key and symmetric keyed
hash function) scheme. Onthis basis, asymmetric key
(between the sensor node and thebase station) is used
only for hiding the sensor node identity(anonymity),
which results on identity privacy while thesymmetric
keyed hash function is used to protect the wholeactual
sensed data.If an adversary compromises a sensor
node, he cannotsuccessfully deceive the base station
to perform insider attacks, due to the infeasible
computational properties ofkeyed hash functions.
This makes it extremely difficult foran adversary to
retrieve the necessary keys to decrypt or gainaccess to
the original message. This also provides a
simpleresistance in the case of nodes compromising,
as the keyestablished between non compromised
nodes remains confidential.
This scheme is also resilient to the second type of
nodecompromised, where an attacker injects the
nodes in thenetwork with the false identities. In this
case, the base stationwill be able to detect this attack
through a failure verificationof our anonymity
mechanism.If an insider attack (from a compromised
node) gets thepacket from that compromised one, it
could use the lastshared key to access the data, and
then, the false packet couldbe sent successfully to the
base station. In this case, the falsepacket will be
composed by two concatenated contents: fakedata
and genuine message digest. Therefore, the base
stationverification will indicate the attacker failure
point through anauthentication failure.

Figure 1: Security Model

2.1.2. E((Data), Kx,BS).
Secondly, we encrypt the sensed datawith
Kx,BSsymmetric key shared between sender and
basestation (receiver), as secrecy of actual sensed
data for providingconfidentiality.
2.1.3. E(H(Data), Kx,BS).
Next, we apply one-way hash functionon the sensed
data and to enhance data security we alsoencrypt the
message digest by the symmetric key (sharedsecret
key between the source node and the base station).
Toreach the
goal of ensuring authenticity ,
confidentiality and integrity onthe sensor readings
from the source to destination; then concatenatethe
cipher-text obtained in the previous step withthe later
result that becomes E(data,Kx, bs) || E(H(Data),Kx,
bs).

III. SECURITY ANALYSIS
Analyze the security of this schemewith respect to
two goals: the ability of the base station to detect an
altered message and the ability of the source node to
mask its identity (id) for data privacy issue. In this
scheme, the data packet is transmitted under the
keyed hash function covered by the shared key
Kx,BSbetween the sensor node and the base station.
Hence, the shared key Kx,BSis never disclosed during
transmission. The shared key Kx,BSis only known by
the related peers, that is, the sensor node and the base
station.

2.2. Receiver Side
2.2.1. D(IDx|| Rn,K∗BS).
Decryption to get source nodeidentity (ID) by using
the private key of the base station.
2.2.2. Integrity and Authentication Verification.
After separatingthe cipher text data E(Data) and the
cipher text messagedigest E(H(Data)) both will be
decrypted by using sharedsecret key between the
source node and the base station.Next, save the
plain-text message digest and then one-wayhash
function will be applied on the plain-text data
obtainedand finally we compare the result. Thus, the
overall processresults on checking data integrity to
ensure that during thetransmission from the source
node to destination (base station)the packet has not
been modified and authenticate thatthe packet has
been sent by legitimate user.In order to provide
protection against en-route attacks fromtraffic
analysis or fabrication during transfer from one
nodeto another, this proposed secure communication

An eavesdropper at the edge of the sensor node fails
tomonitor or capture the random number Rnas well as
theidentity of the sensor node based on hiding
features fromthe asymmetric key Kbs. On this basis,
without a propermatching of those dual keys (public
key of the base stationand private key of legitimate
sensor node), any maliciousnode will not gain access
to the context information or beingable to forward the
packets to next nodes. Therefore, thisattribute could
prevent camouflage and traffic attacks and beuseful
to protect sensor node privacy.The data packets from
the sensor node to the base stationare authenticated
by a keyed hash function. Before acceptingthe inward
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packet data and making further processing, the
receiver must verify the authentication. Based on
theinfeasible computational properties of a hash
algorithm, thebase station and sensor node could
avoid the attacks of denialof service.
According
to
the
above
analysis,
this
proposedscheme, which is simple and easy to
implement, can providerelatively strong protection
for sensor node networks.

Figure 2

3.1. Base Station Verification Theoretical Analysis.
An attackercan utilize devices with the same
capabilities as thesensor nodes in the network, either
by introducing sensornodes to the networks
deployment area or by destroyingsome of the nodes
in the network under attack.Assume that an adversary
j has known the secret key(shared) between source
node and base station. jwill haveaccess to the
concatenated data between message digest andactual
sensed data. As only base station has the knowledge
ofthe size of the cipher text (E[h(data),Kx,BS]),
therefore, j willnot be able to separate the
concatenated payload. If so, thenthe data will be
stolen or only modified according to whatkind of
attacker, but as one-way hash function has
followingproperties

Figure 3

V. CONCLUSION
This work proposed the security model and concat it
with ACO’s lifetime maximization technique for
WNSs. Both techniques used here helped to improve
the performance of the system. It achieves good level
of security in terms of authenticity, integrity, and
confidentiality as well as maximizing the lifetime of
WSNs. This work used hybrid key technique (i.e. the
combination of both symmetric and asymmetric key
technique) to construct the secured communication
model, unique symmetric secret key is shared
between sensor node and base station which ensures
the authentication, confidentiality and encrypted
hashed sensed data by this key ensures integrity.
Asymmetric key used to encrypt sender nodes ID
which provide anonymity of the source node against
some attacks from attacker. This approach overcomes
the limitations caused by symmetric key encryption
algorithm.

(a) H(x) = h;
whereh equals to the result of one-way
hash function of the message x. So given h, it is
infeasibleto find x (one-way property),
(b) H(x1) = H(x2) given x1 is infeasible to find
x2 (weakcollision resistance),
(c) H(x1) = H(x2), it is infeasible to find any x1
and x2(strong collision resistance).
Therefore, the infeasible computational properties of
aone-way hash function will help our scheme to
identify anychange that has occurred on the actual
sensed data during thetransmission from the source
node to the base station. Thusintegrity and
authenticity, confidentiality will be achieved.
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Abstract- Ad hoc networks are dynamically created and maintained by the individual nodes comprising the network. They
do not require a pre-existing architecture for communication purposes and do not rely on any type of wired infrastructure; in
an ad hoc network all communication occurs through a wireless median. The design and management of ad-hoc networks is
significantly a challenging one when compared to contemporary networks.
Authenticating the multicast session is an
important one. To authenticate several factors should be considered, major issue are resource constraints and the wireless
links. In addition to being resource efficient and robust, security solution must be provides to large group of receivers and to
long multi-hop paths. The authentication must be done without much delay and should independent of the other packets. In
existing TAM Tired Authentication scheme for Multicast traffic is proposed for ad-hoc networks. It exposed network
clustering to reduce the overhead and to improve the scalability. Its two tired hierarchy combines the time and secretinformation asymmetry to achieve the resource efficiency and scalability. In the proposed system, a Asynchronous
authentication scheme as using shared key management is proposed to resolve the most conflicting security requirements
such as group authentication and conditional privacy. The proposed batch verification scheme as a part of the protocol poses
a significant reduction in the message delay, then by using shared key process so requirement of the storage management is
very less.

I. INTRODUCTION
is a shared medium. This means that unlike wire line
systems, where there exist dedicated physical
connections between users, every user can essentially
receive an attenuated version what other users are
transmitting. In such a system, the manner of
transmission is broadcast of the signal and there is
interference in reception of a signal. Another property
of a wireless channel is its random time- varying
behavior due to the mobility of users and other
objects, as well as obstacles in the environment.

Wireless and mobile networks represent an
increasingly important segment of networking
research as a whole, driven by the rapid growth of
portable computing, communication and embedded
devices connected to the Internet. Overall, it is clear
that mobile, wireless and sensor devices will certainly
outnumber wired end-user terminals on the Internet in
the near future, strongly motivating consideration of
Fundamentally new network architectures and
services to meet changing needs. Over the next 10-15
years, it is anticipated that significant qualitative
changes to the Internet will be driven by the rapid
proliferation of mobile and wireless devices, which
may be expected to outnumber wired PC’s as early as
2010. The potential impact of the future wireless
Internet is very significant because the network
combines the power of computation, search engines
and databases in the background with the immediacy
of information from mobile users and sensors in the
foreground. Wireless networks are of a fundamentally
different character: To begin with, wireless
connections are by nature significantly less stable
than wired connections. Effects influencing the
propagation of radio signals, such as shielding,
reflection, scattering, and interference, inevitably
require routing systems in ad hoc networks to be able
to cope with comparatively low link communication
reliability. Also, many scenarios for ad hoc networks
assume that nodes are potentially mobile.

Fig: Sources of challenges in analysis and design of
wireless networks.

More specifically, the channel to a given user might
have poor conditions at some times and favorable
conditions at other times. This is called the fading
behavior of the channel. In many situations, multiple
copies of the transmitted signal may be received with

Sources of Challenges in Wireless Networks
Features of the Wireless Medium
There are many features of the wireless medium that
distinguish it from other media. The wireless medium
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different delays and different strengths. This is
referred to as “multipath fading" and can severely
deteriorate the performance when the transmitted
signals have shorter duration (e.g., broadband
transmission). Conventionally, the goal is to combat
the randomness introduced by the environment.
However, in recent years, there has been another view
and that is to exploit the inherent randomness in the
environment to increase the performance.

identification information is maintained by the
routers.
Any host in a subnet can join a multicast group
without its subnet router passing identification
information about the host to other routers in the
distribution tree. This simplicity which makes the
strength of multicast routing, presents however, many
vulnerabilities:
1. IP multicast does not support closed groups. In
fact, multicast addresses are publicly known: joining
or leaving a group does not require specific
permissions. Hence, any user can join a multicast
group and receive messages sent to the group.
2. There is no access control to a multicast group:
an intruder can send data to the group without being a
valid member, and disturbs the multicast session or
eventually create bottlenecks in the network (Denial
of Service attack).
3. Data sent to the group may transit via many
unsecure channels. Thus, eavesdropping opportunities
are more important.

For instance, the multi-user diversity gain in the
downlink of cellular systems is based on this idea,
i.e., in a system of many users with random quality of
reception (fading), there exists one user with good
quality of reception with very high probability.
Efficient Use of Resources
Today's wireless systems are faced with an evergrowing demand for higher rates and quality of
services.
However, the available resources such as bandwidth,
power, and number of antennas are limited.
Therefore, efficient usage and allocation of these
resources is more important than ever. In many
scenarios, from mobile users in cellular networks to
sensor nodes deployed in a remote area, the
components of the network have limited power
supplies. In these networks, efficient use of the
available energy (power) supply is a critical issue.
Bandwidth is another valuable resource in wireless
systems, especially in high data rate broadband
communications. Also, there has been a great interest
in exploiting the spatial degrees of freedom in
wireless systems by deploying multiple antennas at
the transmitter and the receiver. The possibility of
using multiple antennas in a network (multi-user)
setup has been recently explored.

Security threats and countermeasures
There exist many security threats, inherent to the
distributed and open nature of IP multicast, that
require security countermeasures (cf. figure 1)

Fig1.Multicast Security Threats and their Countermeasures

Demands and Services
As mentioned earlier, wireless systems have become
highly heterogeneous. Different types of applications
such as voice, internet, and video-on-demand, are
provided over wireless networks. Depending on the
application, the main performance measure will vary.
For instance, video-on-demand applications not only
require high rates but also are sensitive to delay. For
many detection schemes, in ad-hoc networks
reliability is the main concern. In many scenarios,
resource allocation in wireless networks aims at
optimizing over two conflicting performance
measures at the same time, such as reliability and rate
or delay and rate. Finding strategies that provide
these different demands in an efficient manner is a
challenging task.

Denial of Service / Access Control: in the basic IP
multicast model, any node can send data to a
multicast session, and any node can become a
member of any multicast session. It is clear that this
model is vulnerable to Denial of Service (DoS)
attacks, where fraudulent users join or send data to
multicast sessions only to waste bandwidth or to
overwhelm other group members with garbage data
or malicious code. Solving these problems requires
controlling the ability of hosts to send data or to join
a multicast tree distribution. These are called
respectively: sender and receiver access control.
Eavesdropping / Confidentiality: in unicast
communication, two users can provide confidentiality
by encrypting data with a shared key. In multicast
communication, a group key is given to every
authorized member. This group key is used by the
sender as a symmetric key to encrypt the multicast
traffic. This becomes complicated when group

Security and Multicasting: a Complex Deal
The IP multicast model is attractive because it can
scale to a large number of members. However,
scalability is achieved due to the fact that no host
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membership is dynamic (members join and leave
continuously the multicast session). Research work in
group key management aims to provide efficient rekeying schemes for dynamic membership groups.

In 2011, Yunhao Liu & Jinsong Han proposed that,
Anonymizing Peer-to-Peer (P2P) systems often
incurs extra traffic costs , many systems try to mask
the identities of their users for privacy
considerations.[9]

Masquerading / Data Origin Authentication: data
origin authentication is the ability of group members
to verify the identity of the sender of a received
packet.

Existing anonymity approaches are mainly pathbased: peers have to pre-construct an anonymous path
before transmission. The overhead of maintaining and
updating such paths is significantly high and propose
Rumor Riding (RR), a lightweight and non-pathbased mutual anonymity protocol for decentralized
P2P systems. Employing a random walk mechanism,
RR takes advantage of lower overhead by mainly
using the symmetric cryptographic algorithm.[9]

There has been work that aims to efficiently provide
this level of authentication.
Leaking / Watermarking: encryption is generally
used to safeguard content while it is being transmitted
so that unauthorized persons cannot read the stream
from the network, but this offers no protection after
the intended receiver receives the data. There is no
protection against unauthorized duplication and
propagation by the intended receiver. Watermarking
can provide protection in the form of theft deterrence.
Watermarking is the embedding of some identifying
information into the content in such a way that it
cannot be removed by the user but can be extracted or
read by the appropriate party.

Rumor Riding, select the random walk as the rumor
spreading method. Rumor Riding (RR), a lightweight
and non-path-based mutual anonymity protocol for
decentralized P2P systems.[9] A Non-path-based
anonymous P2P protocol called Rumor Riding (RR).
To address security issues in the heterogeneous
WSNs, propose a secure clustering scheme along
with a deterministic pairwise key management
scheme based on public key cryptography[11]. The
proposed security mechanism guarantees that any two
sensor nodes located in the same cluster and routing
path can directly establish a pairwise key without
disclosing any information to other nodes.To Achieve
security Problems in Ad hoc Networks , Reza
Azarderskhsh and Arash Reyhani-Masoleh gave their
research results are
Information security in
infrastructureless wireless sensor networks (WSNs) a
secure clustering scheme along with a deterministic
pairwise key management scheme based on public
key cryptography to be mainly focussed.[11]
Scientists Shuhui Yang, Jie Wu, Jiannong Cao found
that A connected k-hop clustering network is formed
by electing cluster-heads in k-hop neighbourhoods
and finding gateway nodes to connect cluster-heads.
In their paper, the adjacency-based neighbour clusterhead selection rule (A-NCR) by extending the “2.5”
hops coverage theorem and generalizing it to k-hop
clustering.[12] The results show that the proposed
approaches generate a connected k-hop clustering
network, and reduce the number of gateway nodes
effectively. They gave their results that If the energy
has to saved and signal collision has to be reduced,
the number of these gateway nodes should be as few
as possible. Clustering protocols should be oriented
towards power-saving and energy-efficiency.

II. RELATED WORKS
In this section, we illustrate few methods used so far
for the source authentication & clustering methods. In
Previous researches, Tired Authentication method
were being used for authenticating Source & for
Message Integrity. Source Authentication schemes
used for multicast traffic in wired and single-hop
wireless networks unsuitable for ad-hoc networks.
TAM exploits network clustering in order to cut
overhead and ensure scalability. It achieves Intracluster Source Authentication and Inter-Cluster
Authentication. [8 ] The same kind of Research had
been done before to TAM in the name of TESLA.[
8] But The Main difference between TESLA & TAM
was Time Asymmetry
& Secret Information
Asymmetry.[8 ] Adrian Perrig & Ran Canetti had
undergone a research in terms of TESLA, They had
given the results : The main challenges of securing
multicast communication is source authentication, or
enabling receivers of multicast data to verify that the
received data originated with the claimed source and
was not modified enroute. [10]
The main idea of TESLA; is to have the sender attach
to each packet a MAC computed using a key known
only to itself. The receiver buffers the received packet
without being able to authenticate it. If the packet is
received too late, it is discarded. [10]
But
Eventhough the TESLA was very suitable for Source
Authentication & Message Integrity but there was a
limitation in TESLA protocol is that the receiver
needs to buffer packets during one disclosure delay
before it can authenticate them.

Dewan Tanvir Ahmed from University of Ottawa
said that Multicasting is intended for group
communication that supports the dissemination of
information from a sender to all the receivers in a
group[14].Two well-known examples of tree-based
multicast routing protocols are the Multicast Ad hoc
On-demand Distance Vector routing protocol
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(MAODV), and the Adaptive Demand-driven
Multicast Routing protocol (ADMR).

clustering problem.[5] KOCA aims at generating
connected overlapping clusters that cover the entire
sensor network with a specific average overlapping
degree. Although KOCA generates overlapping
clusters, the simulation results show that the clusters
are approximately equal in size. This is desirable to
achieve load balancing between different clusters.

In 2006, One of the main challenge is to judge
whether or not a routing message originates from a
trustworthy node. The solution thus far is
cryptographically signed messages. The general
assumption is that nodes in possession of a valid
secret key can be trusted. Consequently, a secure and
efficient key-management scheme is crucial. Keys are
also required for protection of application data.[15]
Keys are a prerequisite to bootstrap a protected
network service. This article surveys the state of the
art within key management for ad hoc networks, and
analyzes their applicability for network-layer
security. The solution would give little flexibility and
scale badly.

III. SYSTEM MODEL
Architecture Model
The simulation work has been done with The
Network Simulator ns-2, Version 2.29. In the
simulation 50 nodes are randomly distributed within
the network field of size 2400mx2400m. Ad hoc
network topology is formed with the help of various
nodes creation. Clusters are formed based on the
location and their connectivity with other nodes. Each
cluster is controlled by the cluster heads from them
only messages are passed to another cluster. Source
nodes are in connection with cluster heads.

Ossama Younis and Sonia Fahmy , Research Scholars
from Purdue University researched in topic - a new
energy - efficient approach for clustering nodes in ad
hoc sensor networks.[16] Based on this approach, a
protocol, HEED
(Hybrid Energy-Efficient
Distributed clustering), that periodically selects
cluster heads according to a hybrid of their residual
energy and a secondary parameter, such as node
proximity to its neighbours or node degree.

Key Establishment
In our proposed we use RSA based key generation.
And then we use of hashing technique for memory
optimization. One pair wise key and one shared key
will be created.

For Multicast stream Authentication Purpose, Adrian
Perrig, Ran Canetti, IBM T.J. Watson proposed two
schemes TESLA & EMSS.[3] TESLA has been
discussed before, as it offers sender authentication,
strong loss robustness, high scalability, and minimal
overhead, at the cost of loose initial time
synchronization and slightly delayed authentication
and for EMSS , It offers non repudiation of origin,
high loss resistance, and low overhead, at the cost of
slightly delayed verification.

Group key management (intra cluster)
Nodes get keys dynamically in the key distribution
phase and then start to broadcast their geographic
based.

Dirk Balfanz, D. K. Smetters proposed a solution for
secure communication and authentication in ad-hoc
wireless networks & also for presented new schemes
for peer-to-peer authentication in ad-hoc wireless
networks.[6] Some of the Important Schemes which
has been introduced by them are Use of locationlimited channels, Novel location-limited channels,
Concrete pre-authentication protocols, Group
communication, No reliance on Public Key
Infrastructure.

Shared key management (inter cluster)
Leader get keys dynamically in the key distribution
phase and then start to broadcast their geographic
condition messages per.All leader nodes getting keys
from the server form, as illustrated in the
communication range of leader is 300 meter. The key
was asymmetric based shared key method in each
cluster heads have a common key for sharing.

All nodes getting keys from the same leaderform a
group, as illustrated in the communication range of
RSUs is 300 meter. The key was asymmetric based
group key method in both Leader and member have
a common key for sharing.

In the transmission of data packet in the network, the
encrypted data, hash key and public key are
transmitting in the three different paths for the further
more security.

In 2002, A Research has been proposed a System for
one-time signature scheme called “BiBa”(for “Bins
and Balls”).[7] But BiBa’s main disadvantage is the
time required to sign a message, which is longer than
in most previously proposed one-time signature
schemes.

Performance Evaluation
Performance can be compared by analysing both the
theoretical and simulation results under our protocol
with those under the protocol in Since the cooperative
authentication protocol is of particularly importance
in the high-load scenario, we thus only focus on the
highway scenario in this part. We assume six percent

Moustafa A. Youssef & his team proposed a
randomized,
distributed
multihop
clustering
algorithm (KOCA) for solving the overlapping
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of the vehicles are malicious in our simulations.
Malicious vehicles always send invalid RBM.
IV. CONCLUSION:
TAM Tired Authentication scheme for multicast
session, here it used to authenticate the source and to
prevent the messages from the intruders. It proposed
two tired for time and secret information asymmetry
in order to achieve the scalability and resource
efficiency. In future, we are going to extend the
implementation with RSA 3 key techniques.
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Abstract- A Mobile Ad hoc Network (MANET) is a self-configuring system of mobile routers (and associated hosts)
connected by wireless links -the union of which form an arbitrary topology. The routers are free to move randomly and
organize themselves arbitrarily; thus, the network's wireless topology may change rapidly and unpredictably. Such a network
may operate in a standalone fashion, or may be connected to the larger Internet operating as a hybrid fixed/ad hoc network.
They can be studied formally as graphs in which the set of edges varies in time. The main method for evaluating the
performance of MANET's is simulation. This paper presents a new adaptive and dynamic routing algorithm for MANET's
inspired by the Ant Colony Optimization (ACO) algorithms. Ant colony optimization algorithms have all been inspired by a
specific foraging behavior of ant colonies which are able to find, if not the shortest, at least a very good path connecting the
colony’s nest with a source of food. Evaluation of MANET's is based on the evaluation of the mean End-to-End delay to
send a packet from source to destination node through a MANET. The mean End-to-End delay is one of the most important
performance evaluation metrics in computer networks. Our new algorithm may give good results under certain conditions
such as, increasing the pause time and decreasing node density. The scenarios that can be applied for evaluating our routing
algorithm can have the following assumptions like: 2-D rectangular area, no obstacles, bi-directional links, fixed number of
nodes operate for the whole simulation time and nodes movements are performed according to the Random Waypoint
Mobility (RWM) model..

I. INTRODUCTION
This is in contrast to the well-known single hop
cellular network model that supports the needs of
wireless communication by installing base stations as
access points. In these cellular networks,
communication between two mobile nodes completely
relies on the wired backbone and the fixed base
stations. In a MANET, no such infrastructure exists
and the network topology may dynamically change in
an unpredictable manner since nodes are free to move
as shown in Figure.

Ad hoc networks are emerging as the next generation
of networks and defined as a collection of mobile
nodes forming a temporary (spontaneous) network
without the aid of any centralized administration or
standard support services. In Latin, ad hoc literally
means “for this,” further meaning “for this purpose
only,” and thus usually temporary
An ad hoc network is usually thought of as a network
with nodes that are relatively mobile compared to a
wired network. Hence the topology of the network is
much more dynamic and the changes are often
unpredictable oppose to the Internet which is a wired
network. This fact creates many challenging issues,
since the objectives of how routing should take place
is often unclear because of the different resources like
bandwidth, battery power and demands like latency.
The routing protocols used in ordinary wired networks
are not well suited for this kind of dynamic
environment.

As for the mode of operation, ad hoc networks are
basically peer-to-peer multi-hop mobile wireless
networks where information packets are transmitted in
a store-and-forward manner from a source to an
arbitrary destination, via intermediate nodes.

IETF Definition of Ad hoc Network
A Mobile Ad hoc Network (MANET) is a selfconfiguring system of mobile routers (and associated
hosts) connected by wireless links -the union of which
form an arbitrary topology.
Figure 1: Dynamic topology in ad hoc networks

The routers are free to move randomly and organize
themselves arbitrarily; thus, the network's wireless
topology may change rapidly and unpredictably. Such
a network may operate in a standalone fashion, or may
be connected to the larger Internet operating as a
hybrid fixed/ad hoc network.

A MANET topology can also be defined as a dynamic
(arbitrary) multi-hop graph G = (N, L), where N is a
finite set of mobile nodes MNs and L is a set of edges
which represent wireless links. A link (i, j) L exists
if and only if the distance between two mobile nodes
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is less or equal than a fixed radius r as shown in
Figure 2. This r represents the radio transmission
range that depends on wireless channel characteristics
including transmission power. Accordingly, the
neighborhood of a node x is defined by the set of
nodes that are inside a circle (assume that MNs are
moving in a two-dimensional plane) with center at x
and radius r, and it is denoted by Nr(x)
=Nx={nj|d(x,nj) ≤ r,x≠nj, j N, j ≤|N|}, where x is an
arbitrary node in graph and d is a distance function .

• Path Maintenance which is responsible for
maintaining the selected path.
III. FEATURES DESIRED FOR A ROUTING
PROTOCOL IN AD -HOC NETWORKS
1. The protocol should adapt quickly to topology
changes.
2. The protocol should provide loop free routing.
3. The protocol should provide multiple routes from
the
source to destination and this will solve the
problems of congestion to some extent.
4. The protocol should have minimum control
message overhead due to exchange of routing
information when topology changes occur.
5. The protocol should allow quick establishment of
routes so that they can be used before they become
invalid.
IV. SWARM INTELLIGENCE
Swarm intelligence (SI) is an artificial intelligence
technique based around the study of collective
behavior in decentralized, self-organized systems. The
expression "swarm intelligence" was introduced by
Beni & Wang in 1989, in the context of cellular
robotic systems.

Figure 2: The graph of a wireless ad hoc network

SI systems are typically made up of a population of
simple agents interacting locally with one another and
with their environment. Although there is normally no
centralized control structure dictating how individual
agents should behave, local interactions between such
agents often lead to the emergence of global behavior.
Examples of systems like this can be found in nature,
including ant colonies, bird flocking, animal herding,
bacteria molding and fish schooling. to be considered
the best source for solving these complex problems.

A path (route) from node i to node j, denoted by Rij is
a sequence of nodes Rij=(i,n1, n2,…,nk, j) where
(i,n1), (nk,j) and (ny,ny+1) for 1≤ y ≤ k-1 are links. A
simple path from i to j is a sequence of nodes with no
node being repeated more than once. Due to the
mobility of the nodes, the set of paths (wireless links)
between any pair of nodes and distances is changing
over time. New links can be established and existing
links can vanish.
II. ROUTING
FUNCTIONS

DEFINITION

AND

BASIC

We encountered ants in our Regular life. It is not the
individual ant that draws your attention, but the
collective behavior of the line of ants, as they walk off
with your food that is impressive. Ants are considered
a social insect, a group that contains other insects such
as bees, and some caterpillars. It is their social
structure and how ants make use of it that peaks the
scientists’ interests. An individual ant is relatively
unintelligent, but when they are part of a colony,
“complex group behavior emerges from the
interactions of individuals who exhibit simple
behaviors by themselves .This phenomenon is
indicative of all swarm intelligences such as bees,
birds, fish, and the economy, which is another
example of swarm intelligence, where something is
created that is greater than the sum of its parts. One of
the complex behaviors that naturally emerges from
individual any behavior is the ability to determine the
shortest path between two points. The ants must leave
their nest in search of food, but the colony doesn’t
know where any food is currently located. The

• Path generation which generates paths according to
the assembled and distributed state information of the
network and of the application;
• Path selection which selects appropriate paths based
on network and application state information;
• Data forwarding which forwards user traffic along
the selected route;

Figure3: Routing and basic functions
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individual ants make their decisions on which
direction to go just on chance, they have just as much
probability of going one direction as another. As soon
as an ant finds food it will take some back to the nest.
As ants move they leave behind a chemical substance
called pheromone, which other ants can smell and
identify that an ant has been there before.

applied to an impressive number of optimization
problems as explained above.

Figure 4: Ants converging on the shortest path between a food
source and the nest

This is modeled by particles in multidimensional
space that have a position and a velocity. These
particles are flying through hyperspace (i.e.,
) and
have two essential reasoning capabilities: their
memory of their own best position and knowledge of
the swarm's best, "best" simply meaning the position
with the smallest objective value. Members of a
swarm communicate good positions to each other and
adjust their own position and velocity based on these
good positions.

Particle Swarm Optimization
Particle swarm optimization (PSO) is a form of swarm
intelligence. Imagine a swarm of insects or a school of
fish. If one sees a desirable path to go (e.g., for food,
protection, etc.) the rest of the swarm will be able to
follow quickly even if they are on the opposite side of
the swarm. On the other hand, in order to facilitate
felicitous exploration of the search space, typically
one wants to have each particle to have a certain level
of "craziness" or randomness in their movement, so
that the movement of the swarm has a certain
explorative capability: the swarm should be influenced
by the rest of the swarm but also should independently
explore to a certain extent. (This is a manifestation of
the basic exploration-exploitation tradeoff that occurs
in any search problem.).

The ants that find the closest food source will be able
to leave more amounts of pheromone since their travel
time is less then the other ants. When other ants
finally return to the nest, they will decide where to go
based upon the amount of pheromone that they smell.
“The stronger the pheromone level, the more likely an
ant is to take that route” As more and more ants take
the shorter path, the pheromone level increases until
every ant is taking the same shorter path as shown in
figure.

There are two main ways that this communication is
done:

The natural behavior of these ants and be programmed
into an ant algorithm, which we can use to find the
shortest path within graphs. Since most problems can
be reduced to a graph, being able to find the shortest
path through a graph often provides the simplest and
fastest solution to the problem. Each ant can be
represented by an agent in the program that has only
has limited abilities, such as sensing and dispensing
pheromone, and a memory so that any agent can trace
its steps backwards through the graph in order to
determine the length of the tour. When an agent
senses other agents pheromone it will receive positive
feedback in decided to choose the popular path. The
positive feedback triggers autocatalysis, meaning that
a small amount of positive feedback results in more
positive feedback and so on and so forth.





a global best that is known to all and
immediately updated when a new best position
is found by any particle in the swarm
"neighborhood" bests where each particle only
immediately communicates with a subset of the
swarm about best positions

An algorithm is presented below where there is a
global best rather than neighborhood bests.
Neighborhood bests allow better exploration of the
search space and reduce the susceptibility of PSO to
falling into local minima, but slow down convergence
speed. Note that neighborhoods merely slow down the
proliferation of new bests, rather than creating isolated
sub swarms because of the overlapping of
neighborhoods: to make neighborhoods of size 3, say,
particle 1 would only communicate with particles 2
through 5, particle 2 with 3 through 6, and so on. But
then a new best position discovered by particle 2's
neighborhood would be communicated to particle 1's
neighborhood at the next iteration of the PSO
algorithm presented below. Smaller neighborhoods
lead to slower convergence, while larger
neighborhoods to faster convergence, with a global
best representing a neighborhood consisting of the
entire swarm.

Swarm Intelligence Algorithms
Ant colony optimization
Ant colony optimization or ACO is a meta heuristic
optimization algorithm that can be used to find
approximate solutions to difficult combinatorial
optimization problems. In ACO artificial ants build
solutions by moving on the problem graph and they,
mimicking real ants, deposit artificial pheromone on
the graph in such a way that future artificial ants can
build better solutions. ACO has been successfully
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table consists of (destination address, next hop,
pheromone value). The node interprets the source
address of the FANT as destination address, the
address of the previous node as the next hop and
computes the pheromone value depending on the
number of hops the FANT needed to reach the node.
The node forwards the FANT to its neighbors. If the
FANT reaches the destination, a BANT will be
returned to the source.

V. STEPS TO SOLVE A PROBLEM USING
ACO
• The first step consists mainly of the pheromone
trail initialization.
• The second step is the iteration step, where each
ant constructs a complete solution to the problem
according to a probabilistic state transition rule. The
state transition rule depends mainly on the state of the
pheromone. Step1: Initialization
Initialize the pheromone trail
Step2: Iteration
For each the pheromone trail
- Solution construction using the current
pheromone trail
- Evaluate the solution constructed
- Update the pheromone trail
- Until stopping criteria
Once all ants generate a solution, a global pheromone
updating rule is applied in two phases:
• An evaporation phase where a fraction of the
pheromone evaporates
• A reinforcement phase where each ant deposits
an amount of pheromone that is proportional to the
fitness of its solution. This process is iterated until
reaching stopping criteria.

The BANT will take the same path as the FANT but
in the opposite direction as indicated in Figure. When
the sender receives the BANT from the destination
node, the path is established and data packets can be
sent. Figures 4 and 5 schematically depict the route
discovery phase.

Figure 5: Route discovery phase by backward ant

VI. ANT – COLONY ROUTING ALGORITHM
FOR ROUTING IN MANETS

Route Maintenance
Route maintenance is responsible for the improvement
of the routes during the communication. ARA does
not need any special packets for route maintenance.
Once the FANT and BANT have established the
pheromone tracks for the source and destination
nodes, subsequent data packets are used to maintain
the path. Similar to the nature, established paths do
not keep their initial pheromone values forever. A
high decay rate will quickly reduce the pheromone
value. If a regular time interval of one second is taken,

This Ant-Colony Based Routing algorithm presents a
detailed routing scheme for MANETs. It is similarly
constructed as many other routing approaches and
consists of three phases.
Route Discovery
Route discovery is responsible for creating new
routes. The creation of new routes requires the use of
a forward ant (FANT) which is initiated at the source
and a backward ant (BANT) which is initiated at the
destination. The FANT is a small packet with a unique
sequence number. A forward ant is broadcasted by the
sender and will be relayed by the neighbors of the
sender as shown in Figure below

the decreasing formula will be ϕi,j = (1- q). ϕi,j ,
where ϕi,j is the pheromone concentration and
q (0,1]. Every time data passed by the pheromone
value in the routing table will be increased by ϕi,j =
ϕi,j + Δϕ where Δϕ is a constant amount of
pheromone. ARA prevents loops by a very simple
method, which is also used during the route discovery
phase. Duplicated FANTs can be identified through
the unique sequence number and are removed. If a
node receives a duplicated packet, it will set the
DUPLICATE_ERROR flag and send the packet back
to the previous node. The previous node deactivates
the link to this node so that packets cannot be sent
anymore to this direction.
Route Failure Handling
Route failure handling is responsible for handling
routing failures that caused especially through node
mobility which is very common in mobile ad hoc
networks. ARA recognizes a route failure through a

Figure 5: Route discovery phase by forward ant

A node receiving a FANT for the first time creates a
record in its routing table. A record in the routing
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missing acknowledgment. The ROUTE_ERROR is
set when the node misses an acknowledgment. When
this occurs, first, the link will be disabled and then it
will check if there exists any other route to the
destination node. If no route exists to the destination,
it will inform its neighbors, hoping that they can
forward the packet toward the destination. If none of
the neighbors can forward the packet toward the
destination, the packet is sent back to previous nodes
until the source has been reached. Control bandwidth
overhead is minimized and remains constant across
several degrees of the network volatility.
VII. DETAILED EXPLANATION OF
ALGORITHM

• The forward ant checks its stack memory
whether node k has already been visited before or not.
If it has been visited, there will be a cycle in the ant’s
path and this cycle will be deleted from the memory.
The cycle’s nodes are popped from the ant’s stack and
all the memory about them is destroyed. The forward
ant updates its memory by adding a new (k,tk) pair to
the memory as indicated in Figure 6.
• If node k is not the destination node then the
forward ant determines the next node to go to by using
the probabilities in the row of the routing table of node
k which represents the destination node.

THE

In the nature, ants lay pheromone and so they produce
pheromone trails between the nest and a food source.
On a computer, the pheromone has been replaced by
artificial stigmergy, the probabilities in the routing
tables. To compute and update the probabilities,
intelligent agents are introduced to replace the ants.
There exist two kinds of agents, the forward agents
and the backward agents. All forward and backward
agents have the same structure. The agents move
inside the network by hopping at every time step from
a node to the next node along the existing links. The
agents communicate with each other in an indirect
way by concurrently reading and writing the routing
tables on their way.

Figure 6. Trip time memory stack for one ant and cycle
detection

In the first iteration of our algorithm, all the links from
a node k to its neighbor nodes have equal
probabilities, so the forward ant goes randomly to any
one of its neighbor nodes. In the successive iterations,
the selection of the next hop is done according to
roulette wheel selection rule. This simplest selection
scheme also called stochastic sampling with
replacement. This is a stochastic algorithm and
involves the following technique: The individuals
(nodes of each routing table) are mapped to
contiguous segments of a line, such that each node’s
segment is equal in size to its fitness (probability of
routing). A random number between 0 and 1 is
generated for every link to a neighbor node according
to the magnitude of the probabilities and the node
whose segment spans the random number is selected.
This technique is analogous to a roulette wheel with
each slice proportional in size to the fitness.
Backward Ants

The forward and backward agents receive percepts
from the environment so they can do certain actions.
Condition action rules are used to define what action
should be chosen under which situation. The current
situation is defined by the percept and the stored
internal state.
The internal state of the agents is a kind of memory
which stores a list of (i,ti) pairs. Every such pair
represents a node that has been visited by the forward
agent. i is the identifier of the visited node and ti is the
time a packet takes to travel the link from the last
visited node to this node under the current traffic
situation.

The backward ant (backward agent) inherits the
memory from the forward ant. The task of the
backward ant is to go back to the source node s along
the same path as the forward agent but in the opposite
direction and to update the routing tables on this path.
At every visited node k on the way back to the source
node a backward agent does the following:

Forward Ants
Each node s periodically sends a forward ant (forward
agent) Fs→d to a randomly chosen destination node d
throughout the network. The task of the forward ant is
to discover a feasible, low-cost path to the destination
and to gather useful information on its trip. Every ant
will present a package sent from s to d through the
network and each forward ant packet contains the
following fields; id number of source node, id
number of destination node and stack memory.

• The backward agent updates the routing table of
node k by using the travel times stored in its memory.
The update process is explained in the next section.
• If node k is not the source node then the
backward agent uses its memory to determine the next
link of the path back to the source node. The
backward agent goes to the next node along that link.
• If node k is the source node then the backward
agent is killed.

At every visited node k on the way to the destination
node, a forward ant does the following:
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where r (0,1] is the reinforcement factor which is
central to express path quality. The reinforcement
factor should be a factor of trip time of the node
neighborhood. This factor is given by the relationship
r=t1/t2 where t1 is the minimum trip time of all the
forward ants, and t2 is the trip time of the current
forward ant from a node to the destination node.
pnew(i) is the new probability and pold (i) is the old
probability for a node i in the routing table. Note that
equation (2) always increases the probability pnew(i),
what means that every update is a positive feedback.
This resembles the pheromone of the ants where every
dropped pheromone increases the strength of a
pheromone trail but not weakens it. The reinforcement
factor ensures that the probability increase is inversely
proportional to the travel time of the forward ant. The
higher the time t2, the lower the probability and the
lower the time t2, the higher the probability. By that,
good paths receive a strong update while bad paths
receive a low update only.

Let’s summarize the indirect communication of the
intelligent agents via artificial stigmergy: The forward
agents use the routing tables (artificial stigmergy) of
the nodes to find their way to the destination node.
They only have reading access to the routing tables
and can not change the probabilities. The backward
agents use their memory to find the way back to the
source node. On their way back, they update the
routing tables by changing some of the probabilities.
By that, the probabilities in the routing tables change
very fast, possibly several times a second. The next
forward agents that visit the nodes will find other
values in the routing tables and therefore other
conditions under which they react. By this indirect
communication between the forward ants and the
backward ants, an emergent behavior of the quite
simple ants arises like in ant colonies that leads to
optimize routes
Updating Routing Tables
Updating in routing tables at each node will be done
by backward ants using ant’s trip times.

VIII. CONCLUSION

At every visited node k on the way back to the source
node, a backward ant updates some of the
probabilities in the routing table of node k by using the
travel information in its memory which was collected
by the forward ant. The backward ant retraces the path
of the forward ant by popping the stack, making
modifications in the routing tables at each
intermediate node according to the following learning
rules:
IF (node was in the path of the ant)
THEN pnew(i) = pold (i) + r [1- pold (i)] (2)
ELSE pnew(i) = pold (i) - r pold (i) (3)

As a special type of network, Mobile Ad hoc
Networks (MANETs) have received increasing
research attention in recent years. There are many
active research projects concerned with MANETs.
Mobile ad hoc networks are wireless networks that
use multi-hop routing instead of static networks
infrastructure to provide network connectivity.
MANETs have applications in rapidly deployed and
dynamic military and civilian systems. The network
topology in MANETs usually changes with time.
Therefore, there are new challenges for routing
protocols in MANETs since traditional routing
protocols may not be suitable for MANETs. For
example, one assumption is that a node can receive
any broadcast message sent by others in the same
subnet. However, this may not be true for nodes in a
wireless mobile network.

where r (0,1] is the reinforcement factor which is
central to express path quality. The reinforcement
factor should be a factor of trip time of the node
neighborhood. This factor is given by the relationship
r=t1/t2 where t1 is the minimum trip time of all the
forward ants, and t2 is the trip time of the current
forward ant from a node to the destination node.
pnew(i) is the new probability and pold (i) is the old
probability for a node i in the routing table. Forward
Ant (1→ n)

The bandwidth in this kind of network is usually
limited. Thus, this network model introduces great
challenges for routing protocols. Moreover, some
protocols cannot efficiently handle topology changes.
Researchers are designing new MANETs routing
protocols, comparing and improving existing
MANETs routing protocols before any routing
protocols are standardized using simulations.

Figure: Forward and backward ant’s path

Ant Colony Optimization (ACO) metaheuristic is one
of the most recent bio inspired metaheuristics. It
simulates ants behavior when they search for food to
solve complex combinatorial problems. Ant systems
are self organizing systems which have many of the
characteristics of self-organizing systems. Ant colony
optimization (ACO) algorithms are a method for
optimization and reinforcement learning. Most
importantly, they are decentralized, robust and

The backward ant retraces the path of the forward ant
by popping the stack, making modifications in the
routing tables at each intermediate node according to
the following learning rules:
IF (node was in the path of the ant)
THEN pnew(i) = pold (i) + r [1- pold (i)] (2)
ELSE pnew(i) = pold (i) - r pold (i) (3)
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resilient. These features make ants a good choice for
dynamic environments where short paths need to be
found, such as in MANETs. New routing protocols
based on ACO algorithms are being developed to
provide higher performance and greater reliability on
MANETs over the traditional protocols. There are
many areas in which ant algorithms improved over
traditional network routing techniques such as
scalability, fault tolerance, adaptation, speed,
modularity, autonomy and parallelism. The main
purpose is to apply ant algorithms to a dynamic
environment such as mobile ad hoc network. We are
implementing a routing algorithm working on a
simulated network.

• Increasing the pause time leads to a decrease in
the mean End-to-End delay.
• There is no significant effect on the delay
between RWM and BSAM models.
• Increasing in the number of nodes will cause
increasing in the mean time for loop detection.
• Our proposed ant algorithm results in a
considerable reduction in the mean End-to-End delay.
Finally, we can conclude that the considered ant
algorithm is able to cope with this type of dynamic
networks, in particular its ability to improve the
system performance which has been reflected in our
model.
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Abstract- Cloud computing is a centralized infrastructure which works on pay per use basis. Various services are provided
by the cloud which includes computing, simple storage service, e-mail services etc. The scalability is one of the major issues
in the cloud. Cloud storage is the main thing which is being examined now. Image storage in a cloud requires more effort. In
this technical world the amount of images from various sources have grown rapidly which includes images from the satellite,
images taken by human. People are interested to store their image in a cloud rather than any other physical device. This work
stores the image in a private cloud. An application stores the image in the front end. To eliminate storage related problems
under pay per use model in private cloud environment, various analysis and techniques to overcome and save hardware and
software consumption resources is introduced which in turn saves the investment for the cloud computing storage. This work
introduces various analysis and comparative solutions based on large volume customer requirements, which prefer to adopt
cloud computing technology and storage services. There are multiple algorithms based on the image processing and content
delivery for the high intensive images. An analysis is done which analyzes the pay per usage criteria of a cloud for an image
based on its intensity, volume and other features of the image. The benefits of the customer are the main thing which has to
be focused.
Keywords – Cloud storage, Cloud computing, Compression algorithm, .

I. INTRODUCTION
operations, while others are so large that the physical
equipment can fill up an entire warehouse.

A common tendency of a human is that once he has
gathered enough data, he starts finding a place to
store those data. Especially everyone with a computer
spends a lot of time acquiring data and then trying to
find a way to store it. For some computer owners,
finding enough storage space to hold all the data
they've acquired is a real challenge. Some people
invest in larger hard drives. Others prefer external
storage devices like thumb drives or compact discs.
Desperate computer owners might delete entire
folders worth of old files in order to make space for
new information. But some are choosing to rely on a
growing trend known as cloud storage.

The remainder of this paper is organized as follows:
Section II describe the overview of the proposed
cloud storage system. Section III describes the
hardware design of the proposed system.The
summary is presented in section IV.
II. OVERVIEW OF PROPOSED SYSTEM
Cloud computing has some unique key features
which separates this field from other computing fields.
It is these features that make the cloud computing
field highly efficient.

Cloud storage systems generally rely on hundreds of
data servers. Because computers occasionally require
maintenance or repair, it's important to store the same
information on multiple machines. Most systems
store
the
same
data
on servers that
use
different power supplies. That way, clients can access
their data even if one power supply fails. Not all
cloud storage clients are worried about running out of
storage space. They use cloud storage as a way to
create backups of data. If something happens to the
client's computer system, the data survives off-site.

Among these characteristics the scalability, cost and
security are the under main consideration. Clients
aren't likely to entrust their data to another company
without a guarantee that they'll be able to access their
information whenever they want and no one else will
be able to get at it. Encryption, which means they use
a complex algorithm to encode information. To
decode the encrypted files, a user needs the
encryption key. While it's possible to crack encrypted
information, most hackers don't have access to the
amount of computer processing power they would
need to decrypt information. Authentication
processes, which requires a user to create a password
and a username which he uses to login each time he
wants to run an application. Authorization practices,
the client lists the people who are authorized to

There are hundreds of cloud storage providers on
the Web. There are hundreds of different cloud
storage systems. Some have a very specific focus,
such as storing Web e-mail messages or digital
pictures. Others are available to store all forms of
digital data. Some cloud storage systems are small -
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access information stored on the cloud system. Many
corporations have multiple levels of authorization.
For example, a front-line employee might have very
limited access to data stored on a cloud system, while
the head of human resources might have extensive
access to files.

A. PRIVATE CLOUD
At the starting, a private cloud is created. The ubuntu
12.04 is installed into the system by downloading the
open source desktop version of Ubuntu. Ubuntu is a
computer operating system based on the Debian
Linux distribution and distributed as free and open
source software, using its own desktop environment.
Ubuntu is composed of many software packages, the
vast majority of which are distributed under a free
software license. The downloaded version will be in
the form of an iso file which should be followed by
the burn step in a compact disc. Then various steps
are followed to install this OS into the system. Ex.
Partitioning of hard drive etc. The latest version of
ubuntu that is 12.04 is installed.

Cloud storage is used under Pay per usage model.
Usually large scaled storage applications require
higher end storage resources that is only require
during the processing. This is the major concern
because the space might get wasted if the allocated
space is left unused. The unmanageable storage
buckets leads large volume of investment for
unmanaged / used data.

Eucalyptus is a software platform for on-premise
(private) infrastructure as a service (IaaS) clouds. It is
offered by Eucalyptus Systems, which provides IT
organizations and technology businesses with this
platform for on-premises IaaS. Eucalyptus was
originally built as an open source cloud product and
now supports enterprise-class private cloud as well as
hybrid cloud computing. Eucalyptus uses existing
infrastructure to create a scalable, secure web services
layer that abstracts compute, network, security groups
and storage. It takes advantage of modern
infrastructure virtualization software to create elastic
service pools that can be dynamically scaled up or
down depending on application workloads.
Eucalyptus 3.1.2 is installed.

III. SYSTEM ARCHITECTURE
An architecture diagram is the one which describes
the overall view of this work. It is the pictorial
representation of the entire work which is to be
carried out. This architecture consists of four
modules. Each module is listed separately and
described in detail in the later part. The base forms
the operating system that is ubuntu 12.04. Eucalyptus
tool is used on ubuntu to build the private cloud. An
interface lies on top of this where an application
should be deployed. This is built on web server.
Connectivity to database is created. Simple standard
storage is created as the end user application where
users store their data.
A compression method is used to compress the data
which is then decompressed back to its original
data.To compress the high resolution image and
decompress the image while retrieving the image
during delivery. To convert to lower end image size
(lets say 1MB image to 20kb image) and during
retrieval, convert back to best format. Convert to
lower end image and while delivery again convert to
the original size. To offload the volumes whenever
the data is not used for longer period. Algorithms to
control / manage the storage. The architecture given
below shows the detailed description and a pictorial
representation of the work.

Fig 2. Eucalyptus components

B. SETTING UP THE STORAGE
It’s a common tendency of a human that once he has
gathered enough data, he starts finding a place to
store those data. Especially everyone with a computer
spends a lot of time acquiring data and then trying to
find a way to store it. For some computer owners,
finding enough storage space to hold all the data
they've acquired is a real challenge. Some people

Fig.1 Block diagram of the system.
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invest in larger hard drives. Others prefer external
storage devices like thumb drives or compact discs.
Desperate computer owners might delete entire
folders worth of old files in order to make space for
new information. But some are choosing to rely on a
growing trend known as cloud storage.

use whatever resources provided by the providers and
pay for those resources. Some resources may be
costly and others may be cheap. It varies from one
resource to the other.
Various analysis and comparative solutions based on
certain large volume customer requirements in which
they adopted on the cloud computing technology and
storage services is introduced. If you want to protect
your data from every probable hazard caused by
physical, human and digital factors that can harm the
availability of your critical applications, Pay Per
Cloud’s managed solutions deliver 100% secured and
dynamic managed facilities for all your hosting
needs.At Pay Per Cloud, it leverages users investment
in the latest technologies for delivering superior
internet and networking performance and the highest
level of uptime – at a price point, which is very
difficult for most organizations to match on their
own.

A front end application is created which requests the
user to store their data such as raw data or images. S3
refers to simple storage service which provides a
storage facility to the end users. Companies like
Amazon provide provisions for storing various data
and images. With the establishment of the Internet as
a giant storage place, metaphorically referred to
as The Cloud, local backups, cross-device syncing,
and local data storage is becoming more and more
redundant. In fact, the average user already stores a
bulk of personal data online. Soon, even the data
hoarders may find sufficient space in the digital cloud
to say goodbye to terabyte-sized hard drives and
complicated backup and sync procedures.

IV. CONCLUSION
Whether you maintain a webmail account like Yahoo,
Hotmail, or gmail or send and receive email via a
desktop client, your messages inevitably pass
through The Cloud and are stored on Internet servers,
at least temporarily. The advantage of a webmail
account that permanently stores your mails online, is
that you cannot lose important messages and data.
Some people even scan important documents and
mail them to their own webmail account in order to
have permanent access to them. It’s a thought worth
tossing around. Broadly there are three different types
of cloud storage service – online drives,
synchronization services and back-up tools.

A private cloud was built using ubuntu 12.04 OS
which is accessed by eucalyptus tool. This is the basic
step essential for further proceeding with the work.
The future work focuses on setting up a storage
application. Then compression is to be followed and
then an analysis is performed and the image
processing techniques for storing the images are
improved.
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Abstract-- Many People Use Public computers to browse the Web and perform important online activities. Since, text
password is the most popular form of user authentication on websites due to its convenience and simplicity. However, users’
passwords are prone to be stolen and compromised under different threats and vulnerabilities. Usually, public computers are
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I. INTRODUCTION
transaction will not be able to abuse it, since it will be
no longer valid. On the downside, OTPs are difficult
for human beings to memorize. Therefore they
require additional technology in order to work.

Many people desire ubiquitous access to their
personal computing environments. Text password is
the most popular form of user authentication on
websites due to its convenience and simplicity.
However, users’ passwords are prone to be stolen and
compromised
under
different
threats
and
vulnerabilities. Firstly, users often select weak
passwords and reuse the same passwords across
different websites. Routinely reusing passwords
causes a domino effect; when an adversary
compromises one password, she/he will exploit it to
gain access to more websites. Second, typing
passwords into untrusted computers suffers password
thief threat.

B. SMS Gateway
An SMS gateway is a Web site that allow users to
send SMS messages from a Web browser to people
within the Cell served by that gateway. An SMS
gateway can also serve as an international gateway
for users with Roaming capability, allowing SMS
communication away from the home network. SMS
gateways solve a common telecommunications
problem, that of different wireless telephony
providers
using
different
or
Proprietary
Communication Protocols. The gateway acts as a
relay, translating one protocol into another. Wireless
network operators use SMS gateways to connect
SMS centers (SMSCs). An SMSC is the portion of a
wireless network that handles SMS operations, such
as routing, forwarding and storing incoming text
messages on their way to desired endpoints. For
example, Nokia has an SMSC protocol called CIMD
whereas another SMSC vendor, CMG, has an SMSC
protocol called EMI. We cannot connect two SMSCs
if they do not support a common SMSC protocol. To
deal with this problem, an SMS gateway is placed
between two SMSCs. This is illustrated in the
following figure. The SMS gateway acts as a relay
between the two SMSCs. It translates one SMSC
protocol to another one. This way can be used by two
different wireless carriers to interconnect their
SMSCs for purposes such as enabling the exchange
of inter-operator SMS messages.

An adversary can launch several password stealing
attacks to snatch passwords, such as phishing, key
loggers and malware. It provides a user authentication
protocol, which leverages user’s cell phone and short
message service to thwart password stealing and
password reuse attacks. It proposes a simple approach
t counter these attacks, which cryptographically
separates a user’s long-term secret input from
typically un -trusted) client PCs. The user’s longterm secret (typically short and low-entropy) is input
through an independent personal trusted device such
as a cell phone. Users only need to remember a longterm password for login on all websites.
A. One-Time Password
A one-time password (OTP) is a password that is
valid for only one login session or transaction. OTPs
avoid a number of shortcomings that are associated
with traditional (static) passwords. The most
important shortcoming that is addressed by OTPs is
that, in contrast to static passwords they are not
vulnerable to replay attacks This means that a
potential intruder who manages to record an OTP that
was already used to log into a service or to conduct a

C. SOAP Protocols
First, defining Web Services using Web Services
Description Language (WSDL) will be reviewed.
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That will be followed by SOAP, which provides
means of sending messages.
1. A service provider describes its service
using WSDL. This definition is published to
a directory of services. The directory could
use Universal Description, Discovery, and
Integration (UDDI). Other forms of
directories can also be used.
2. A service consumer issues one or more
queries to the directory to locate a service
and determine how to communicate with
that service.
3. Part of the WSDL provided by the service
provider is passed to the service consumer.
This tells the service consumer what the
requests and responses are for the service
provider.
4. The service consumer uses the WSDL to
send a request to the service provider.
5. The service provider provides the expected
response to the service consumer.

II.

when keyloggers or backdoors are already installed
on it. . A one-time password is expired when the user
completes the current session. The long-term
password is used to protect the information on the
cell phone from a thief. This work
provides a
user to leverage a personal mobile device to
establish trust in a public computing device, prior
to resuming their environment on kiosk. Key
logging and phishing attacks can extract user identity
and sensitive account information for unauthorized
access to users’ financial accounts. Most existing or
proposed solutions are vulnerable to session hijacking
attacks. This web authentication techniques that use
an additional factor of authentication (e.g. a cell
phone).
III. SYSTEM ANALYSIS
A. EXISTING WORK
Text password is the most popular form of user
authentication on websites due to its convenience and
simplicity. However, users’ passwords are prone to
be stolen and compromised under different threats
and vulnerabilities. Firstly, users often select weak
passwords and reuse the same passwords across
different websites. Routinely reusing passwords
causes a domino effect; when an adversary
compromises one password, she will exploit it to gain
access to more websites. Second, typing passwords
into untrusted computers suffers password thief
threat. An adversary can launch several password
stealing attacks to snatch passwords, such as
phishing, key loggers and malware. It designs a user
authentication protocol named oPass which leverages
a user’s cell phone and short message service to
thwart password stealing and password reuse attacks.
It only requires each participating website possesses a
unique
phone
number,
and
involves
a
telecommunication service provider in registration
and recovery phases. Through this, users only need to
remember a long-term password for login on all
websites. After evaluating this prototype, we believe
this is efficient and affordable compared with the
conventional web authentication mechanisms.

PROBLEM DEFINITION AND
ASSUMPTIONS

A. Problem Definition
People nowadays rely heavily on the Internet since
conventional activities or collaborations can be
achieved with network services (e.g., web service).
Widely deployed web services facilitate and enrich
several applications, e.g., online banking, ecommerce, social networks, and cloud computing.
But user authentication is only handled by text
passwords for most websites. Applying text
passwords has several critical disadvantages. First,
users create their passwords by themselves. For easy
memorization, users tend to choose relatively weak
passwords for all websites. This behaviour causes a
risk of a domino effect due to password re use. To
steal sensitive information on websites for a specific
victim (user), an adversary can extract her password
through compromising a weak website because she
probably reused this password for other websites as
well. Second, humans have difficulty remembering
complex or meaningless passwords. Some websites
generate user passwords as random strings to
maintain high entropy. Some studies pay attention to
password management. These approaches could
mitigate this problem, but they also make the system
more complicated to use. In addition, phishing attacks
and malware are threats against password protection.
Protecting a user’s password on a kiosk is infeasible

B. PROPOSED WORK
The main Objective of this work is to free the users
from having to remember or type any passwords into
conventional computers for authentication. This work
involves a new component, the cellphone, which is
used to generate one-time passwords and a new
communication channel, SMS, which is used to
transmit authentication messages. Unlike generic user
authentication a user authentication protocol, which
leverages a user’s cell phone and short message
service to thwart password stealing and password
reuse attacks.Users only need to remember a longterm password for login on all websites. It is efficient
and affordable compared with the conventional web
authentication mechanisms. This long-term password
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is used to generate a chain of one-time passwords for
further logins on the target server. Then, the program
automatically sends a registration SMS message to
the server for completing the registration procedure.
User enters the long-term password; the server will
generate a one-time password and send a login SMS
securely to the mobile through SMS. This SMS is
encrypted by the one-time password.





After
getting
these
verification
codes(OTPs),we should enter these codes in
another webpage when registration which is
called as OTP verification.
Waiting For Accessing page will be in
processing mode.

B. Registration on Mobile device:
In this phase we need to install Opass application in
our Android mobile.when we go for registration it
will generate a signup page.
a) Steps:
 User has to fill up the registration form by
giving user’s details.
b) Long term password generation:
 Now,the mobile device will generate a Long
Term PWD for further successful logins.
 This Long Term PWD is used for secured
mobile web authentication .
 This will be stored in a encrypted form in
our database.
V. OPASS
C. User Authentication:
Online customers must have access to a computer and
a method of payment. In our system, the user
interactions are login, registration, communication,
online payments and transaction. User details are
handled in backend common database.In computer
security, a login or logon is the process by which
individual access to a computer system is controlled
by identifying and authenticating the user referring to
credentials presented by the user.A user can log in to
a system to obtain access and can then log out or log
off when the access is no longer needed. To log out is
to close off one's access to a computer system after
having previously logged in.

IV. OPASS
A. User Authentication:
Online customers must have access to a computer and
a method of payment. In our system, the user
interactions are login, registration, communication,
online payments and transaction. User details are
handled in backend common database.In computer
security, a login or logon is the process by which
individual access to a computer system is controlled
by identifying and authenticating the user referring to
credentials presented by the user.A user can log in to
a system to obtain access and can then log out or log
off when the access is no longer needed. To log out is
to close off one's access to a computer system after
having previously logged in.












a) Steps:
We open a particular website from which we
want to get the web services.
New user has to register their personal
details by entering into the new user mode.
Now it will open the the Registration Form.
User has to fill up everything and submit.
It will be stored on the Temporary table in
server’s database.
b) Mobile Email Validation &
Verification:
The server will generate Mobile and E-mail
verification
codes
(OTP-One
Time
Passwords).
These verification codes(OTPs) will be sent
to the corresponding Mobile( through SMS)
and Mail-ID .











c) Steps:
We open a particular website from which we
want to get the web services.
New user has to register their personal
details by entering into the new user mode.
Now it will open the the Registration Form.
User has to fill up everything and submit.
It will be stored on the Temporary table in
server’s database.
d) Mobile Email Validation &
Verification:
The server will generate Mobile and E-mail
verification
codes
(OTP-One
Time
Passwords).
These verification codes(OTPs) will be sent
to the corresponding Mobile( through SMS)
and Mail-ID .
After
getting
these
verification
codes(OTPs),we should enter these codes in
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another webpage when registration which is
called as OTP verification.
Waiting For Accessing page will be in
processing mode.



D. Registration on Mobile device:
In this phase we need to install Opass application in
our Android mobile.when we go for registration it
will generate a signup page.
a) Steps:
 User has to fill up the registration form by
giving user’s details.
c) Long term password generation:
 Now,the mobile device will generate a Long
Term PWD for further successful logins.
 This Long Term PWD is used for secured
mobile web authentication .
 This will be stored in a encrypted form in
our database.
E. OTP Encryption:
 The main security for our system is one time
password authentication.
Triple DES
algorithm is used for one time password
encryption.

application with more and more security.
Such as PIN code evaluation and OPASS
verification.
In this application we use Mail Services. In
this mail services we perform two
operations. Such a read a mail from server
and compose mail.

VI. CONCLUSION
The secured web authentication has been done
successfully by using two types of registration which
are named as Registration on Website and on the
Mobile device.The scalability and efficiency for
secured web authentication using a personal device
has been found out to be very essential. The Long
Term PWD has been generated for secured web
anthenthentication which means that secured and
successful Logins. The OTPs will be generated to
eliminate the problems of PWD Reuse and Weak
PWDs.The Long Term PWD will be stored in
encrypted form for security purpose.
Login and
Application Maintenance should be implemented in
the next phase which distributes the work among
many sub modules by using web and the mobile
device .

F. OTP Decryption:
 The One time password decryption process
done in android application using same
Treble DES algorithm and same key of
encryption.
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Abstract- Nowadays, as information systems are more open to the Internet, the importance of secure networks is
tremendously increased. New intelligent Intrusion Detection Systems (IDSs) which are based on sophisticated algorithms
rather than current signature-base detections are in demand. There is often the need to update an installed Intrusion Detection
System (IDS) due to new attack methods or upgraded computing environments. Since many current Intrusion Detection
Systems are constructed by manual encoding of expert knowledge, changes to them are expensive and slow. In data miningbased intrusion detection system, we should make use of particular domain knowledge in relation to intrusion detection in
order to efficiently extract relative rules from large amounts of records. This paper proposes new C45 decision tree approach
for intrusion detection system. Experimental results shows better results for detecting intrusions as compared to others
existing methods.
Index terms - decision tree, data mining,c45, network intrusion detection system

I. INTRODUCTION
based on extensive knowledge of patterns associated
with known attacks provided by human experts.
Pattern matching, data mining, and state transition
analysis are some of the approaches for Misuse
detection. Anomaly detection is based on profiles that
represent normal behavior of users, hosts, networks,
and detecting attacks of significant deviation from
these profiles. Statistical methods, expert system are
some of the methods for intrusion detection based on
Anomaly detection. The main motivation behind
using intrusion detection in data mining [5, 10, 12,
13, 15, 18] is automation. Pattern of the normal
behavior and pattern of the intrusion can be computed
using data mining. To apply data mining techniques
in intrusion detection, first, the collected monitoring
data needs to be preprocessed and converted to the
format suitable for mining processing. Next, the
reformatted data will be used to develop a clustering
or classification model. The classification model can
be rule-based, decision-tree based, association-rule
based, Bayesian-network based, or neural network
based.

Being widely used and quickly developed in recent
years, network technologies have provided us with
new life and shopping experiences, particularly in the
fields of e-business, elearning and e-money. But
along with network development, there has come a
huge increase in network crime. It not only greatly
affects our everyday life, which relies heavily on
networks and Internet technologies, but also damages
computer systems that serve our daily activities,
including business, learning, entertainment and so on.
Besides of this internal hacking is difficult to detect
because firewalls and Intrusion Detection Systems
usually only defend against outside attacks. Intrusion
Detection System (IDS) [3] is an important detection
used as a countermeasure to preserve data integrity
and system availability from attacks. Intrusion
Detection Systems (IDS) is a combination of software
and hardware that attempts to perform intrusion
detection. Intrusion detection is a process of gathering
intrusion related knowledge occurring in the process
of monitoring the events and analyzing them for sign
or intrusion. It raises the alarm when a possible
intrusion occurs in the system. The network data
source of intrusion detection consists of large amount
of textual information, which is difficult to
comprehend and analyze. Many IDS can be described
with three fundamental functional components –
Information Source, Analysis, and Response.
Different sources of information and events based on
information are gathered to decide whether intrusion
has taken place. This information is gathered at
various levels like system, host, application, etc.
Based on analysis of this data, we can detect the
intrusion based on two common practices – Misuse
detection and Anomaly detection. Misuse detection is

Intrusion Detection mechanism based on IDS are not
only automated but also provides for a significantly
elevated accuracy and efficiency. Unlike manual
techniques, Data Mining ensures that no intrusion
will be missed while checking real time records on
the network. Credibility is important in every system.
IDS are now becoming important part of our security
system, and its credibility also adds value to the
whole system. Data mining techniques can be applied
to gain insightful knowledge of intrusion prevention
mechanisms. They can help detect new vulnerabilities
and intrusions, discover previous unknown patterns
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of attacker behaviors, and provide decision support
for intrusion management. The proposed paper
organized as, Section 2 explains about data mining.
Section 3 introduces boosted decision tree.
Experiment and result included in Section 4 with
concluding conclusion in section 5.

points from one another [9, 16] as well as on
computing the densities of local neighborhoods [6].
Classifier construction is another important research
challenge to build efficient IDS. Nowadays, many
data mining algorithms have become very popular for
classifying intrusion detection datasets such as
decision tree, naïve Bayesian classifier, neural
network, genetic algorithm, and support vector
machine etc.
However, the classification accuracy of most existing
data mining algorithms needs to be improved,
because it is very difficult to detect several new
attacks, as the attackers are continuously changing
their attack patterns.

II. DATA MINING
Data mining (DM), also called Knowledge-Discovery
and Data Mining, is one of the hot topic in the field of
knowledge extraction from database. Data mining is
used to automatically learn patterns from large
quantities of data. Mining can efficiently discover
useful and interesting rules from large collection of
data. It is a fairly recent topic in computer science but
utilizes many older computational techniques from
statistics, information retrieval, machine learning and
pattern recognition. Data mining is disciplines works
to finds the major relations between collections of
data and enables to discover a new and anomalies
behavior.

Anomaly network intrusion detection models are now
using to detect new attacks but the false positives are
usually very high. The performance of an intrusion
detection model depends on its detection rates (DR)
and false positives (FP).Ensemble approaches [14,
17] have the advantage that they can be made to
adopt the changes in the stream more accurately than
single model techniques. Several ensemble
approaches have been proposed for classification of
evolving data streams. Ensemble classification
technique is advantageous over single classification
method. It is combination of several base models and
it is used for continuous learning. Ensemble classifier
has better accuracy over single classification
technique. Bagging and boosting are two of the most
well-known ensemble learning methods due to their
theoretical performance guarantees and strong
experimental results. Boosting has attracted much
attention in the machine learning community as well
as in statistics mainly because of its excellent
performance and computational attractiveness for
large datasets.

Data mining based intrusion detection techniques
generally fall into one of two categories; misuse
detection and anomaly detection. In misuse detection,
each instance in a data set is labeled as ‘normal’ or
‘intrusion’ and a learning algorithm is trained over
the labeled data. These techniques are able to
automatically retrain intrusion detection models on
different input data that include new types of attacks,
as long as they have been labeled appropriately. Data
mining are used in different field such as marketing,
financial affairs and business organizations in general
and proof it is success.
The main approaches of data mining that are used
including classification which maps a data item into
one of several predefined categories. This approach
normally output “classifiers” has ability to classify
new data in the future, for example, in the form of
decision trees or rules.

III. PROPOSED WORK
This proposed model uses decision tree i.e. tree
classification techniques to increase performance of
the intrusion detection system. C45 Decision TreeThe underlying idea of boosting is to combine simple
rules to form an ensemble such that the performance
of the single ensemble member is improved; Figure1
shows our overall flow of system. The boosting
algorithm initiates by giving all data training tuples
the same weight w0. After a classifier is built, the
weight of each tuple is changed according to the
classification given by that classifier. Then, a second
classifier is built using the reweighted training tuple.
The final classification of a intrusion detection is a
weighted average of the individual classifications
over all classifiers. There are several methods to
update the weights and combine the individual
classifiers. After the kth decision tree is built, the
total misclassification error _k of the tree, defined as
the sum of the weights of misclassified tuples over
the sum of the weights of all tuples, is calculated:

An ideal application in intrusion detection will be
together sufficient “normal” and “abnormal” audit
data for a user or a program. The second important
approach is clustering which maps data items into
groups according to similarity or distance between
them. Anomaly detection techniques thus identify
new types of intrusions as deviations from normal
usage [7, 8]. In statistics based outlier detection
techniques [4] the data points are modeled using a
stochastic distribution and points are determined to be
outliers depending upon their relationship with this
model. However, with increasing dimensionality, it
becomes increasingly difficult and in-accurate to
estimate the multidimensional distributions of the
data points [1]. However, recent outlier detection
algorithms that we utilize in this study are based on
computing the full dimensional distances of the
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preserved for future classification of unseen
examples. In this proposed scheme boosting method
improves ensemble performance by using adaptive
window and adaptive size tree as base learner.
Because of this algorithm woks faster and increases
performance. It uses dynamic sample weight
assignment technique. In this algorithm adaptive
sliding window is parameter and assumption free in
the sense that it automatically detects and adapts to
the current rate of change. Its only parameter is a
confidence bound _. Window is not maintained
explicitly but compressed using a variant of the
exponential histogram technique. It keeps the window
of length W using only O (log W) memory & O (log
W) processing time per item, rather than the O (W)
one expects from a naïve implementation. It is used
as change detector since it shrinks window if and
only if there has been significant change in recent
examples, and estimator for the current average of the
sequence it is reading since, with high probability,
older parts of the window with a significantly
different average are automatically dropped.

Preprocessor

Detection
Engine

Output
Module

Figure 1 - Architecture

Note that, as the algorithm progresses, the
predominance of hard-to-classify instances in the
training set is increased. The final classification of
tuple I is a weighted sum of the classifications over
the individual trees. Furthermore, trees with lower
misclassification errors "k are given more weight
when the final classification is computed. In decision
tree i.e., each node contains a test on an attribute,
each branch from a node corresponds to a possible
outcome of the test and each leaf contains a class
prediction. A decision tree is learned by recursively
replacing leaves by test nodes, starting at the root.
The attribute to test at a node is chosen by comparing
all the available attributes and choosing the best one.
For classifying examples in the dataset, the prior and
conditional probabilities generated from the dataset
are used to make the prediction. This is done by
combining the effects of the different attributes
values from the example. Suppose the example ej has
independent attribute values { ai1, ai2,…, aip}, we
know P(aik | cj), for each class cj and attribute ajk
and then estimate P(ej|cj) by

IV. EXPERIMENT AND RESULT
The proposed boosted decision trees algorithm is
tested on KDDCup’99 dataset [11] and compared to
that of a Naïve Bayes, kNN, eClass0 [2], eClass1 [2]
and the Winner (KDDCup’99).
A. EVALUATION OF ANOMALY DETECTION
There are generally two types of attacks in network
intrusion detection: the attacks that involve single
connections and the attacks that involve multiple
connections (bursts of connections). The standard
metrics in Table 1 treat all types of attacks similarly
thus failing to provide sufficiently generic and
systematic evaluation for the attacks that involve
many network connections. In this method each
individual example can be used to test the model
before it is used for training and from this the
accuracy can be incrementally updated. The intension
behind using this method is that, the model is always
being tested on examples it has not seen. The
advantage over holdout method being that holdout set
is not needed for testing and ensures a smooth plot of
accuracy over time as each individual example will
become increasingly less significant to the overall
average.

To classify an example in the dataset, the algorithm
estimates the likelihood that ei is in each class. The
probability that ei is in a class is the product of the
conditional probabilities for each attribute value with
prior probability for that class. The posterior
probability P(cj | ei) is then found for each class and
the example classifies with the highest posterior
probability for that example. The algorithm will
continue this process until all the examples of subdatasets or sub-sub datasets are correctly classified.
A.DETECTION RATE CALCULATION
Detection rate refers to the percentage of detected
attack among all attack data, and is defined as
follows:

B. EVALUATION ON KDDCUP’99 DATA SET
The experiment is carried out on a intrusion detection
real data stream which has been used in the
Knowledge Discovery and Data Mining (KDD) 1999
Cup competition. In KDD99 Dataset the input data
flow contains the details of the network connections,
such as protocol type, connection duration, login type
etc. Each data sample in KDD99 dataset represents
attribute value of a class in the network data flow,
and each class is labeled either as normal or as an

When the algorithm correctly classifies all the
examples of all sub or sub-sub datasets, then the
algorithm terminates and the prior and conditional
probabilities for each sub or sub-sub-datasets are
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attack with exactly one specific attack type. In total,
41 features have been used in KDD99 dataset and
each connection can be categorized into five main
classes as one normal class and four main intrusion
classes as DOS, U2R, R2L and Probe.

[3]

M.R. Endsley, “Theoretical Underpinnings of Situation
Awareness: A Critical Review,” Situation Awareness
Analysis and Measurement, M.R. Endsley and D.J. Garland,
eds., chapter 1, pp. 3-32, Lawrence Erlbaum Assoc., 2000.

[4]

C.M. Bishop, Pattern Recognition and Machine Learning.
Springer, 2006.

Table 1 – Comparison of Different Attack

[5]

M.R. Henzinger, P. Raghavan, and S. Rajagopalan,
Computing on Data Streams. Am. Math. Soc., 1999.

[6]

S. T. Brugger, “Data mining methods for network intrusion
detection” pp. 1-65, 2004.

[7]

M. M. Breunig, H. P. Kriegel, R. T. Ng, J. Sander, “LOF:
Identifying Density-Based Local Outliers”, Proceedings of
the ACM SIGMOD Conference , 2000.

[8]

D. E. Denning, “An Intrusion Detection Model”, IEEE
Trans-actions on Software Engineering, SE-13, pp. 222-232,
1987.

[9]

H. S. Javitz, A. Valdes, “The NIDES Statistical Component:
Description and Justification”, Technical Report, Computer
Science Laboratory, SRIInternational, 1993.

There are 22 different types of attacks that are
grouped into the four main types of attacks DOS,
U2R, R2L and Probe tabulated in Table-1The
experimental setting is for the KDD99 Cup, taking
10% of the whole real raw data stream (494021 data
samples) and 12 features are selected as per proposed
algorithm. Comparison of c45 decision trees
algorithm with the Winner (KDDCup’99), eClass0,
eClass1, kNN, And Naïve Bayes in terms of accuracy
or detection rate.

[10] E Knorr, Ng, R.: Algorithms for Mining Distance-based
Outliers in Large Data Sets. Proceedings of the VLDB
Conference (1998)
[11] W. Lee, S. J. Stolfo, “Data Mining Approaches for Intrusion
Detection”, Proceedings of the 1998 USENIX Security
Symposium, 1998.

V. CONCLUSION AND FUTURE WORK

[12] R. P. Lippmann, D. J. Fried, I. Graf, J. W. Haines, K. P.
Kendall, D. McClung, D. Weber, S. E. Webster, D.
Wyschogrod, R. K. Cunningham, M. A. Zissman,
“Evaluating Intrusion Detection Systems: The 1998
DARPA Off-line Intrusion Detection Evaluation.
Proceedings DARPA Information Survivability Conference
and Exposition (DISCEX) 2000”, Vol 2, pp. 12--26, IEEE
Computer Society Press, Los Alamitos, CA, 2000.

The experiments demonstrated the broad applicability
of the proposed online alert aggregation approach.
We analysed data sets and showed that machinelearning-based detectors, conventional signature
based detectors, and even firewalls can be used as
alert generators. C45 algorithm giving better
probability rate of detection ratio. Future work also
focus on more datasets and prevention of intrusions.

[13] W. Lee, S. J. Stolfo, “Data mining approaches for intrusion
detection” Proc. of the 7th USENIX Security Symp.. San
Antonio, TX, 1998.
[14] W. Lee, S. J. Stolfo, K. W. Mok, “A data mining framework
for buildingintrusion detection models”, Proc. of the 1999
IEEE Symp.on Securityand Privacy, pp. 120--132. Oakland,
CA, 1999.

REFERENCES
[1]

[2]

Cheng-Yuan Ho, National Chiao Tung UniversityYuan
“Statistical Analysis of False Positives and False Negatives
from Real Traffic with Intrusion Detection/Prevention
Systems” -Cheng Lai, National Taiwan University of
Science and Technology I-Wei Chen, Fu-Yu Wang, and
Wei-Hsuan Tai, National Chiao Tung University, 2012.

[15] M. Masud, J. Gao, L. Khan, J. Han, “Classifying evolving
data streamsfor intrusion detection”.
[16] M. Panda, M. Patra, “Ensemble rule based classifiers for
detecting network intrusions”, pp 19-22, 2009

S. Axelsson, “Intrusion Detection Systems: A Survey and
Taxonomy,” Technical Report 99-15, Dept. of Computer
Eng., Chalmers Univ. of Technology, 2000.

[17] S. Ramaswami, R. Rastogi, K.Shim, “Efficient Algorithms
for MiningOutliers from Large Data Sets”, Proceedings of
the ACM SIGMOD Conference, 2000.





International Conference on Computer Science & Information Technology, 27th Jan-2013, Kanyakumari, ISBN: 978-93-82208-59-4
74

NEURAL NETWORK BASED SQL TUNING
PRERNA KHARE1, SURBHI SINGH2 & VANDITA PANDEY3
1,2&3

B.Tech., IT, Institute of Technology and Management, GIDA, Gorakhpur, UP, INDIA

Abstract- The normal scenario in today’s industry is whenever a programmer or a developer writes a new query; they have
to submit the query to the DBA of the company for tuning it. Even DBA was not able to tune the query to the fullest and
even if it has been tuned it would take lots of time and resources of the DBA’s. During the crunch time it is not possible to
tune each and every query In this paper, a new self tuning architecture based on Neural Network is presented that closely
mimics the actions of a DBA and enables the system to be operated with enhanced performance. Main Objective of SQL
Tuner is to analyse the query provided by the user and suggest them the ways by which they can optimize the query for
performance. SQL Tuner is a tool principally made for DBA’s and to minimize their work load, developers can also use
them to prepare the optimized.
Keywords- DBA, buffer miss ratio, data miner, neural network, buffer cache.

I. INTRODUCTION
autonomic system has to comply with an automated,
potentially infinite, iterative feedback-based control
loop paradigm to monitor resources and collect the
details it needs; to analyse those data in order to
determine if something needs to be changed; to create
a plan (as sequence of actions) that specifies the
necessary changes; and to execute those actions.

Database tuning is an activity that helps database
applications to run more quickly, which requires
much effort and time by database administrators.
Database systems may display performance
characteristics depending on workload types.
Database administrators should be aware of the
characteristics peculiar to workload types in order to
tune database systems effectively Modern databaseoriented On Demand environments are coined by a
heterogeneous diversity of components, architectures
and applications. In order to increase productivity and
efficiency, decrease the total cost of ownership
(TCO) and to meet business requirements,
Performance Management, in particular database
tuning, has become of fundamental importance. It
involves the collection, storage and management of
measurement data in order to enable resource
monitoring, tuning and optimization, early problem
diagnosis and repair. Achieved DBMS’ performance
depends on database administrators’ (DBAs)
individual skills, home-grown tuning scripts and is in
most cases reactive to obvious and urgent
performance problems.

II. PERFORMANCE TUNING
Calibrating the system for desired response time is
called performance tuning. The objective of this
system is to analyse the DBMS system log file and
apply information extraction techniques and also
gather key system parameters like buffer miss ratio,
number of active processes and the tables that are
showing signs of rapid growth. The control
architecture presented in this paper, only one
parameter namely, the buffer cache is tuned. Using
the statistical information of these three parameters to
train the Neural Network and generate an output that
gives an estimate of the optimal system buffer size.
Since, the DBMS are dynamic and continuously
running around the clock, the above information must
be extracted without causing any significant system
overhead.

DBAs face increasingly more challenges due to the
growing complexity and must be knowledgeable in
areas such as capacity planning, physical database
design, systems tuning and systems management.
Accordingly, the operation of a DBMS environment
is a costly matter with remarkable effect on the TCO.
This cost factor even increases with the steadily
growing demand for DBMS and the number of
attached applications. The basic idea, therefore, is to
let the system deal with the complexity of
performance management and disburden DBAs to
achieve minimal to no user intervention. IBM terms
the field and the computer science wide push towards
self-managing systems as Autonomic Computing. To
be self-managing (especially self optimizing), an -

Extracting information from system log ensures that
there is no overhead. The queries that are used to
estimate buffer miss ratio, table size and number of
user processes are carefully timed and their frequency
is adjusted so that it does not add to the overhead in
monitoring the system.
Related Work several approaches have been proposed
to self tune the DBM. One of the approaches is to
monitor, analyse and tune, wherein, the key
performance indicators are monitored, an analysis is
carried out to figure out the suitable action plan and
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then the action is initiated to fix the problem. The
tuning can be carried out at several levels.

(“db_cache_size”,
“shared_pool_size”,
“pga_
aggregate _ target”, and “dbwr_io”), respectively.
Each tuning parameter should be modified carefully;
otherwise it may reduce performance.

These include, physical database tuning involving
changes to the underlying database tables, creating
index, views and materialized views [1]. It has been
observed that changes at the physical levels are not
only expensive but are also difficult to implement [6].
Few others employ disk level tuning wherein,
appropriate RAID levels are employed to perform the
tuning action. Automatic resource selection based on
Pearson’s correlation coefficient is presented wherein
the impact of the resources like data buffers, redo log
buffer on performance is established. A ranking of
tuning parameters based on statistics is presented in.
Resource usage analysis is presented in [9] wherein
the effect of buffer size on Buffer Hit Ratio (BHR)
for various workload types and a resource selection
method based on correlation coefficient is presented.

Table 1 shows how a parameter is changed during our
experiment. The initial value and incremental value
of the parameters are set as default values of the
DBMS. During the experiment, only one parameter is
subject to change at a time, while leaving the others
unchanged.
For
instance,
the
value
of
“db_cache_size” increases from 32 MB to 480 MB
by 32 MB intervals, while the three other parameters
remain unchanged as initial values. The workload
data is collected 114 times at intervals of five
minutes.
Namely the architecture presented in this paper
involves extracting useful information from the
system log and also from the DBMS using system
related queries. This information gathered over a
period of time is then used to train a Neural Network
for a desired output response time.

The self tuning techniques presented in all the
previous papers are not based on sound mathematical
modelling of the DBMS internal working. Hence,
there is a need for a systematic investigation into the
effect of each tuning parameter on the query
performance based on fundamental principles. A
formal mathematical model is presented here in this
paper that describes the effect of one of the most
important tuning parameter, namely the architecture
presented in this paper involves extracting useful
information from the system log and also from the
DBMS using system related queries. This information
gathered over a period of time is then used to train a
Neural Network for a desired output response time.
The neural network would then estimate the extent of
correction to be applied to the key system parameters
that help scale up the system performance.

The neural network would then estimate the extent of
correction to be applied to the key system parameters
that help scale up the system performance.
Table i
Parameter changes

Database systems, we use 14 performance indicators
of a databases system [6]:
 The data buffer hit ratio that shows how
often a requested block has been found in
the data buffer without requiring disk access.
 The shared memory hit ratio that shows how
often the information on a requested object
has been found in the shared memory.
 The system catalog hit ratio that shows how
often the information on a requested data
object has been found in the data dictionary.
 The latch contention ratio that shows
whether the time spent parsing was not spent
on a CPU cycle.
 The memory sort ratio that shows the
proportion of memory sort that is performed
in the memory
 The memory parsing ratio that shows
whether there are soft parses on the system.
A soft parse is a check on objects already in
the shared memory.
 The data variance ratio that shows the
proportion of block changes to block reads.

III. COLLECTING WORKLOAD DATA
Resource usages may be recognized by collecting and
analyzing workload data. In the workload data
collection phase, we need to determine target
resources, resource changes, and performance
indicators. As for target resources, we selected four
database resources: data buffer, private memory,
shared memory, and I/O processes. Working memory
can be separated into shared memory and private
memory in terms of objectives and data sharing [6].
The shared memory contains processing information
and executable plans of frequently used queries. The
data in the shared memory is shared. The private
memory generally keeps data for join, sort and cursor
operations. The data in the private memory is not
shared.
The resource sizes are changed by tuning the database
system parameters. Each resource size (data buffer,
shared memory, private memory, and I/O processes)
can be determined by tuning four system parameters
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It is an indication of whether the system is
predominantly read only or whether the
system performs many data changes
The data buffer reads that show the total
amount of block reads from the disk into the
data buffer.
The non-data buffer reads that show the
amount of reads directly from the disk,
bypassing the data buffer.
The data buffer writes that show the amount
of data blocks written from the data buffer to
the disk.
The non-data buffer writes that show the
amount of writes directly to the disk,
bypassing the data buffer. The disk writes
with checkpoints that measure the amount of
writes that would have occurred had there
been check pointing.
The disk writes without checkpoints that
measure the
Amount of writes that would have occurred
had there Been no check pointing.
The redo size that is the total amount of redo
logs generated in bytes.

have p inputs, a specified number of nodes in the
hidden layer and one or more output nodes. The
neural network used in this control architecture is a
feed forward network. The activation function used is
sigmoid function. It is this function that gives the
neural network the ability to learn and produce an
output for which it is not trained. However, the neural
networks need a well defined training dataset for their
proper functioning. The neural networks work in
phases. In the first phase, the network is trained using
a well defined training set for a desired output. In the
second phase a new input is presented to the network
that may or may not be part of the training data set
and network produces a meaningful output. For the
proper working of the neural network, it is important
to choose a proper activation function, learning rate,
number of training loops and sizeable number of
nodes in the hidden layer. Fig.2 Show’s the
architecture employed for identifying the symptoms
and altering key system parameters.

IV. NEURAL NETWORK
As neural networks are best suited to handle complex
systems and also have ability to learn based on the
trained data set, the same is used in the proposed
architecture. As shown in Fig. 1, Neural Network will
have p inputs, a specified number of nodes in the
hidden layer and one or more output nodes. The
neural network used in this control architecture is a
feed forward network. The activation function used is
sigmoid function. It is this function that gives the
neural network the ability to learn and produce an
output for which it is not trained. However, the neural
networks need a well defined training data set for
their proper functioning.

Fig. 2 Basic neural network structure

The DBMS system log file will be the primary source
of information that helps in checking the health of the
system. Since, the log file contains huge of amount of
data, the data is first compressed into smaller
information base by using a data mining tool. The
architecture has Data Miner, Neural Network
aggregator and Tuner as the basic building blocks.
After, extracting meaningful information, the next
step is to estimate the extent of correction required.
Figure

Fig. 1 Basic neural network
V. PROPOSED CONTROL ARCHITECTURE
As neural networks are best suited to handle complex
systems and also have ability to learn based on the
trained data set, the same is used in the proposed
architecture. As shown in Fig. 1, Neural Network will

Fig. 3 Neural Network based Tuning Architecture
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As suggested in [2] physical tuning should be avoided
as it is expensive. Most importantly the internal
corrective measure such as altering the buffer size of
the DBMS used in query processing is explored in
this architecture. However, several parameters can be
altered simultaneously for better performance again.
The Neural network estimates the required buffer size
based on the current DBMS input parameters and the
tuner applies the necessary correction to the buffer
size based on the tuning rules. The tuner triggers a
control action to fine tune the performance of the
dbms based on the following algorithm.

dataset of size 100. The estimated buffer size
generated by the Neural Network is based on the
dynamic values of the above three parameters as
input. The tuner takes this input and alters the buffer
size.
The results obtained are really promising. As can be
seen from the output in Fig. 4 the execution time is
significantly lower for the increasing value of the
buffer size. The query used takes join of three tables
and generate huge dataset as result. Fig. 3 shows the
effect of buffer cache size on the query response time.
TPC-C type benchmark load was used which
represents an OLTP type load. As number of users
grows beyond 12, the query response time starts rises
rapidly. This is sensed by the neural network and
calculates an appropriate size of the new buffer size.
The tuner uses the tuning rules to apply the required
correction. The tuning rules indicate when and at
what interval of the buffer size, the correction is to be
applied. Tuning the DBMS frequently may affect the
performance and also lead to instability.

ALGORITHM dbTune(ESTMTD_DB_CACHE_SZ)
Begin Compute the change in response time since
last modification (DRtime)
If ( DRtime >0 and DRtime > Rth)
Increase the new buffer_size to next
higher granule size
Issue a command to alter the dbcache size
to the new value
Else
If(DRtime <0 and DRtime < Rth)
Decrease the new buffer size to next lower
granule size.
Issue a command to alter the dbcache size
to the new value
End
VI. EXPERIMENTAL RESULT
Table I shows the sample training data. A training
data set of size 100 was used to train the Neural
Network. As can be seen from the table, the buffer
size is adjusted for increased table size, Number of
user processes and Buffer Miss Ratio so that query
execution time is reduced and the memory is used
efficiently.

Fig. 4 Effect of Buffer size on Query Response Time

VII. CONCLUSION
A new database tuning Architecture is presented in
this paper. The Neural Network estimates the buffer
cache size based on the trained data set. The
correction is applied in accordance with the tuning
rules so as to scale up system performance. This
architecture learns from a training set to fine tune the
system and thus it relieves the DBA of the tedious
process of tuning the DBMS and also need for an
expert DBA. Monitoring the macroscopic
performance indicators ensures that there is little
monitoring overhead. However, the system needs
further refinement that takes into account altering
several tuning parameters simultaneously and also the
neural network training dataset must be derived based
on proper database characterization. It is also
important to ensure that the system remains stable
and gives consistent performance over a long period
of time.

The experiment was carried on Oracle 9i with a 3input 2-output feed forward neural network with 100
internal nodes. The training is carried with an epoch
value of 100, learning rate of 0.4 and with a training
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Abstract – Rapid evolution in distributed software and the need of the collaborative distributed software to achieve specific
business tasks led to services for the end-customers, web service composition notion have become the leading technology
to build a complex business application. Web service technology provides the ability to create a composite service by
combining pre-existing services by making use of standard languages that specify the composition behaviors. One of the
main important issues of the web service composition is correctness analysis to deliver safe and reliable service-based
applications. In Web services, logic is most fruitful for proving system properties instead of proving properties about the
whole service. Verification and validation are important when Web Services from different vendors are integrated together
to carry out a coherent task. The advantage of web services composition is the possibility of creating value added services
by combining existing ones to achieve customized tasks. Services are combined efficiently into an arrangement that is both
functionally sound and architecturally realizable. Model checking is formal verification method to ensure the
trustworthiness of composite Web Services. This paper presents an approach to verify Web Services by model checking of
a composite process.
Keywords- Service oriented architecture, Model checking, extensible markup language

I. INTRODUCTION
Service-oriented architecture is a paradigm in the
development of communicating computational
systems which are used in business organization.
Service Oriented Architecture (SOA) is the de facto
standard for designing complex software systems,
where each component is offered as a service
described in a uniform and reusable way. Today,
SOA is mainly implemented using web services. A
Web service is a software component identified by a
URL, whose public interfaces and bindings are
defined and described using XML. Web services
provide a standard means of interoperating between
different software applications, running on a variety
of platforms and/or frameworks. Service composition
refers to the technique of composing complex
services
from
relatively simpler
services.
Composition of Web services enables businesses to
interact with each other and facilitates business-tobusiness or enterprise application integration. The
construction of a composite Web service can be made
up in three main steps (not necessarily in this order):
(a) Creation of the process model specifying control
and data flow among the activities. (b) Discovery,
selection and binding of concrete Web services to
every activity in the process model. (c) Execution of
the composite service by a coordinating entity.

on the Internet. This new generation of applications
allows greater efficiency
and availability for
business. In fact, more and more applications make
functionalities available using a web service format.
However there are many services around the web,
each one, taken alone, has a limited functionality. In
many cases, a single service is not sufficient to
respond to the user's request and often services
should be combined through services composition to
achieve a specific goal. For example, if a user wants
to travel, it is not sufficient to book a flight, but she
should also take care of reserving a hotel, renting a
car, getting entertained, and so on. The notion of
composite services is using a collection of services
combined to achieve a user's request. In other words,
from a user perspective, this composition will
continue to be considered as a simple service, even
though it is composed of several web services.
III. MODELING AND VERIFICATION
OF COMPOSITE WEB SERVICES
The formal approaches to web services are introduced
to allow a formal analysis for the system and an
automatic verification of the system in order to prove
the correctness of the system and guarantee that there
is no existence of imprecise and ambiguous
specification before the implementation process.
Formal modeling of business processes has the
advantage that models can be systematically checked
against user-defined properties. A property is defined
by a statement that should be true for all the possible
execution paths of the process. A property is used to
describe a desirable feature of the system behavior.
Model checking is an automated formal technique
that, given a finite-state model of a system and a

II. WEB SERVICES COMPOSITION
Web service composition originated from the
necessity to achieve a predetermined goal that cannot
be realized by a standalone service. Internally, in a
composition, services can interact with each other to
exchange parameters, for example a service's result
could be another service's input parameter. Many
enterprises publish their applications functionalities
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property stated in some appropriate logical formalism
(such as temporal logic), systematically checks the
validity of the property. Model checking is general
approach and is applied in areas like hardware
verification and software engineering. Model
checking is systematic way to check all possible
states of a model, to detect any potential violation.
Model checking consists of three steps:

To verify if the conversations generated by the
composite Web service satisfy certain properties, we
propose in this paper to use model checking. The
automated checking concept supports the complete
verification. The checker will check the complete
process regardless how the sub-processes are
distributed on the different windows. Hence the
details of a hidden sub process may also be
considered and checked.



Modeling: deriving a formal model
representing the behavior of the system
 Specification: deriving a formal expression
of the requirements the system shall meet,
and
 Checking: conducting the verification.
Only this step can be fully automated.

IV. CONCLUSION
The web service composition has been introduced to
meet the necessary functions and combine the
functionality of several web services in order to
deliver a specific business process to the endcustomers. Many different standards and approaches
have been proposed to create a widely accepted and
usable web service composition. New services are
increasingly built. This paper proposes the use of
model checking software technology for the
verification of business processes behavior based
on web services.

Each Web service can provide much functionality,
but when it is unable to provide alone a user request,
it communicates with other Web services either to
provide a part of the requested service or to request
another part of it. This is the objective of
compositions process. The composition of these Web
services is formally defined as follows.
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Abstract – Cloud Computing has been envisioned as the next-generation architecture of IT Enterprise. With cloud
computing and storage services, data is not only stored in the cloud, but routinely shared among a large number of users in a
group. It moves the application software and databases to the centralized large data centers, where the management of the
data and services may not be fully trustworthy. This unique paradigm brings about many new security challenges, which
have not been well understood. This work studies the problem of ensuring the integrity of data storage in Cloud Computing.
In particular, we consider the task of allowing a third party auditor (TPA), on behalf of the cloud client, to verify the
integrity of the dynamic data stored in the cloud. The introduction of TPA eliminates the involvement of client through the
auditing of whether his data stored in the cloud is indeed intact, which can be important in achieving economies of scale for
Cloud Computing. The support for data dynamics via the most general forms of data operation, such as block modification,
insertion and deletion, is also a significant step toward practicality, since services in Cloud Computing are not limited to
archive or backup data only.
Keywords- Byzantine failure, homomorphic linear authenticator, distributed scheme,batch verification, cloud.

information. Then, clients are able to delegate the
evaluation of the service performance to
an
independent third party auditor (TPA), without
devotion of their computation resources.

I. INTRODUCTION
“Cloud” brings about many 0challenging design
issues which have profound influence on the security
and performance of the overall system. One of the
biggest concerns with cloud data storage is that of
data integrity verification at un trusted servers. For
example, the storage service provider, which
experiences Byzantine failures occasionally, may
decide to hide the data errors from the clients for the
benefit of their own. What is more serious is that for
saving money and storage space the service provider
might neglect to keep or deliberately delete rarely
accessed data files which belong to an ordinary client.
Consider the large size of the outsourced electronic
data and the client’s constrained resource capability,
the core of the problem can be generalized as how
can the client find an efficient way to perform
periodical integrity verifications without the local
copy of data files.

In the cloud, the clients themselves are unreliable or
cannot afford the overhead of performing frequent
integrity checks. Thus, for practical use, it seems
more rational to equip the verification protocol with
public verifiability, which is expected to play a more
important role in achieving economies of scale for
Cloud Computing. That is, the outsourced data
themselves should not be required by the verifier for
the verification purpose. In the context of public
verification, the importance of blocklessness goes
even further because an TPA should not be allowed
to possess the original data files for the obvious
security concern. From a hardware provisioning and
pricing point of view, three aspects are new in cloud
computing.

In order to solve this problem, many schemes are
proposed under different systems and security models
[1–10]. In all these works, great efforts are made to
design solutions that meet various requirements: high
scheme efficiency, stateless verification, unbounded
use of queries and retrievability of data, etc.
Considering the role of the verifier in the model, all
the schemes presented before fall into
two
categories: private verifiability and public
verifiability. Although schemes with private
verifiability can achieve higher scheme efficiency,
public verifiability allows anyone, not just the client
(data owner), to challenge the cloud server for
correctness of data storage while keeping no private







The appearance of infinite computing
resources available on demand, quickly
enough to follow load surges, thereby
eliminating the need for cloud computing users
to plan far ahead for provisioning.
The elimination of an up-front commitment by
cloud users, thereby allowing companies to
start small and increase hardware resources
only when there is an increase in their needs.
The ability to pay for use of computing
resources on a short-term basis as needed (for
example, processors by the hour and storage
by the day) and release them as needed,
thereby rewarding conservation by letting
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machines and storage go when they are no
longer useful.

In this paper, we consider data storage and sharing
services in the cloud with three entities: the cloud,
the third party auditor (TPA), and users who
participate as a group (as shown in Fig. 1). Users in a
group include one original user and a number of
group users. The original user is the original owner of
data, and shares data in the cloud with other users.
Based on access control policies [22], other users in
the group are able to access, download and modify
shared data. The cloud provides data storage and
sharing services for users, and has ample storage
space. The third party auditor is able to verify the
integrity of shared data based on requests from users,
without downloading the entire data.

1.1 Cloud Data storage
Juels and Kaliski
[1] proposed a Proof of
Retrievability protocol and provided formal security
definitions. POR is a protocol in which a
server/archive proves to a client that a target file F is
intact, in the sense that the client can retrieve all of F
from the server with high probability. Juels and
Kaliski present proofs of Retrievability focusing on
static archival storage of large files. Furthermore, the
number of queries a client can perform is limited, and
fixed a priori. G.Ateniese et al. [2] introduced a
model for provable data possession (PDP) that allows
a client that has stored data at an un trusted server to
verify that the server possesses the original data
without retrieving it. Major limitation of this model is
the number of challenges a client can perform against
the server is limited. Data privacy issues also have
not been addressed. The model does’t provide any
support for dynamic operations on data blocks. G.
Ateniese & R. Pietro [3] constructed a highly
efficient and provably secure PDP technique based
entirely on symmetric key cryptography, while not
requiring any bulk encryption. The drawback with
this technique is that the number of updates and
challenges a client can perform is limited and fixed a
priori. Also, one cannot perform block insertions
anywhere only append-type insertions are possible.
H. Shacham and B. Waters [4] proposed protocols
based on the idea of using homomorphic
authenticators for file blocks, essentially block
integrity values that can be efficiently aggregated to
reduce bandwidth in a POR protocol. Due to the use
of integrity values for file blocks, this scheme can use
a more efficient erasure code to encode the file; the
block authenticators transform the erasure code into
an error-correcting code.

Figure: No :1 Architecture of cloud data storage (Existing)

When a user (either the original user or a group user)
wishes to check the integrity of shared data, she first
sends an auditing request to the TPA. After receiving
the auditing request, the TPA generates an auditing
message to the cloud, and retrieves an auditing proof
of shared data from the cloud. Then the TPA verifies
the correctness of the auditing proof. Finally, the TPA
sends an auditing report to the user based on the
result of the verification.

This scheme supports an unlimited number of
verifications, but the solution is static. K. D. Bowers,
A. Juels, and A. Oprea [5], introduced HighAvailability and Integrity Layer. It is a distributed
cryptographic system that permits a set of servers to
prove to a client that a stored file is intact and
retrievable. C.Wang et al. [6], has proposed an
effective and flexible distributed scheme with explicit
dynamic data support to ensure the correctness of
user‟s data in the cloud. It relies on erasure correcting
code in the file distribution preparation to provide
redundancies and guarantee the data dependability.

2.2 Threat Model
Integrity Threats In general, two kinds of threats
related to the integrity of shared data are possible.
First, an external adversary may try to pollute shared
data in the cloud, and prevent users from using shared
data correctly. Second, the cloud service provider
may inadvertently corrupt or even remove shared in
the cloud due to hardware failures and human errors.
To make matters worse, in order to avoid
jeopardizing its reputation, the cloud service provider
may be reluctant to inform users about such
corruption of data.
Privacy Threats During an
auditing task, a semi-trusted TPA, who is only
responsible for verifying the integrity of shared data,
may try to reveal the identity of the signer on each
block in shared data based on verification information
i.e. signatures). The identity of the signer on each
block is private and sensitive information, which
users do not wish to be revealed to any third party.

This scheme has limitation on number of challenges
user‟s can perform against the server. User has
burden of storing pre-computed tokens locally.
II. PROBLEM STATEMENT
2.1 System Model

International Conference on Computer Science & Information Technology, 27th Jan-2013, Kanyakumari, ISBN: 978-93-82208-59-4
83

Cryptanalysis Of Asymmetric Ciphers Using Homomorphic Linear Authenticator In Cloud Server

2.3 Design Goals
To make it efficient and secure for the TPA to verify
shared data with a large number of users in a group,
Knox should be designed to achieve the following
properties:
(1) Correctness: The TPA is able to correctly audit
the integrity of shared data.
(2) Efficiency:
The TPA is able to verify the
integrity of shared data without retrieving the entire
data from the cloud.
(3) Identity privacy: During an auditing task, the
TPA cannot distinguish the identity of the signer on
each block.
(4) Support for large groups: The TPA is able to
efficiently audit data that are shared among a large
number of users. In particular, the size of verification
information, as well as the time it takes to audit with
it, are not affected by the number of users in the
group; the original user can add new users to the
group without re-computing existing verification
information.
(5) Traceability: The original user is able to trace a
signature on a block and reveal the identity of the
signer.

3.1 Notation and Preliminaries
 F – the data file to be outsourced, denoted
as a sequence of n blocks m1,….mi,…mn ε
Zp for some large prime p.
 MAC(.)(.) – message authentication code
(MAC) function, defined as: K*{ 0,1)0 * →
{ 0,1) l
where K denotes the key space.
 H(.), h.) – cryptographic hash functions.
3.2 Definition
3.2.1 Homomorphic encryption
Homomorphic encryption is a form of encryption
which allows specific types of computations to be
carried out on cipher text and obtain an encrypted
result which is the cipher text of the result of
operations performed on the plaintext. For instance,
one person could add two encrypted numbers and
then another person could decrypt the result, without
either of them being able to find the value of the
individual numbers. Homomorphic encryption
schemes are malleable by design. The homomorphic
property of various cryptosystems can be used to
create secure voting systems collision-resistant hash
functions, private information retrieval schemes and
enable widespread use of cloud computing by
ensuring the confidentiality of processed data. There
are several efficient, partially homomorphic
cryptosystems, and two fully homomorphic, but less
efficient cryptosystems. Although a cryptosystem
which is unintentionally homomorphic can be subject
to attacks on this basis, if treated carefully
homomorphism can also be used to perform
computations securely

III. THE PROPOSED SCHEMES
This section presents our public auditing scheme
which provides a complete outsourcing solution of
data not only the data itself, but also its integrity
checking. After introducing notations and brief
preliminaries, we start from an
overview of our
public auditing system and discuss two
straightforward schemes and their demerits. Then we
present our main scheme and show how to extent our
main scheme to support batch auditing for the TPA
upon delegations from multiple users.

3.3. Basic Schemes.
The first one is a MAC-based solution which suffers
from undesirable systematic demerits bounded usage
and stateful verification, which may pose additional
online burden to users, in a public auditing setting.
This also shows that the auditing problem is still not
easy to solve even if we have introduced a TPA. The
second one is a system based on homomorphic linear
uthenticators (HLA), which covers many recent
proof of storage systems. We will pinpoint the reason
why all existing HLA-based systems are not privacy
preserving.
The analysis of these basic schemes
leads to our main result, which overcomes all these
drawbacks. Our main scheme to be presented is
based on a specific HLA scheme.

Finally, we discuss how to generalize our privacypreserving public auditing scheme and its support of
data dynamics.

3.3.1 MAC-based Solution.
There are two possible ways to make use of MAC to
authenticate the data. A trivial way is just uploading
the data blocks with their MACs to the server, and
sends the corresponding secret key sk to the TPA.
Later, the TPA can randomly retrieve blocks with
their MACs and check the correctness via sk. Apart
from the high (linear in the sampled data size)
Figure: No: 2 Architecture of cloud data storage (proposed )
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by first computing γ =h( R ) and then checking the
verification equation.

communication and computation complexities, the
TPA requires the knowledge of the data blocks for
verification.
3.3.2HLA –based Solution :
To effectively support public auditability without
having to retrieve the data blocks themselves, the
HLA technique. HLAs, like MACs, are also some
enforgeable verification metadata that authenticate
the integrity of a data block. The difference is that
HLAs can be aggregated.
It is possible to compute an aggregated HLA which
authenticates a linear combination of the individual
data blocks. At a high level, an HLA-based proof of
storage system works as follow. The user still
authenticates each element of F = { mi }by a set of
HLAs ɸ.
The TPA verifies the cloud storage by sending a
random set of challenge { vi }.
The cloud server then returns µ = ∑ vi. mi and its
aggregated authenticator σ computed from ф.
Though allowing efficient data auditing and
consuming only constant bandwidth, the direct
adoption of these HLA-based techniques is still not
suitable for our purposes. This is because the linear
combination of µ = ∑ vi. mi, may potentially
reveal user data information to TPA, and violates the
privacy-preserving guarantee.

A public auditing scheme consists of four algorithms
(KeyGen, SigGen, GenProof, VerifyProof).
 KeyGen is a key generation algorithm that is
run by the user to setup the scheme.
 SigGen is used by the user to generate
verification metadata, which may consist of
digital signatures.
 GenProof is run by the cloud server to
generate a proof of data storage correctness,
while
 VerifyProof is run by the TPA to audit the
proof.

3.4. Batch Auditing
The TPA issues an audit message or challenge to the
cloud server to make sure that the cloud server has
retained the data file F properly at the time of the
audit. The cloud server will derive a response
message by executing GenProof using F and its
verification metadata as inputs. The TPA then verifies
the response via VerifyProof
Creating the GenProof Verifying the VerifyProof

Running a public auditing system consists of two
phases, Setup and Audit: _ Setup: The user
initializes the public and secret parameters of the
system by executing KeyGen, and pre-processes the
data file F by using SigGen to generate the
verification metadata. The user then stores the data
file F and the verification metadata at the cloud
server, and deletes its local copy. As part of preprocessing, the user may alter the data file F by
expanding it or including additional metadata to be
stored at server. Audit: The TPA issues an audit
message or challenge to the cloud server to make sure
that the cloud server has retained the data file F
properly at the time of the audit. The cloud server
will derive a
response message by executing
GenProof using F and its verification metadata as
inputs. The TPA then verifies the response via
VerifyProof.

The TPA first retrieves the file tag t.
With respect to the mechanism, in the set up phase,
the TPA verifies the signature SSigssk (name) via spk
, and quits by emitting FALSE if the verification
fails. The TPA removes the name . To generate the
challenge message for the audit message for “chal”
the TPA picks a random c-element subset I={s1,s2
……sc} of set [1,n]. For each element i Є I, the
TPA chooses a random value vi .
The message chal specifies the position of the blocks
required to be checked. The TPA sends a chal={(i,
vi)}ЄI, to the server. Upon receiving challenge chal =
={(i, vi)}ЄI , the server runs the Genproof to
generate a response proof the data storage
correctness. The TPA runs verifyproof to validate it
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IV. CONCLUSION
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EFFICIENT VIDEO MULTICASTING IN WIRELESS MESH
NETWORKS
P.SARAVANAN
G.K.M. College of Engineering and Technology, Chennai-600 063

Abstract – This paper improve throughput in Video multicasting by using Internet access gateways .The two tier integrated
architecture allow a choice of alternative routes to avoid potentially lengthy and low-capacity multihop wireless paths. The
below listed algorithm’s improve throughput in Video multicasting.Dynamic group management algorithm. Link- controlled
routing tree algorithm. Weighted gateway uploading algorithm. Two-tier integrated architecture algorithm.
Keywords- Video multicasting, multi hop wireless paths, throughput.

The following four are the algorithms used to
construct the framework
• Two-tier integrated architecture (TIA) algorithm.
• The weighted gateway uploading (WGU) algorithm.
• Link controlled routing tree (LCT) algorithm.
• Dynamic group management (DGM) algorithm.

I. INTRODUCTION
Multicasting of video over wireless networks is a
challenging problem, due to the combination of high
data rates (relative to wireless capacity) and lowlatency constraints. To employ new technologies to
multicast the video over wireless networks
effectively. Wireless Mesh Networks (WMNs) offer
an attractive solution for low-cost connectivity over
large urban areas. While multicasting videos over
WMN, to maximize the usage of available network
resources. Present systems use intramesh schemes
approach. These approaches mainly aim at effective
usage of wireless resources. This project proposes an
alternative approach for video multicasting in
Wireless Mesh Networks. This project enhances the
Wireless Mesh Networks with access gateways
through which video packets are sent to the group of
distant receivers via internet. Since the packets are
sent via internet the number of wireless nodes
through which video packets traveled gets reduced.

The above listed algorithms are used to implement
the entire system architecture.
II. EXISTING WORKS
Video Streaming represents one of the fastest
growing segments of traffic in the Internet today.
Multicasting of video over wireless networks is a
challenging problem. Due to the combination of high
data rates (relative to wireless capacity) and lowlatency constraints mesh environments is particularly
challenging.
Observed loss in network throughput that occurs
when packets traverse multiple successive wireless
hops with traffic accessing Internet, gateways become
hotspots.

The proposed system employs both intramesh and
integrated (Wireless Networks are connected with
internet via access gateways) architecture. First of all
to decide whether the internet access is necessary are
not. Generally wireless nodes are grouped into
different access areas. If both the video broadcaster
and receiver are present in same access area there is
no need of internet access. This is called as intramesh
communication. If video sender and receiver are in
different access areas then to use internet via access
gateways.

Wireless communication cost causing the great
degradation of wireless video signal delay cost and
Delay jitter cost. Existing intramesh schemes, in that
they aim to support video transmission in WMNs by
using wireless resources more effectively.Reducing
the hop count, an additional set of advantages accrue
from the higher bandwidth and lower loss rates that
the Internet (wired) paths offer, compared to the
WMN wireless links.

Normally access gateways are wired with internet.
This type of communication is called as integrated
architecture. Based on these observations, this project
develops a video multicasting framework for largescale environments that exploits the combination of
available Internet resources and intra-WMN wireless
bandwidth. To establish the framework a set of
interlinked novel algorithms are employed to
construct integrated multicast routes that maximize
the network’s capacity for video traffic.

Gateway-based approaches for routing in WMNs
typically aim to improve forwarding performance
over large physical distances (possibly across
multiple network domains). Using wired paths
preferentially over wireless links whenever possible,
without regard to the quality and congestion
experienced by different links.Multi hop wireless
networks, link loss is very common and contention
can arise because multicast transmissions require
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more than one node within an interference area to
forward multicasting traffic.
III. PROPOSED WORKS
Proposed the Rate and Contention Aware Multicast
(RCAM) scheme that exploits link-rate diversity to
construct a multicast forwarding tree, based on the
link transmission rates and the associated congestion
load expressed via a cumulative transmission time
fraction (CTTF) metric For Efficient wireless
broadcasting.

V. LAYERED STREAMING

The per-node multicast throughput of a random multi
hop network with n nodes, ns multicast sources, and
destinations is fundamentally bounded by with a high
probability, implying that the multicast throughput is
a decreasing function of the size of the network.
Hybrid routing protocol for multi hop Wireless Mesh
Networks that provides uninterrupted connectivity
and fast handoffs, rather than load-based multicast
dissemination. Present a multistep integrated
procedure that makes a judicious use of Internet
resources while cooperatively sharing intra-WMN
wireless bandwidth for single-source video
multicasting applications.

The layered streaming system critically depends on
how well it addresses the issues of throughput, layer
delivery ratio, useless packets, and subscription jitter.
By now, there have been some works that considered
a subset of these four issues but none of them could
satisfactorily address the four issues simultaneously,
which is especially challenging. Rather than merely
maximizing the throughput and or minimizing the
packet delay, which is the key optimization objective
in scheduling for non layered streaming, more
technical challenges need to be addressed in the
scheduling for layered streaming.

Intermediate nodes are mesh nodes that are involved
in constructing the hierarchical multicast architecture,
i.e., they include the mesh nodes within an access
area, irrespective of whether or not they become
active forwarders on multicast traffic distribution
trees.
IV. ARCHITECTURE DESIGN
VI.PEER -TO-PEER

A system architecture or systems architecture is the
conceptual design that defines the structure and or
behavior of a system. An architecture description is a
formal description of a system, organized in a way
that supports reasoning about the structural properties
of the system.

Peer-to-Peer (P2P) computing or networking is a
distributed application architecture that partitions
tasks or workloads between peers. Peers are equally
privileged, equipotent participants in the application.
They are said to form a peer-to-peer network of
nodes. Peer-to-Peer is a communications model in
which each party has the same capabilities and either
party can initiate a communication session. Other
models with which it might be contrasted include the
client server model and the master slave model. In
some cases, peer-to-peer communications is
implemented by giving each communication node
both server and client capabilities. In recent usage,
peer-to-peer has come to describe applications in
which users can use the Internet to exchange files
with each other directly or through a mediating
server.

In Multicast video streaming, server maintains the all
IP addresses that are requested for service and
routinely server would update new requests from
client in IP Address list.
The server calculates the traffic density by using
weighted gateway uploading algorithm then creates
routing tree by using link-controlled routing
algorithm, create and maintaining group by using
Dynamic group management algorithm.
It decides to send packet in internet or by Mesh
Network by using Two Tier Integrated Architecture
algorithm. The buffer is maintained on the gateway to
playback service for new joined clients for speed
response.
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how many layers should be subscribed for current
window so as to achieve high delivery ratio and low
useless packet ratio. Jitter prevention is also taken
into account when making decision. The “Remedy
Stage” contains the blocks that have the most urgent
playback time in which the multi window remedy
mechanism is used to request the minor missing data
blocks in the subscribed layers.

VII. DELIVERY RATIO
To ensure high delivery ratio for subscribed layers
becomes a key point. In non layered streaming, here’s
almost not any difference between high delivery ratio
and high throughput, for there’s only one layer.
However, it’s not the case in layered streaming. For
instance, under certain bandwidth, the following two
methods can result in the same throughput. n is to
subscribe many layers but with low delivery ratio for
each layer, and the other is to subscribe proper layers
but the data in each layer are nearly completely
delivered. It’s obvious that although the same
throughput is achieved by both methods, the former
one is not desired due to its low.

X. CONCLUSION
The described and studied a resource-aware multi
gateway video multicasting by judiciously employing
high-capacity wired Internet shortcuts. This
framework allows high-bandwidth multicasting to be
performed over a wide geographic area. The two-tier
integrated
architecture
algorithm
chooses
communication paths intramesh paths or integrated
paths between node b organizing them into a
clustered and layered architecture; the weighted
gateway uploading algorithm avoids “busy” gateways
by uploading video in a manner that balances. Our
design principles are validated by our extensive
simulation results, showing that
multicasting
algorithms can achieve up to 40 percent more
throughput than other related published approaches.
In Phase 1 Module I implement real time client and
server communication and the data streaming
between peer to peer connections between clients to
server is established.

VIII. THROUGHPUT
Throughput, which reflects the power of the
scheduling method to transmit data in unit time, is
still an important metric to evaluate the scheduling
method. Therefore, maximizing the overlay
throughput is still the basic requirement for layered
streaming system.

In phase II Module I will implement dynamic service
allocation when the client request to server. The
Gateway’s which hold Buffer will also stored data
that response to new requested clients for video
playback and efficient video streaming service.
XI. REFERENCES
IX. STAGE MODEL
In the farthest “Free Stage,” the min cost network
flow model is employed for data scheduling, to
achieve high throughput. In the medium “Decision
Stage,” Use probability decision mechanism to decide

[1].

“Efficient Multicast Routing in Wireless Mesh Networks
Connected to Internet” Pedro M. Ruiz and Francisco J.
Galera Fac. Informatica, Campus de Espinardo, E-30100
Espinardo, Murcia, Spain Christophe JelgerFraunhofer
FOKUS, Berlin, Germany. Thomas Noel Louis Pasteur
University, Strasbourg, France noel@dpt-info.u-strasbg.fr.

[2].

“The Nominal Capacity of Wireless Mesh Networks”
Steven Weber, Xiangying Yang, Jeffrey ., G. Andrews and
Gustavo de Veciana. PUBLISHED: PODS in 2000.

International Conference on Computer Science & Information Technology, 27th Jan-2013, Kanyakumari, ISBN: 978-93-82208-59-4
89

Efficient Video Multicasting In Wireless Mesh Networks
[3].

“Worst-Case Delay Control in Multi-Group Overlay
Networks ,” AUTHORS: SrinivasShakkottai,Xin Liu and R.
Srikant. PUBLISHED:PODS in 2000.

[4].

“Maximizing Broadcast and Multicast Traffic Load through
Link-Rate Diversity in Wireless Mesh Networks” Chun
Tung Chou1, BaoHua Liu2 , Archan Misra3.,1 School of
Computer Science and Engineering, University of New
South Wales, Sydney, NSW 2052, Australia.,2 Thales
Australia - Joint Systems, Garden Island, NSW 2011,
Australia.,3IBM T. J. Watson Research Center, Hawthorne,
New
York,
USA
Email:ctchou@cse.unsw.edu.au,
michael.Liu@thalesgroup.com.au.

[5].

“Multicast Routing for MANET Extensions to IP Access
Networks: The MMARP Protocol”- AUTHORS: Pedro M.
Ruiz Antonio F. Gómez-Skarmeta and Ian Groves.
PUBLISHED: PODS in 2010.

[6].

“The Multicast Capacity of Large Multihop Wireless
Networks” -SrinivasShakkottai, Dept. of ECE, and

Coordinated Science Laboratory University of Illinois at
Urbana-Champaignshakkot@uiuc.edu.,Xin Liu, Dept. of
Computer ScienceUniversity of California at Davis Davis,
CA liu@cs. Ucdavis .edu.,R. Srikant Dept. of ECE, and
Coordinated Science Laboratory University of Illinois at
Urbana- Champaign rsrikant@uiuc.
[7].

“AMRIS: A Multicast Protocol for Ad hoc Wireless
Networks “.C.W. Wu, Y.C. Tay National University of
Singapore.

[8].

“Host Multicast: A Framework for Delivering Multicast To
End Users” Beichuan Zhang SugihJaminLixiaZhSang.

[9].

“Adaptive DemandDriven Multicast Routing in MultiHop
Wireless Ad Hoc Networks” Jorjeta G. Jetcheva David B.
Johnson.,Computer Science Department Department of
Computer Science,Carnegie Mellon University Rice
University.





International Conference on Computer Science & Information Technology, 27th Jan-2013, Kanyakumari, ISBN: 978-93-82208-59-4
90

SECURING ONDEMAND SERVICES AND PRIVACY CONTROL
OF IAAS CLOUD
MANISHANKAR.S1 & R.MANGALAGOWRI2
1,2

Dept. of Computer Science and Engineering at SRM University, Kattankulathur campus affiliated to SRM University, Chennai.

Abstract – Cloud computing has been now very widely used. Number of private clouds has increased as well as cloud
services and cloud providers; security is a key concern within a cloud as cloud links several clients to a datacenter or
distributed servers. IAAS (Infrastructure as a service) provide services on demand .Two key aspect are secure cloud
operation as well as dynamic security services. There are already several concept for providing security features although but
it is better that we create an API that run within a cloud and control the cloud security infrastructure, which does a provision
for dynamic provision access control infrastructure. SLA management for the system is based on WS-Agreement. API will
have control over the Platform as well as on the underlying OS of the client system.
Index Terms - Cloud computing, IAAS security, data sharing.

I. INTRODUCTION
In Cloud data storage Module, a user stores his data
through a CSP into a set of cloud servers, which are
running simultaneously, the user interacts with the
cloud servers via CSP to access or retrieve his data.
In some cases, the user may need to perform block
level operations on his data and should be equipped
with security means so that they can make continuous
correctness assurance of their stored data even
without the existence of local copies.

CLOUD computing presents a new way to
supplement the current consumption and delivery
model for IT services based on the Internet, by
providing for dynamically scalable and often
virtualized resources as a service over the Internet. To
date, there are a number of notable commercial and
individual cloud computing services, including
Amazon, Google, Microsoft, Yahoo, and Sales force.
Details of the services provided are abstracted from
the users who no longer need to be experts of
technology infrastructure. Moreover, users may not
know the machines which actually process and host
their data. .

Cloud Authentication Server:
The Authentication Server (AS) functions as any AS
would with a few additional behaviors added to the
typical client-authentication protocol. The first
addition is the sending of the client authentication
information to the masquerading router.

II. SYSTEM DESIGN
Representative network architecture for Cloud Data
Storage contains, three different network entities can
be identified as follows:
 User
Users, who have data to be stored in the cloud and
rely on the cloud for data computation, consist of
both individual consumers and organizations.
 Cloud Service Provider (CSP)
CSP has significant resources and expertise in
building and managing distributed cloud storage
servers, owns and operates live Cloud Computing
systems.

Fig -Overall Architecture

Security API for on demand IAAS services contain
mainly four modules which together make the project
as a whole ,each one has designated function which
really important for the project existence ,the detailed
explanation of the modules are as follows.
 Setting up a IAAS cloud
 Accessing virtual resources and Creating the API

 Security API
API which controls the security attribute as well as
look after the resource management .API will do the
security organization as well as manage data security.
 Cloud data storage Module
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 Implementing security
 Deploying the application

 SLA is embedded with Digital Signature using
secure encryption technique Cloud security
structure with SLA and life cycle of SLA with
security layers is depicted below..

Creating the security API
Designing of the API is the foremost part of the IAAS
security system. Security infrastructure gives the idea
that it will have security in various levels. API should
be designed in such a way that every resource in
cloud can be controlled by it. Also every client can
access the API from any part, It should have
dedicated connection to the service provider and also
cloud storage, it should receive the request from
client separate its SLA and pass
Implementing security
Security infrastructure of the project should address
two aspects of the IAAS operation and dynamic
security services provisioning: (1) provide security
infrastructure for secure Cloud IAAS operation; (2)
provisioning dynamic security services, including
creation and management of the dynamic security
associations, as a part of the provisioned composite
services or virtual infrastructures.
Security structure
Cloud IAAS environment analysis for security
services/infrastructure design:
 Data protection both stored and “on-wire” that
include beside necessary
confidentiality,
integrity, access control services, also data
lifecycle management and Synchronization.
 Access control infrastructure virtualisation and
dynamic provisioning, including dynamic/
automated policy composition or generation.
 Security services lifecycle management, in
particular related services metadata and
properties, binding to main services.
 Security sessions and related security context
management during the whole security services
lifecycle, including binding security context to
the provisioning session and virtualisation
platform.

Fig : On demand servicing and security

III. PROPOSED SYSTEM:
Security API for on demand services of IAAS,
proposes an effective and flexible scheme for
providing security to on demand services of IAAS. It
is done in the fashion of a microkernel which acts as
centralized controller for the security issues. It
handles the access of resource as well as controls the
resource for request, here DACI is implemented and
SLA management is properly done and also WSagreements are being verified.
IV. CONCLUSION
In this paper, proposed innovative approaches for
securing the IAAS cloud and providing on demand
services security , privacy control and sharing of
resources. It is an efficient technique with high
volume .It has an api which act as a central controller
of security of IAAS and also it controls the TLS and
SSL socket and security

Security algorithm and design
Security is implemented with the help of Digital
signature and Hyper elliptical cryptography.
 SLAM management.SLA maintain a life cycle
established and high level security established
 SSLM describes security services operation in
generically
distributed
multi
domain
environment and extends the existing SLM
frameworks with the additional stages
“Reservation Session Binding and “Registration
and Synchronisation, upgrade or migration
 Remote data protection is done by binding the
provisioning session context and remote run-time
environment
 Digital signature is made for each client that
associates to CSP

REFERENCES
[1]

S. Pearson and A. Charlesworth, “Accountability as a Way
Forward for Privacy Protection in the Cloud,” Proc. First
Int’l Conf. Cloud Computing, 2009.

[2]

S. Pearson, Y. Shen, and M. Mowbray, “A Privacy Manager
for Cloud Computing,” Proc. Int’l Conf. Cloud Computing
(CloudCom), pp. 90-106, 2009.

[3]

A. Pretschner, M. Hilty, and D. Basin, “Security Control,”
Comm. ACM, vol. 49, no. 9, pp. 39-44, Sept. 2006.

International Conference on Computer Science & Information Technology, 27th Jan-2013, Kanyakumari, ISBN: 978-93-82208-59-4
92

Securing Ondemand Services and Privacy Control of IAAS Cloud
[4]

A. Pretschner, M. Hilty, F. Schuo¨ tz, C. Schaefer, and T.
Walter, “Usage Control Enforcement: Present and Future,”
IEEE Security & Privacy, vol. 6, no. 4, pp. 44-53, July/Aug.
2008.

[5]

A. Squicciarini, S. Sundareswaran, and D. Lin, “Preventing
Information Leakage from Indexing in the Cloud,” Proc.
IEEE Int’l Conf. Cloud Computing, 2010.

[6]

S. Sundareswaran, A. Squicciarini, D. Lin, and S. Huang,
“Promoting Distributed Accountability in the Cloud,” Proc.
IEEE Int’l Conf. Cloud Computing, 2011.

[7]

Eucalyptus Systems, http://www.eucalyptus.com/, 2012.



International Conference on Computer Science & Information Technology, 27th Jan-2013, Kanyakumari, ISBN: 978-93-82208-59-4
93

