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Abstract-In this modern world, all of the persons are using the facility of internet. SECURITY is one of the major issue of 
the internet.  Everyday highly skilled hackers breach the security and take the advantage of vulnerabilities to access the 
confidential data. To overcome this problem one solution was suggested named Vulnerability Assessment and Penetration 
Testing (VAPT). Vulnerability Assessment is the art of finding an open door. Penetration Testing involves a series of 
activities undertaken to identify and exploit security vulnerabilities. Penetration testing is widely used to help ensure the 
security of the network. Traditional penetration testing were manually performed by tester according to scheme, the process 
is usually complex resulting in that it is labor-intensive and requires tester to be familiar with all kind of tools. So it is very 
desirable to use a unified method to describe the scheme which can be identified by computer, then the computer can be used 
to substitute for tester to perform penetration testing.  This paper gives the overview of VAPT and describes the process & 
methodology of Vulnerability Assessment and Penetration Testing. 
 
Keywords:  Network security, Vulnerability assessment (VA), Penetration Testing (PT), Pen Tester. 
 

 
I. INTRODUCTION  
 
In information system, we repeatedly hear that 
security is a journey and not a destination. That’s true 
because when managing the security of network, we 
always have to endeavour and stay one step ahead of 
our opponents – the criminals, malcontents, hackers, 
spies and miscreants. They steal data and information 
without breaking any glass. Keeping data confidential 
is one core mission of network security. Opponents 
are always honing their method and techniques each 
day to exploit network security and access the 
confidential information. These exploits are attacks 
against: confidentiality, integrity and availability of 
network resources. 
Confidentiality (being safe from unauthorized 
access) Confidentiality refers to limiting information 
access and disclosure to authorized user and 
preventing access and disclosure from unauthorized 
ones. 
Integrity (correctness and comprehensiveness of 
data) Integrity refers to the credibility of information 
resources. It ensures that data have not been changed 
inappropriately either by deliberately or inadvertently 
malign activity. 
Availability (resources are always available to 
authorized user) Availability refers to the 
accessibility of the information resources. It ensures 
that information must be available to authorized user 
when they accessed.  
 
 
 
 
 
 
 
 

This paper is organized as follows Section: II  
describes the detail about VA include its process, 
strengths & weaknesses. Section III. Describe the 
detail about PT includes its process, strengths & 
weaknesses, Section IV. Comparison between VA &. 
PT, Section V. Conclusion & Future Scope. 
 
II. VULNERABILITY ASSESSMENT 
 
"Vulnerabilities are the doorways via which threats 
are revealed”. Vulnerabilities are actually weaknesses 
in system. A system is any of the following: computer 
system, network system, network nodes, routers, 
switches and firewalls and network or computer 
application. It is the inherit defects in systems, web 
applications or even in networks design.  
Vulnerabilities are open a door to exploitation.  
This generates the possibility for penetration into the 
systems that may consequence in unauthorized access 
and a compromise of confidentiality, integrity, and 
availability of network resources. Vulnerability 
testing is a process to probe system from known 
vulnerabilities. Vulnerability Assessment is the 
process of pinpointing, computing and ranking the 
vulnerabilities in the system. In this process, such as 
operating systems & application software and 
network are scanned in order to identify the 
occurrence of well-known and unknown 
vulnerabilities. These vulnerabilities are occurs due to 
inappropriate software design, insecure authentication 
or even much vulnerabilities occurs as a result of 
misconfiguration. 
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Vulnerability Assessment and Penetration Testing 
 

A. Process of Vulnerability Assessment 
 

 
(Output of Vulnerability Analysis goes as input to penetration 

testing process) 
Fig.1: VA process 

 
1. Goals & Objectives: Defines goals and 

objectives of Vulnerabilities analysis. 
2. Scope: While performing assessments and tests, 

the scope of the assignment needs to be clearly 
defined. The scope is based on the assets to be 
tested.  The following are the three possible 
scopes that exist: 
 Black Box Testing: Testing from an external 

network with no prior knowledge of the 
internal networks and systems. 

 Gray Box Testing: Testing from an external 
or internal network, with knowledge of the 
internal networks and systems. This is 
usually a combination of black box testing 
and white box testing. 

 White Box Testing: Performing the test from 
within the network with the knowledge of 
the network architecture and the systems. 
This is also referred to as internal testing. 

3. Information Gathering: The process of 
information gathering is to obtain as much 
information as possible about the IT environment 
such as networks, IP addresses, operating system 
version, etc. This is applicable to all the three 
types of scope as discussed earlier. 

4. Vulnerability Detection: In this process, tools 
such as vulnerability scanners are used, and 
vulnerabilities are identified in the IT 
environment by way of scanning. 

5. Information Analysis and Planning: This process 
is used to analyze the identified vulnerabilities, 
combined with the information gathered about 
the IT environment, to devise a plan for 
penetrating into the network and system. 

B. Types of Vulnerabilities Assessment 

 On the basis of vulnerabilities tool there are three 
board categories of vulnerabilities assessment: Host 
Based, Network Based, and Database based. 
1. Host Based:  Host Based VA identify an issue 
particular to an individual host or system. It is carried 
out via a host based scanner and able to diagnose 
system-level vulnerabilities. The host based tools 
load mediator software onto the target system that 
traces the events and reports it to the security analyst. 
2. Network Based: Network Based VA detect open 
ports, identify unknown services running on these 
ports and disclose possible vulnerabilities associated 
with these service. This is done via a network based 
scanners, reside on the network to detect 
vulnerabilities. 
3. Database Based:  Database Based VA identify 
security exposures in database systems using tools 
and techniques to prevent from SQL- Injections 
exploit, can read sensitive data from the database and 
provides patch & update the DBMS. 
C. Benefits of Vulnerability Assessment 

 Some freeware tools are available. 
 Identifies almost all known vulnerabilities. 
 Extremely automated for scanning.  
 Easy to run on a regular basis. 

D. Weaknesses of Vulnerabilities Assessment 
 Have high false positive rate. 
 Easily detect by Intrusion Detection System 

firewall. 
 Cause a denial of services by generating bulk 

of packets. 
 Often fail to notice latest vulnerabilities.  

 
E. Tools for vulnerability assessment 
TABLE I.  Tools for VA 
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Vulnerability Assessment and Penetration Testing 
 
III. PENETRATION TESTING 
 
Penetration testing is more of an art than a science 
[8]. It is the process of trying to gain unauthorized 
access to authorized resources. Penetration testing is 
also known as an ethical hacking as “breaking into 
your own system to see how hard it is to do.” It is a 
main branch of network security evaluation, which 
aims at providing analysis to discover the 
vulnerabilities and security threats in systems and 
networks.  The purpose of penetration testing is to 
recognize technique of gaining access to a system by 
using common tools and techniques developed by 
hackers.  After vulnerability assessments, which is 
are used to identify and inventory various exposures 
within the organization’s systems. Penetration testing 
attempts to exploit any one of the vulnerabilities to 
gain unauthorized access.  
A. Methodology 
Penetration testing methodology includes three types: 

1. A zero-knowledge Test: Penetration test team has 
no real information about the target environment. 

2. A full knowledge test: The client organisation 
provides full information to test team. 

3. A partial knowledge Test: Penetration test team 
has partial information about the target 
environment. 

B. Process of Penetration Testing 

Fig.2: PT process 
1. Scope test Plan: In first step we narrow the 

scope of our test to what is meaningful to the 
client. 
Identify Potential Vulnerabilities: In this step 
potential vulnerabilities are identified by using 
some tools. As vulnerabilities are identified then 
vulnerabilities are patched. 

2. Attempt Vulnerability Exploitation: In this step, 
we find out the greatest possible advantage that 
we can take from vulnerabilities .The assigned 
security analyst utilizes a set of tools to exploit 
and gain access to key systems (core servers, 
domain controllers, e-mail platforms, ERP, and 
ERM systems, etc.) 

3. Document Finding: While testing in-scope 
systems, the analyst documents all test findings 
within the Frontline Services Platform (FSP), a 
secure multi-function portal that allows clients 
to receive centralized and standardized 
reporting functionality. 

4. Provide Detailed and Remediation Steps: At 
completion of previous step, the client is 
provided full executive and technical reporting 
via the FSP client portal, Frontline. Clients can 
optionally contract for access to a workflow 
management tool that is also available with 
Frontline. This tool enables you to efficiently 
manage and track remediation of the penetration 
test findings. 

5. Populate Workflow Management Portal: Now 
clients can take advantage of the integrated 
workflow management tool to quickly and 
effectively deal with discovered issues. 

C. Penetration Testing Strategies 
There are two types of Penetration Testing 
Strategies: external and internal testing. 

1.  External Testing:  It includes Internet and 
Dial-in. In internet, attack on the target 
network from outside the network. In Dial-
in, War dialing is the systematic calling of 
each number in the number in the target rang 
in search of listening modems. 

2. Internal   Testing: It is performed from 
inside the network. The goal is to ascertain 
the internal network topology which gives 
the mapping of the critical access path. 

D. Benefits of Penetration Testing 
 Test network or system using the tools and 

techniques that attackers use. 
 Demonstrate at what depth vulnerabilities can 

be exploited. 
 Validate vulnerabilities. 
 Can provide the realism and evidence needed 

to address security issue. 
E. Weaknesses of Penetration Testing 
 Labor intensive, require great expertise. 
 Dangerous when conducted by inexperienced 

tester. 
 Revel source code to third party. 
 Expensive. 
 Some tools and methods may be banned by 

agency regulation. 
 Conducted in limited time period. 
 If a service is not tested then there will be no 

information about its security or insecurity. 
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Vulnerability Assessment and Penetration Testing 
IV. VULNERABILITY ASSESSMENT Vs 

PENETRATION TESTING 
TABLE II.  Comparison of VA with PT 

 
 
V. CONCLUSION AND FUTURE WORK 
 
In this article we focused on the vulnerability and 
penetration tests that give security, an ethical way to 
identify and evaluate system weaknesses and then 
mitigate the risks based on the results of such tests. 
Thus we have reached to a point that to prevent 
attacker from stealing our confidential data, 
Vulnerability Assessment & Penetration Testing is 
necessary. Through VA we can identify the 
vulnerabilities and then by PT we can patch the 
vulnerabilities.  
In future we will concentrate on practical 
implementation of Vulnerability Analysis &  
 
 

Penetration Testing by using tools such as NESSUS, 
NMAP, WIRESHAPR, METASPLOIT, ETTERCAP, 
and CAIN & ABEL. 
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